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PREFACE

This textbook provides a comprehensive outline of machine learning designs for
biometric and perceptual tasks. The book synthesizes cutting-edge research on
applications of CNN (convolutional neural networks) in fingerprint, iris, face, and
vascular biometric systems, and soft biometric surveillance systems. MIL-STD-1553
remains the principal network for military avionics integration, despite the advent of
higher-speed solutions, such as fiber channel loom. Biometric security issues are also
discussed.

Machine learning has been employed to tackle several exciting yet difficult real-world
problems, with biometrics being one of the most popular. This book offers several new
biometrics and machine learning approaches and recommendations for using machine
learning techniques in biometrics. This book covers a variety of “Biometrics” and
“Machine Learning” core principles. This book discusses how machine learning may
be used to improve biometrics identification performance across an extensive range of
biometrics modalities. The book fundamentally explains the following topics:

*  Face biometrics is revisited, using insights from neuroimaging and an assessment
to popular convolutional neural networks -based face recognition systems.

*  This book examines machine learning for state-of-the-art dormant fingerprint,
iris detection, and finger—vein. It also discusses ideas for gender classification,
gesture-based identification, and tattoo detection using machine learning for
soft biometrics. Machine learning for biometrics security is investigated, with
approaches for biometrics template protection and liveness detection to protect
against fraudulent biometrics samples covered.

»  Contributions are presented from a global group of subject experts from industry,
academia, and government laboratories.

Chapter 1 gives a comprehensive introduction to biometric and machine learning along
with some applications and quantitative assessments, whereas Chapter 2 studies the
core concepts of suppression, randomization with classification, and detection using
data mining techniques. Chapter 3 presents soft biometrics, their advantages, and
performance analysis.

Chapter 4 is dedicated to the recognition by iris and Gabor’s demodulation. Chapter 5
introduces the stages of the signature verification system with data acquisition plus a
review of signature verification. Chapter 6 covers the application, classification, and
types of fingerprint features.



Chapter 7 discusses the introduction and summary of artificial intelligence in biometrics.
Chapter 8 is focused on the detection of face, fingerprint and iris presentation attacks.

This authoritative volume will be of great interest to researchers, practitioners, and
students involved in related areas of computer vision, pattern recognition, and machine
learning, as it provides both an accessible introduction to the practical applications of
machine learning in biometrics and comprehensive coverage of the entire spectrum of
biometric modalities.

—Author

Xxii
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2 Machine Learning and Biometric

1.1. INTRODUCTION

We are seeing a significant trend using big data and artificial intelligence
algorithms. As a result, these algorithms are getting increasingly more
sophisticated and accurate. We also use high-speed WiFi to exchange data
in near real-time and make revolutionary lifestyle modifications. Machine
learning methods, which are at the heart of artificial intelligence, are designed
to build sophisticated solutions and solve current problems in a variety of
disciplines, ranging from business, engineering, and pure art to science.

Biometric technology is gaining momentum as a critical technology for
internet-age smart setups, ensuring both network and computer security.
Modern machine learning methods with state-of-the-art designs may be
used to such biometric setups to reach extremely high-level efficiency and
become smarter as planned (Viola & Jones, 2004). We investigate various
exemplary biometrics in the book, examine significant features of the
specimen from relevant biometrics, and define their relevant attributes and
descriptions. In different sections, we cover well-managed machine learning
techniques and big data, as well as their implications to biometric research.

1.1.1. Biometrics

Biometrics has advanced significantly in current years, with many uses in
everyday life. Utilizing various methods, biometric identification identifies
persons depending upon biometric features (Aggarwal et al., 2004).
Biometrics is divided into two categories based on their features: physical
features and psychological attributes. Direct physical proof of discriminated
characteristics in biometrics with physical features can be found in their
specimens. Biometrics like the palm veins, face, iris, retina, fingerprint,
ears, and DNA fall under this group. Discriminative characteristics from
parameters with psychological traits, on the other hand, may be retrieved
automatically from specimens, and this group includes biometrics like
stride, typing rhythm, and sound.

A biometric setup for authentication may be executed and developed
in one of two ways: feature-based with manual characteristic extraction
or automatic characteristic creation with end-to-end training utilizing a
machine learning technique. To decrease the unpredictability and computing
complication of innovative characteristics in feature-based biometric setups,
the choice of characteristics descriptors and kinds, as well as the subsequent
classification design, becomes critical (Turk & Pentland, 1991). Every
characteristics descriptor excels at describing a certain pattern kind. The
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Gabor filter, for instance, offers higher frequency and directional selectivity,
allowing it to be utilized to perform the time-frequency evaluation on input
pictures. LBP and its variations are texture coding operators that are usually
resistant to changes in lighting and facial expression in pictures. As a result,
it’s important to pick the correct characteristic for the right uses. A feature-
based setup’s effectiveness is mostly dependent on the abilities of human
specialists, which typically results in limited generalization for variances in
input data. Current automatic characteristics generation-based techniques,
like deep learning, may be a good way to cope with these issues. The feature
choice and classifier components of this approach are trained simultaneously
with a huge quantity of data, and it performs better than a feature-based
setup. One downside of this technique is that it generally involves a large
number of variables that must be trained over a lengthy period.

Biometric setups with high precision and minimal computing complexity
are ideal for security applications. A trustworthy biometric setup must also
generalize well enough for unseen specimens and be incredibly durable to a
variety of difficulties, such as structural enhancement, light variation, noise,
and intra-class variance. We ought to build a setup that can withstand many
sorts of assaults, like counterfeiting, for real-world security use. Multimodal
biometrics (Ahonen et al., 2006) has gotten a lot of attention recently as a
way to build a more secure setup, and it’s become a hot study issue. A multi-
functional setup, for instance, with the input of fingerprint pictures & finger
veins, provides broader application, greater dependability, and stronger
safety than a unimodal setup in actual use. Biometrics is fundamentally an
issue of categorization. It may be thought of as a multi-class issue in its most
basic form (e.g., if no previous individual identity is provided). Alternatively,
in the verification set, in which a prior on the personal identification is
known, a binary classifier that distinguishes among real users and frauds
might be considered. A generic workflow comprises a classification stage
and a data representation stage in this application (He et al., 2005). If the
biometrics under consideration has a significant intra-class variation, the
learning from experiences approach may be used. Statistical learning is an
excellent methodology for both data representation (e.g., using data-driven
feature extraction methods) and strategic planning.

1.1.2. Machine Learning

Machine learning focuses on optimizing system parameters based on
design to fulfill assessment criteria using a collection of training instances
(Argyriou et al., 2008). We frequently employ statistical approaches to
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enable computers to “learn.” Based on the utilization, we can utilize the
resultant system to forecast the categorization of different datasets, predict
position in the feature space, or produce fake instances after the learning
objective has been accomplished. Un-supervised learning, supervised
learning, and reinforcement learning are the three main kinds of machine
learning methods.

The training datasets for supervised learning issues consist of cases of
the input vectors and their matching outcome vectors (Etemad & Chellappa,
1997). The issues are classified into categorization or pattern identification
when the target vectors are classified, and prediction once the target vectors
are genuine. For every input vector, deterioration or distance factors are
constructed among the recent outcome vector and the desired vector, and
an improvement is conducted to reduce the overall deterioration of training
samples. We anticipate the system to react properly although if the unknown
dataset is provided to the trained setup since we taught it with known input
and target pairings.

There are no objectives in unsupervised learning tasks, thus the training
dataset is just a set of input vectors. The objective of unsupervised learning
is to find “important statistical design” in data autonomously. Unsupervised
learning is also known as hidden knowledge discovery from models, and
several clustering techniques are standard models.

Learning how to respond in a particular scenario for certain incentive or
punishment signals is known as reinforcement learning (Ando et al., 2005).
A condition for the present position is specified in this form of learning, as
well as the environment, generally, a criteria function assesses the present
situation to create an appropriate incentive or punishment action via a set
of principles. It learns from criticism rather than having specific objective
values.

Deep learning is a subset of machine learning and has shown to
be effective in areas such as differentiation, identification, key point
estimate, categorization, and activity categorization (Argyriou et al.,
2008). It usually has a wide range of parameters as well as numerous
nonlinear films. CNN (Convolution neural networks) for automatic feature
extraction and RNN (recurrent neural networks) for series prediction are
two prominent deep learning designs. They have demonstrated remarkable
improvement in machine vision, speech recognition, audio identification,
voice recognition, social media screening, bioinformatics, and translation
software. Furthermore, generative models, such as nonlinear encoders and
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GANSs (generative adversarial networks) are gaining popularity due to their
capacity to generate synthetic samples.

We examine an optimization technique to regularized feature choice
depending on a l-norm penalty term and certain current improvements
in learning features from raw data. We then provide a feature learning
technique for multi-functional apps that enables us to identify feature groups
about various activities autonomously. Such methods apply to a variety
of biometric use since they are better suited to biometric data that have
little or no effectiveness and uniqueness reliability, such as gait, face, or
signature biometrics, in which the learning from instances framework has
been demonstrated to be efficient (Jain et al., 2004). The focus of this article
is on two-dimensional face biometry. The first depiction in this situation
may be found in computer vision research and would not be the subject
of this section. Rather, we’ll look at how feature choice can be used as an
automated technique for generating concise representations of information,
which can help with both categorization efficiency and time complication.
Furthermore, several intra-class informative picture representations are
frequently highly complex; therefore dimensionality reduction methods are
common throughout this application space (Belhumeur et al., 1997; Destrero
etal., 2007).

The choice of features is a new method of collecting useful data from
samples and has been widely investigated in the single, functional situation.
Various approaches have emerged for its usefulness (Weston et al., 2003;
Torralba et al., 2004). Regularization approaches are another intriguing
approach to cope with the choice of features in the learning through
experiences paradigm. The theoretical foundation for this technique may be
found by Chen et al. (2001). Destrero et al. (2009) provide more information
on the technique mentioned in this section.

Whereas the challenge of learning the relevant data embedded in
a specified data depiction has been widely explored in the single-task
unsupervised learning and supervised learning settings, there has been little
research in the multifunctional supervised learning environment (Ando et
al., 2005). The challenge of learning a basic design shared by a group of
supervised jobs is examined in this section. This is especially beneficial
for improving classification capability when the activities are numerous
however the available data is limited. Knowledge of the basic design can
also make learning additional challenges easier. Argyriou et al. (2008)
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provide more information on the claimed technique. We examine the more
basic issue of feature learning in the situation of multi-function learning,
which is the assessment of a batch of new features generated from several
input parameters. The choice of feature may be viewed as a specific case in
this approach.

It’s important to note that the regularization variable handles the
complication of the solution in both situations: in single-function the choice
of feature, it handles the nonlinearity of the solution, whereas, in multi-
function feature learning, it handles a range of features familiar to all of the
activities learned.

1.2. CONDITION OF THE ART ON FACE
BIOMETRICS

Face biometry has benefitted from machine learning improvements more
than other biometrics. Face biometry focuses mostly on the preprocessing
phase. Apart from that, face identification and face detection features have
been thoroughly investigated.

Facial recognition represents a binary categorization problem. Here we
want to classify the data into facial or non-facial (—ve) categories. Machine
learning techniques, such as support vector machines or neural networks
were used in early attempts at facial recognition (Sung & Poggio, 1998).
The dataset was chosen to represent system’s requirements. View-based
methods were frequently utilized to represent diversity in perspectives. Local
regions are more suited to cope with pose variations and malformations. The
application of overfitted dictionaries of local features capable of capturing
local designs and moderate geometries, as well as feature choice techniques
that decrease the duplication of the first description, is the latest trend
popularized by the seminal work of Jones & Viola (2004). These approaches
are famous since they are efficient and can be used successfully in real-life
situations.

1.3. LATEST ADVANCES IN MACHINE LEARNING

This chapter discusses the latest advancements in computational learning
theory for learning dataset representations. Such approaches are suitable for
dealing with picture dataset redundancy and the complication of multi-class
issues autonomously.
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1.3.1. Learning Characteristics for Binary Categorization

We look at how to choose a collection of characteristics that are expressive
of a binary categorization task. We examine a currently suggested
regularization approach for learning features from a set of instances from
two separate classes in this chapter. This technique is dependent on Lasso
technique (Tibshirani, 1996).

1.3.1.1. Issue Formulation

We discuss a binary categorization issue in which we are assigned an “m”
element training set. A glossary of “d” characteristics is used to describe
every instance. Using feature choice, we seek a concise description of data
input for the issue of concern. Every characteristic in our solution is assigned
a weight; characteristics with greater than zero weights are significant for
modeling the variety among the two classes under concern.

We look at the scenario when the incoming and outgoing data are linearly
related. The solution to the given linear setups of equations may be used to
formulate the issue:

y=2Xa 0]

wherein X = {xij},i =1,...m; j = 1,..,d is the (m x d) features matrix
acquired showing the training dataset of “m” inputs x, with a glossary of
“d’ characteristics. The output tags are stored in the “m” vector y = (y,,...,
,): because we are using a binary categorization setup, all information is
linked with a label y. € {—1,1}. Every item is connected with one feature and
essentially indicates the significance of the feature in deciding the affiliation
of a particular feature vector to one of the two categories, a = (a,,..., a)) is
the vector of unfamiliar weights, every item is linked with one characteristic
(Sundararajan & Woodard, 2018).

We assume the sizes of X to be enormous in the utilization areas,
therefore the typical techniques for resolving the algebraic setup (10.1)
are impracticable. Furthermore, the typical amount of features “d” is
substantially greater than the training set’s size “m,” indicating that the
network is significantly inadequate. We can also have to cope with excitement
to play among feature vectors that create significant sick-conditioning due to
the duplication of the feature dataset. These problems need regularization,
which may be avoided by converting issue (10.1) to a penalized least-
squares issue.

13
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A quadratic penalized, generally the two-norm of the vector a: [l 3=%
; azj, is used in traditional regularization, like the familiar ridge regression
(also known as Tikhonov regularization) (Palaniappan & Mandic, 2007).
The solution of the penalized lowest-squares issue would generally produce
a vector including all weights a; distinct from zero, but these quadratic
charges don’t offer feature choice. That’s why, in the latest research, the
use of sequence-enforcing charges to substitute quadratic penalties has
been recommended. It indicates that the existence of zero weights in vector
“a” would be enforced by the fine. The one-norm of “a” is the sole convex
penalty between these zero-enforcing charges, allowing for viable methods
for the higher-dimensional dataset. As a result, we analyze the following
issue, which is known as Lasso regression (Tibshirani, 1996):

ar = argmin{||y — Xa||* + 2z|lall:}.
a @)

wherein llalh = Z/_ la| is the one-norm of “a” and “t” is greater than
zero is a regularization factor regulating the equilibrium among the data
mismatch and the fine. This variable also modifies the level of heterogeneity

99 2

(number of genuine zero weights) of the vector” a” in feature choice issues.

1.3.1.2. Learning Method

Because of the one-norm penalty in issue (2), Lasso solutions’ reliance on y
is non-linear. As a result, computing one-norm penalized solutions is much
more complex as compared to computing two-norm penalized solutions.
We use a simple iterative method suggested by Daubechies et al. (2004) to
resolve (10.2):

ﬂ?:+l) =S, [af,f” + XT(}" _ Xa‘(,f”)] n=0.1. )

employing random preliminary vector a,*, wherein S_is the following
“soft-threshold”

h; — Tsign(h;) if lhjl =1
0

(S:h)j = otherwise

That technique is referred to as the Landweber iteration in the absence of
a soft threshold (7= 0), that intersects to the generalized solution (minimal-
norm lowest-squares solution) of (10.1). Daubechies et al. (2004) showed
that the soft threshold Landweber technique (10.3) converges to a minimizer
of (10.2) if the norm of the medium “X” is renormalized to a value rigorously
less than one.
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Because experimental data suggests that the startup vector is unimportant,
we always begin the weight vector “a” with zeros: a” =0". The iterative
process’ halting rule is depending upon comparing the solution acquired at
the nth iteration o with the prior one, and it is connected to the sustainability
of the solution attained. The pseudo-code of the iterative method is reported
in the method in Table 1.1.

1.3.1.3. Feature Choice for Large Issues

In a biometric context, numerous issues that may arise. As a result,
implementing the iterative process given in Equation (3) can’t be possible
across all PCs: matrix multiplication must be properly designed such that
the whole matrix “X” is not kept in primary memory.

Table 1.1. Algorithm 1: Binary Feature Choice

Input: training dataset (in the suitable demonstration)
{(xi, _“a‘)}:'":| yvi={-L1}Lxi=(Xi...., Xr'a’)T X=(x,..., -"mJT

Parameters: regularization factor t

Output: the light weights vector a Initialization: for all ; a= 0; end
for standardize medium “X” (see text) as outlet circumstances are met do
modernize

a=a+X"(y—Xa)

for i is equal tol,...,m do
if |a,> 1| then

a=a = tsign(a)

else

a,is equal to 0;

end if

end for

end while

We design a technique depending upon resampling the feature dataset
and getting numerous smaller issues: we create “S” feature subsets every
time removing with replacement “p” features from the basic set of size
“d” (p <<d), and afterward we acquire “S” smaller linear sub-issues of the
type: Xs as =y for s = 1,..., S, where X_is a submatrix of X with columns

corresponding to the characteristics in s; a_is calculated correspondingly.
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We note that the subset dimension must be large enough to be expressive but
little enough to manage the matrix effectively; hence, we choose subsets with
10% of the initial feature set dimension. We use the binomial distribution
to determine the number of sub-issues “S” and approximate how many
separations are required such that every feature gets retrieved at most 10
times with a high possibility (Destrero et al., 2007).

Following the construction of the “S” sub-issues, we search for the “S”
solutions using “S” iterative techniques, as shown in Equation (10.3). We
are left with “S” redundant sets of features after the procedure. The finalized
set is created by selecting the characteristics that have been picked in every
one of the subsets.

The two matrix—vector multiplications create the computational
complication of the iterative method (10.3), making it O (md) for every
repetition and a constant t. We choose O because the iterations number “I”
is not insignificant (mdI). This must be performed several times as the range
of models we are evaluating throughout the model selection stage.

It’s important to note that the preprocessed form of the technique is
appropriate for parallel processing, allowing for savings in calculation time
inverse proportional to the range of processors employed (Donoho, 2000). If
just a single processor is accessible, the model choice step must be carefully
designed to keep the minimum calculation cost of training stage computing
In our studies, we use two techniques: (i) choosing t that contains a constant
amount of Os in the solution (or, comparably, which chooses a specified
range of attributes) in about “I” iterations, and (ii) to choosing T depending
upon generalization capability, utilizing cross-validation: we choose “ts”
that contribute to the categorization rates under a certain limit and then
choose between them, the value giving the small range of features. Equation
(10.1) is utilized as a classifier in this case (Edwards et al., 1999).

1.3.1.4. Assessment techniques

We end this chapter by describing how we assess the quality of the acquired
subset of characteristics. We start by recalling that we are looking for features
that will help us to construct a good classifier. As a result, the generalization
efficiency of a classifier trained on a data set with the specified features is
assessed.

We employ an asymmetric, SVM-like (support vector machine)
categorization method. This is utilized to construct the final recognition
and verification modules. Receiver operating characteristic (ROC) curves
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describe efficiency, with the support vector machine offsetting value “b”
being varied. ROC contains the strike rate equivalent to 0.5% false-positive
results (which is especially essential for recognition issues with a large range
of negativity) and the equivalent error rate (EER) (Cherkassky & Ma, 2009).

1.3.2. Learning Shared Depictions for Several Activities

In this part, we look at how to learn several predictions or categorization
activities at the same time. We look at a technique for learning a collection
of characteristics that are common to several jobs. This is an issue that has
attracted the interest of many researchers, and its usefulness was explored
by Torralba et al. (2004) in the context of object recognition. Images of
various things can have several characteristics which vary from the pixel
images depiction. Such technique may be useful in the biometry area when
coping with the multi-class issue of facial identification: various persons
can share numerous characteristics, therefore understanding such general
aspects may help with various recognition activities.

1.3.2.1. The Formulation of Issue

“T” supervised learning assignments are assigned to us. For each 7 € N, the
related activity is recognized by a function ft: R — R (such as a margin /
repressors classifier). For every activity “t,” we are provided with a collection
of “m” output or input samples, that we organize in an (m x d) matrix X and
an “m” vector y, for t = 1,..., T, similarly to the preceding chapter.

We want to utilize the samples given to find specific connections between
the activities. The variables f can be expressed as a linear combination
of certain feature tasks, which is our working supposition. For the sake
of convenience, we only examine linear identical features, all of which
are expressed through a vector u, € R? — non-linear features are covered
in (Argyriou et al., 2008). In addition, we suppose that the vectors u, are
orthogonal, thus we simply analyze up to d of every vector.

The activity functions may be expressed as f,(x)= @.vx.x c B/, where a,=
(a,-.-,a,,) is the vector of regression coefficients for the 7th activity, and U €
O is the matrix whose columns are the vectors u..

Our supposition that the activities share a “limited” set of characteristics
implies that matrix A has “several” rows that are all equivalent to zero,
and therefore no activity would utilize the associated features (columns of
matrix U).
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The optimization issue is solved by our approach for multi-function
feature learning

min {E(A,U): U € 09, A e R}, (4)
,
EA U= Iy — X,Ua? + 1AL, (5)

r=1
wherein vy is greater than zero is a regularization factor.

In the 1-term in Equation (5), the square loss might be exchanged with
a loss task

L:RxR — R+ convex in the 2nd argument. The 2™ term is a normalization
term, which discourages matrix A’s (first and second) norm. It’s calculated
by calculating the second norms of the (across activities) rows &’ (correlating
to feature (i) and then the first norm of the vector (la'lla,..., la?ll2). The
magnitudes of the vector’s elements reflect the importance of every feature.

If the medium “U” does not educate and we set up Y= 1 xd, issue
(4) chooses a “limited” parameter set, generally across the activities. In
addition, if T = 1, function (5) simplifies to the first norm normalization
issue mentioned in the previous chapter (Pontile et al., 2007).

The preceding (first and second)-norm promotes a limited range of
nonzero rows in matrix A, assuring that just certain general characteristics
are acquired across activities. The amount of features learned is dependent
upon the amount of parameter vy, and it would unlikely to increase with y.

1.3.2.2. Equivalent Convex Problem

Issue (4) is difficult to solve for two reasons. Firstly, it is a non-convex issue,
despite being convex in every one of the parameters A and U individually.
Secondly, because the regularizer 14 I3.1isn’t uniform, the optimization issue
becomes harder to resolve (Bicego et al., 2006).

Luckily, issue (10.4) may be converted into a convex version.

To explain this conclusion, we explain a function that replaces the square
loss with a more generic loss L for any W € R*7 with columns w,and D €
S9, ++.

T m

R(W, D)= L(yu. (wi. x)) + yrace(D'WWT)  (6)

=1 i=1
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Therefore, It is likely to show that issue (4) is equal to the convex
optimization issue.

inf {R(W. D) : WeR™  DeS}, ., trace(D)<1}. (7
Particularly, every minimizing series of issues (7) corresponds to a

minimizer of the issue (4) & (5). Furthermore, the formula connects the
solutions (W", D) and (4", U") of issues (7) & (4), accordingly.

W.by=(0A, O D-mg( la .l" ) o
Al /2y

Observe that we restrict the tracing of matrix D above from the issue (7)
as otherwise, the best solution will be to just set D = co and merely minimize
the empirical error term in the right-hand side of Equation (6).

1.3.2.3. Learning Method

Now we look at a method for addressing the convex optimization issue
(10.7). The procedure minimizes a disturbance of the optimal function (10.6)
by adding a disturbance “I” to the matrix WW, which appears in the 2nd
term on the right-hand side of (10.7), where “I” is greater than zero and “I”
is the identity matrix. This disturbance assures that D remains nonsingular
and that the infimum over D is often achieved (Pires et al., 2021).

The two phases of the Method for addressing this unsettled issue are now
described in Table 1.2. We maintain the D constant and minimize over W
in the first phase. Because the regularizer detaches when D is constant, this
phase may be performed separately across activities. Introducing additional
parameters for D~ %wf results in a typical 2™ norm regularization issue for
every activity with the similar kernel K(x, x') = x"Dx’ for every job. In the
2nd phase, we adjust matrix W and reduce D to the smallest possible value.

Table 1.2. Algorithm 2: Multi-Functional Feature Learning

Input: training sets {(x, yu)liZ,. 1 € My
Parameters: regularization parameter y, tolerances &, rol
Output: d x d matrix D, d x T regression matrix W = [wy,.... wr]

Initialization: set D = &

while |W — Wy, = tol do
fort=1,.... T do
compute w, = argmin ‘E:;I Ly Aw, xa )+ plw, D™'w) : w e BRY
end for
set D = —WW’ teig)d

racel WW T 4y ?
end while
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The equation may be used to prove that partial reduction in the case of
D has a closed-form resolution.

(WW' +ely)?
trace(WWT + el,)*

D.(W) = ®)

The method may be thought of as switching between unsupervised
& supervised stages. Utilizing a similar depiction across activities, we
understand task-specific functions (particularly the vectors w)) in the first
phase. Since D encompasses the features u,, the feature depiction remains
constant. The regression functions are constant in the unsupervised stage,
and we learn the general depiction.

It is demonstrated in Argyriou et al. (2008) that the method converges
to a solution to the relevant disturbing issue for any [>0. Furthermore, every
limiting point in the series of these solutions fixes the issue (10.7), as the
saying goes.

We also make a few observations on an alternate formulation for the issue.
We have a regularization issue in W if we replace W= 0 in Equation (10.7),
where the regularization term is the square of the trace norm of matrix W,
i.e., the total of singular values of W. The trace norm is the convex enclosure
of rank (W) in the unit ball, as represented in (Fazel et al., 2001). We should
also mention that a similar topic was investigated from the perspective of
joint filtering (Srebro et al., 2005).

1.4. APPLICATIONS

This chapter explains how we use statistical learning approaches to tackle
problems in biometry. We illustrate how feature choice can be used for
both facial recognition and facial identification. We then give numerical
simulations and explore how multi-functional feature learning can be used
to detect issues.

1.4.1. The Peculiarity of Facial Features

A significant degree of duplication is seen in image characteristics. The
curse of dimensionality can impair the quality of results if we work with
an unbalanced training set. While the redundancy in the training set doesn’t
undermine a classifier’s generalization ability (Donoho, 2000), it can have
an impact on the classifier’s performance.
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Dealing with information duplication through the choice of feature
entails picking one or few delegates to show the other parts of every set of
linked characteristics. In contrast to other application areas (like microarray
statistical analysis), typical image-related issues allow for the selection of an
arbitrary delegation for the linked feature datasets. The look data that image
features contain, that is similar to other participants of their group, is more
essential than the set itself (Guyon & Elisseeff, 2003).

Facial characteristics can be linked not just because of all-natural
photos’ inherent short-range association or because the selected explanation
is repetitive, and because of interdependence associated with the face class
(which contains numerous appearances of identical patterns at various
places). Comparison based on the selected depiction provides redundant
explanations, but association based on the class of interest can convey
valuable data about its characteristics. A feature selection strategy must
address both of such requirements; however, a minimal number of features
is generally chosen for statistical reasons (Heiselet et al., 2001).

1.4.2. Face Recognition

In this part, we concentrate on facial feature choice before briefly reviewing
the construction of an effective facial detector, beginning with an image
depiction dependent upon rectangle features which have shown to be
a useful beginning point for several object identification issues (Viola &
Jones, 2004).

The raw data we’re looking at are image patches of size N x N (N =
19). For every picture or image patch in the examination, we calculate the
overall positions, sizes, and aspect ratios of rectangle features. As a result,
we calculate around 64,000 characteristics per patch or image. Now let’s
look at how we use the iterative process outlined in Section 13.3 to pick
facial characteristics.

We have 4000 training datasets, 2000 actual data, and 3400 test data,
equally divided among positive (facial images) and negative (non-facial
images). The linear setup we create for feature selection is rather large,
with a data matrix A of 4000 x 64,000 (because every entry is accumulated
in solitary accuracy, the overall space needed for matrix A is around one
Gigabyte) (Fuentes et al., 2010).
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Figure 1.1. Relationship among (1) a straightforward solution of the linear is-
sue (—o—) and (2) the resampling approach (with two various variable selection,
setup of sparsity level (—x—) or by cross-validation (—*-)).

Source: https://link.springer.com/chapter/10.1007/978—1-84882—385-3 10.

We present an extensive number of experiments that demonstrate the
resampling plan’s suitability as the size of the data matrix rises (Destrero et
al., 2007). Figure 1.1 summarizes the findings achieved without and with the
resampling approach, demonstrating that there are not only zero losses but
even a modest gain when using the resampling method. We decide 7 to retain
a constant amount of characteristics when it pertains to model choice since
we have to deal with a large number of distinct challenges (such as search
solutions with a specified % of zero entries). Figure 1.1 likewise depicts the
results achieved using a cross-validation-based model selection (the results
are relatable in such 1% phase).

The leftover features S| are a fair composite of the initial description,
as proven by the categorization results on our testing set, and they preserve
all the descriptiveness, reflecting all significant parts of a facial, after such
a feature selection phase. Despite this, the range of chosen features remains
considerable (around 4500 in our experiments). Rather than picking a value
for t that forces a greater range of zeros (that option resulted in a significant
loss in efficiency, check we perform the feature selection method to fixed S,
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in search of a better, sparser solution (Destrero et al., 2007). The latest data
matrix is achieved by choosing the columns that relate to S, from A, and £,
is reset to a vector of zeros.
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Figure 1.2. Results acquired with a 2-phase assortment process, without (—x—)
and with (—*-) the additional relationship analysis).

Source: https://link.springer.com/book/10.1007/978—1-84882—385-3.

In this 2nd step, we will utilize cross-validation like for variable tuning
technique. When statistically possible, cross-validation includes an explicit
account of adaptation and is thus more suitable. Figure 1.2 shows the results
of the 2-phase selection method, which yielded a set S, of 247 features with
no efficiency degradation compared to the 1st phase. Figure 1.2 also displays
the categorization results of the feature set S, generated by performing basic
correlation analysis on S, to preserve just one feature among sets with
numerous characteristics of a similar kind, strong relationship, and spatially
contiguous features (Ullman et al., 2002).

The data for the outcomes we provide here was collected using a
surveillance system established in our department and individually labeled
as either positive or negative. The identified images represented frontal
facial features. We employed the CBCL-CMU frontal faces set of data in a
new series of tests. Because of the varied nature of the data sets, the findings
achieved in both situations are unique. Faces are only roughly registered
and information contains considerable perspective variances when utilizing
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our data collection. As a result, horizontal symmetry is retained but vertical
symmetry is not unique to the set of data (see Figure. 1.3) (Weston et al.,
2003).

Figure 1.3. Top: the chosen features from the DISI set of data. Bottom: chosen
features from the CBCL-CMU set of data.

Source: https://link.springer.com/book/10.1007/978—1-84882—-385-3.

We wrap up with a description of the finalized face identifier and the
results received. More details can be found in Destrero et al., 2009; Ranftl
etal., 2017. S3 characteristics are utilized to create a waterfall of tiny SVMs
capable of processing video frames in actual time. The picture is analyzed
by a sequence of classifiers using the conventional coarse-to-fine method.
Every picture patch is the input for the classifiers’ waterfall: when the patch
failed one test, it is instantly rejected; whether it satisfies all tests, a face
is recognized. Every classifier in the cascade is constructed with different
features, training a linear SVM on those characteristics, then inserting more
features till the validation set achieves the specified efficiency. We specify
the minimal strike rate to 99.5% and the max false-positive rate to 50% to
ensure that every classifier doesn’t overlook faces. Considering a cascade of
10 classifiers, the overall efficiency will be: FPR=0.5'""—3 x 10 and HR =
0.995'°[7 0.9 (Viola & Jones, 2004).

In two distinct circumstances, Table 10.3 illustrates its recognition
efficiency as a facial identifier in our actual-time setup. The finding
acquired on photos taken in controlled environments (individuals were
instructed to approach the cameras one at a time) are shown in the first
row of the table, whereas the finding acquired on the image obtained in
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uncontrolled environments are shown in the second row: We physically
labeled the incidents that occurred during a five-hour recording of a hectic
day; the recording was completely outside from our control and includes
scene variations, individuals halting for an undetermined amount of time,
and sideways faces. It’s important to note that the classifiers have been fine-
tuned in real-time to reduce the amount of false-positive (Zhao et al., 2003).
The quantity of data processed is enormous, as the detector examines 20,000
patches on every picture or screen.

Table 3. Characteristics of Face Identification Setup

Test data Strike rate percentage | False-positive rate percent-
age

Live video 76 4 10-7

Test pictures 94 0.1

1.4.3. Face Identification

We now look at a facial identification issue that involves distinguishing
between instances of the person whose identity has been proclaimed and
samples of other individuals. Particularly, we explore a challenging set-
up that represents intra-class vs extra-class variability for every person. At
a constant scale, we examine a picture description depending upon LBP
characteristics (Ahonen et al., 2006).

We suppose that we have an information set of N person I1,..., IN, Let’s
take a quick look at how we express every personal I:

We begin with a collection of 40 by 40 +ve photos I,p=1..,P of
person / and a set of —ve photos 7, n = 1,..., N of other people randomly
chosen.

Every neighborhood in picture /. is depicted by an LBP. We calculate
the size of the neighborhood by selecting eight sample sites on a circle with
a radius of two. Furthermore, for every picture, we calculate L LBP graphs
on rectangular areas of at least 3 by 3 pixels in all places and aspect ratios,
therefore the explanation of picture / a list of histograms /7,..., H'. Because
the number of feature vectors is quite large, a feature choice method is
necessary: we acquired L = 23409 LBP graphs (Argyriou et al., 2008).

Segment 13.2’s regularized feature choice is used once more. The linear
system is designed to convey every histogram’s intra-personal and extra
personal variance. We calculate the feature vectors (in the particular instance
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the rows of the matrix (a) in the same way by comparing correlating LBP
histograms (after normalization) for every pair of photos /, & I, utilizing
the y2 distance (Ouamane et al., 2014). Such that, we acquire a feature
vector X, wlhose components are y2 distances for every pair of input data: x,
= (x*Uy, 13),...,XZ(IAL, 1."). We correlate a label g, € {+1,~-1}, wherein g, = 1
however both /, & I, are positive images, g, = —1 if 7, or /,is negative.

The range of feature vectors that we can compute for a specified set of
instances is enormous (for a set of positive photos of size P we would have

(2) positive feature vectors, and the —ve, in general, would be very high).
We randomly pick at most 2000 positive and negative feature vectors and
create matrix A to achieve stable systems of appropriate size. The vector
g is made up of the matching tags g, and the unknown’s vector f would
calculate the significance of every LBP graph for extra and Intra person
comparisons. After we’ve constructed a system for a certain person using the
process outlined above, we choose characteristics using the same procedure
outlined for face recognition. It’s worth noting that we get a various set of
distinguishing traits for every person, the ones that best express his or her

distinctiveness (Heiselet et al., 2001).

Figure 1.4. Top five characteristics for certain persons: they frequently catch
different face features (hair, facial hair, or a clown nose; (bottom row).

Source: https://link.springer.com/book/10.1007/978—3-642—35326—0.

We assess a feature set’s quality in terms of'its generalization ability once
more. The facial recognition module automatically gathers and registers the
given dataset that we need for face recognition. The experimentation in this
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section, particularly, is acquired with our monitoring program over many
weeks: at the end of two weeks, we individually classified the stored videos
(a video is stocked if faces are identified in it) and constructed models for
all of the people with a large set of data (Ranftl et al., 2017). Persons who
had not previously appeared were kept as negative instances (frauds) for all
designs starting in the 3rd week. A sum of sixteen people was involved in
the training stage, whereas a sum of 64 people was collected for the testing
stage. The top five characteristics retrieved for various people are shown in
Figure 1.4. Take note of how every person’s characteristics cluster in the
most distinguishing parts of the face. The beard, for example, may be seen
on individual six. Person thirteenth top two characteristics are focused in
which there is a perimeter. In this example, the nose is where the majority of
the characteristics were taken (Manresa et al., 2014).

Now let us go through the real testing method in detail. We are willing
to practice and adjust a classifier to differentiate among pairs of pictures
of the person “I” under examination and pairings of him or her with an
imposter once we’ve picked the right collection of characteristics for every
individual. A classifier’s logic is that when a probing alleges to be “I,” it
would be paired with all of the components in the portfolio of I, and several
test pairings as the gallery’s size would be constructed. Such test pairings
would be categorized to determine whether they reflect the similar individual
I; due to feature choice, the categorization would be only dependent on the
traits that matter to “I.” We explore linear SVMs as a classifier once more,
however, this time without the requirement for a coarse-to-fine approach
because we just do one assessment per frame.

We operate every classifier on the testing set that we collected, which
contains approximately 1700 probes, supposing an equivalent a prior
probability of decent people and frauds (comparable to the assessment
framework described in Messer et al., (2003): we utilize all positive data
available for every classifier, and an adequate amount of negative are chosen
randomly. Every testing picture T creates M testing pairings when it is passed
through a particular classifier [i. We calculate the proportion of testing pairs
produced by every inquiry that were categorized as positives to assign every
inquiry an exclusive output (Celiktutan et al., 2013).
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Figure 1.5. An example of a typical precision-recall behavior.

Source: https://link.springer.com/chapter/10.1007/978-3-642—-35326-0 52.

Figure 1.5 illustrates the evolution of best accuracy by changing the
percentage of positive scores q from 20% to 90%.

1.4.4. Quantitative Assessment of Multi-Task Learning

Multi-functional learning, like previously stated, can be utilized to learn
groupings of similar features across several activities which might show
distinct persons. We provide numeric simulations of the efficiency and
durability of the features learned across an increasing range of jobs in this
chapter.

We used the square loss function and used cross-validation to
autonomously modify the regularization value. We take into account up to T
= 200 regression activities. Any of such jobs” w variables were drawn from
a 5D Gaussian distribution with zero mean and a covariance Cov = Diag
(0.25,0.36,0.49, 0.64,1) (Moghaddam, 1997). We keep adding 20 unrelated
dimensions to such 5D w/” s all of which are null. The test and training data
were produced consistently from (0,1)d, with d ranging from 5 to 25. The y,
outputs were calculated using the formula y = w, x } + ¥, where 9 is zero-
mean Gaussian noise with a normal distribution of 0.1. As a result, the real
characteristics (#i; X) we wanted to learn were merely the input parameters
in this example. On a 5 by 5 primary submatrix, the desired outcome is a
feature matrix U that is near to the identity matrix (on 5 columns) and a
matrix D that is generally proportionate to the covariance Cov utilized to
create the activity variables (Mohan et al., 2001).
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For testing and training, we created five and 20 samples per activity,
accordingly. We applied our techniques with T = 10, 25, 100, and 200
activities to see how the quantity of jointly learned tasks affected test
efficiency and, more significantly, the reliability of the features learned. We
averaged the efficiency parameters over randomly chosen subsets of the
200 tasks for T = 10, 25, and 100, such that our predictions had identical
changes. We also used conventional ridge regressions to assess every one of
the 200 activities separately (Ojala et al., 2002).
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Figure 1.6. Left: Test error vs the number of external factors depending on vari-
ous levels of activities (T). Right: Frobenius norm of the difference between
learned and actualmatrices vs. the number of irrelevant variables (as the No.
of tasks concurrently learnedchanges). This is a determination of the learned
features’ quality

Source: https://link.springer.com/chapter/10.1007/978—1-84882—385-3 10.

As the number of extraneous factors grows, the influence of the number
of activities continuously learned on test efficiency and also the reliability
of the features learned is shown in Figure 1.6. Firstly, as the left Figure
illustrates, and in line with previous theoretical and empirical data — see,
for example, (Baxter, 2000) — learning several activities simultaneously
outperforms learning the tasks separately because the tasks are linked in this
situation. Furthermore, as the number of tasks rises, performance improves.
More significantly, as the number of extraneous factors increases, so does
the improvement. For our objectives, the map on the right side of Figure 1.6
is the most significant. It indicates how muchthey taught features to differ
from the individuals that were utilized to produce the data. We show the
Frobenius norm of the discrepancy between the learned 5 by 5 principal
submatrices of D and the real Cov matrix in further detail (standardize to
have trace 1). We find that increasing the number of tasks contributes to
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more accurate estimations of the underlying characteristics, which is a major
contribution of this section. Furthermore, the comparative (as the number of
activities grows) quality of the features acquired improves with the number
of extraneous variables, just as it does with test efficiency. Scheming the
remaining of the learned U from the real one, and in this situation is the
identity matrix, yielded similar findings (Zhao et al., 2003).

For six extraneous parameters, we additionally evaluated the influence
of the regularization variable on the range of features acquired (as assessed
using rank (D)). On the left side of Figure 1.7, we display the findings. The
amount of characteristics acquired reduces with vy, as predicted. Lastly, the
critical values of the components of matrix A obtained utilizing the variable
determined using leave-one-out cross-validation are shown on the right
side in Figure. 1.7. This is the resultant matrix across all 200 concurrently
acquired activities and six extraneous parameters. This graph shows that
our method generates a matrix 4 with the anticipated design: just five key
characteristics (Nomura et al., 2021).
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Figure 1.7. Linear synthetic data. Left: The range of features acquired vs the
regularization variable y (notice transcript for explanation). Right: matrix A,
indicating the importance of the learned features — the first five rows correspond
to the true features. The color scale ranges from yellow (lower values) to purple
(higher values).

Source: https://link.springer.com/chapter/10.1007/978—3-642—35326—0 52.

The actual values (diagonal entries of Cov scaled to have tracing 1) are
0.36, 0.23, 0.18, 0.13, and 0.09, correspondingly, whereas the (standardize)
2nd norms of the adjacent rows are 0.31, 0.21, 0.12, 0.10, and 0.09,
correspondingly (Tyagi et al., 2018).
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2.1. INTRODUCTION

Currently, automation is present in every aspect of our lives. However,
automated verification systems based on traditional passwords can be
hacked easily when the password is revealed to an unapproved user. Several
biometric methods have been offered for personal identification systems.
Biometric-centered personal authentication systems utilize behavioral
or physiological individualities of the person for the aim of recognition
(Masmoudi et al., 2010). Physiological individualities comprise fingerprint,
hand geometry, face, and behavioral individualities are handwriting,
speech. Throughout the last few years, an outstanding advancement in
the technology of biometric recognition has been achieved because of the
increasing necessity of highly trustworthy personal authentication and
recognition in various commercial and government applications. A relative
study of several biometric identifications techniques has been suggested in
this chapter for authentication and also to minimize fraud.

Biometric identification is described as an automated identification
for individuals based on their biological features, such as fingerprints,
face, voice, and gait (Bhattacharyya et al., 2009). The earliest scientific
publication on biometric identification as a result of fingerprint matching
was published in 1963.

Normally, the biometric individualities are intrinsic to the individual,
there exists an everlasting association between the individual and his/her
individualities. Therefore, personal recognition can be done with the help
of one or more biometric individualities. The logical procedure can be
accomplished through scrutiny operations, where identification is needed to
attain their identity to store it and then utilize this stored data to recognize
the individual as required. Furthermore, in present recognition systems, the
restrictions that exist in the utilization of passwords are removed by utilizing
these biometric recognition systems, where a system needs the individual to
give his/her features that can’t be presented by others (Joshi et al., 2015).

Biometrics identification systems are in incessant development and are
an outcome of usability of execution from day to day. Therefore, biometric
identification evaluation is a continuous process that has become more
interesting as an outcome of its serviceability (Truta et al., 2012).

Biometrics is the technique for identifying human traits, both behavioral
and physiological. Confirmation of individuals centered on biometric
authentication is becoming progressively popular in several applications such
as banking, financial transactions, and aviation. The diagram of the biometric
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identification system is displayed in Figure 2.1. The key functioning of this
system includes two sections; enrolment and test. Throughout the process
of enrolment, the template gets saved in a database and during the test
procedure, the data of individuals are matched with the attained templates.
The matching program assesses the template with input, approximating the
distance between the two utilizing the appropriate algorithm. This is well-
thought-out as an output for a particular purpose (Depren et al., 2005).

The 1% block, called the sensor behaves as an interface amongst the
system and the real world and attains essential data. A picture acquisition
system based on vision is a suitable choice for it. The second block carries
out preprocessing, eliminates artifacts from the sensor, and improves input
pictures. The necessary features are extracted in the next block. This is
a serious stage as the right characteristics are needed to be dug out in an
optimum way. Image characteristics of the vector of numbers with particular
properties are utilized for the creation of the template. The template is a
combinational set of associated characteristics obtained from the source.
The essentials of biometric measurements that aren’t needed for comparing
algorithms are expelled in templates for decreasing the file size and for
shielding the individuality of the claimer (Farnaaz & Jabbar, 2016).

Biometric Decision

Sensor

»i D 4 Feature Templete Test Matcher
PreProcessing Extractor Comparator
Stored
Templetes

Figure 2.1. Diagram of common biometric recognition system.

Source:  https://www.researchgate.net/figure/Basic-block-diagram-of-a-bio-
metric-system_figl 221199986.

2.2. PHYSIOLOGICAL QUALITIES

Physiological qualities are associated with the physical structure of an
individual. The multiplicity of physical properties associated with the human
body are used for verification purposes, such as fingerprints, hand and facial
geometry, retina, and vascular patterns. Computer vision is a popular tool to
detect these properties (Jabez & Muthukumar, 2015).
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2.2.1. Finger Prints

The detection of fingerprints includes either recognition of minutiae
specifically ridge ending, dot, bifurcation, or an island (Figure 2.2), or
pattern matching centered on a vision for identification.
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Figure 2.2. Minutiae configuration of the fingerprint.

Source: hitps://www.bayometric.com/minutiae-based-extraction-fingerprint-rec-
ognition/.

Techniques centered on minutiae are dependent on the recognition of
minutiae direction and location for detection while pattern matching matches
two images to find out the similarities.

Techniques utilized for fingerprint detection are centered on optical,
thermal, ultrasonic, or capacitance principles (Bhattacharyya et al., 2009).

Optical techniques depend on taking the digital image created by light
reflection from the ends where edges touch the touch surface of the sensor.
Optical fingerprint detectors include the light sensor, light source, touch
surface where the finger is located, and the capture device which generally
can be charge-coupled with the CMOS camera, or a simple webcam.

The capacitive fingerprint sensors comprise a group of capacitive plates
on the silicon chip. One capacitor plate is created by the finger while the
other plate comprises a small metallization area on the chip. When a finger is
placed on the surface of a chip, the edges of a finger are near to the adjacent
pixels and thus possess high capacitance. Comparatively, the valleys are
distant from the adjacent pixels and therefore possess lower capacitance.

An ultrasonic technique utilized high-frequency sound waves to monitor
the surfaces of a finger, the individual places his/her finger on the glass piece,
and an ultrasonic sensor then moves and detects the entire fingerprint. The
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tip of a finger is applied to the window of an ultrasonic head. The ultrasonic
technique of attaining fingerprint is centered on sending the ultrasonic
signals in the direction of the finger and perceiving the echo (Sondhiya et
al., 2013).

A thermal method is primarily beneficial for the recognition of hidden
fingerprints. The research exhibited that sebaceous rich and eccrine rich
latent print imprint on paper might be made noticeable by applying heat
between 220-300°C. When the heated paper substrate is perceived under
a light in 505 nanometers light range the latent impression can be made
observable.

The method of fingerprint detection provides the following advantages
(Gul & Hussain, 2011):

1. It offers high uniqueness. All human beings have different
fingerprints. Twins, who possess similar patterns of DNA, have
distinct fingerprints. Thus fingerprints are the strong verification
mechanism.

ii.  The patterns of fingerprint specifically ridges are created in the
womb and stay invariant through lifespan except in a situation of
very deep injury.

iii.  Excluding an amputee, human beings have readable fingerprints
so can be verified easily without the necessity of carrying the
token.

iv.  Itis an extensively accepted method.

The limitation comprises duplication of fingerprints, exposure to
distortion, and noise due to twists and dirt. Also, few people don’t
find it suitable to place their fingers on the exact location which
has been touched by several other people.

2.2.2. Facial Recognition

It can be considered as the computer application for confirming an individual
from the digital image or the video capture. This method depends on the
mapping of particular facial characteristics such as the nose width, distance
between the eyes, and length of jawlines. These are termed nodal points
and are generally measured by making numerical code which is the face
print for a person. This face print signifies the face in a database. Both two-
dimensional and three-dimensional techniques are utilized for automated
facial identification systems (Zarrabi & Zarrabi, 2012).
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Figure 2.3. Face’s nodal points.

Source: https://hhsbearpress.com/2018/05/14/all-about-facial-recognition/.

2.2.2.1. Two-Dimensional Facial Recognition

In this technique, the two-dimensional picture of the face is matched with
the one saved in the database. The picture is taken with the help of a camera
and is signified as the vector of intensities. The vector is then estimated as
the sum of basis vectors calculated by principal component examination
from the database of face pictures. The principal components signify the
usual variations observed between faces and offer a brief encapsulation of
the emergence of the sample face picture, and the basis for its contrast with
other face pictures (Masmoudi et al., 2010). From the processed picture,
characteristics are taken out. This extracted characteristic is known as face
template or facial code. The face template is then matched with the database
and resemblances are determined. For precision, the image must be taken with
a face looking towards the camera. Issues can exist with little discrepancy
of facial expression or light from the pictures saved in the database. As
matched to the three-dimensional facial recognition method it requires lesser
space of storage for recognition templates. 2D pictures comprise inadequate
information and are sensitive to expressions, orientation, and illumination
(Chihaoui et al., 2016).

2.2.2.2. Three-Dimensional Facial Recognition

This technique utilizes the real-time capturing of the facial picture and
utilizes the characteristics of the face such as curves of the nose, chin, and
eye socket where firm bone and tissue are most obvious. As this method
utilizes the depth and axis of measurement that isn’t disturbed by lighting,
thus it can be used to identify the subject at distinct view angles (Figure 2.4).
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Figure 2.4. Characteristics for 3D identification.

Source: https://www.ijareeie.com/upload/october/10_Biometric%20Recogni-
tion%20Techniques.pdyf.

Correctness of facial demonstration is high with the capability to take
and save more information. The utilization of three-dimensional data
offers much better management of orientation and illumination associated
variations (Rath & Rautaray, 2014).

The cost of computation is high as a huge amount of data needs to be
processed.

2.2.3. Iris Identification

The iris of an eye is a colored annular area that encloses the pupil (Figure
2.5). The patterns of the iris are exclusive. No 2 irises are similar, even the
left and right eye of the same individual.

Parts of the Human Eye

top lid

eyelash

pupil sclera

s, tear duct

botton lid ~ ¢0rnea
(clear lense)

Figure 2.5. Representation of Iris.

Source: https://www.freepik.com/free-photos—vectors/eye-iris.

The technique of iris detection might involve the acquisition of image,
localization, breakdown, and matching. Iris image with high resolution is
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needed for authentication, so the camera with such abilities and high transfer
rate of frame or video making device can be utilized. After attaining the iris
image, the step of localization is carried out. By this step, the iris portion of
an image is observed. This can be estimated by two circles, the first one is
the outer boundary of the iris (sclera), and the other one internal to the first is
the inner boundary of the iris (pupil) (Joshi et al., 2015). Localization of iris
is trailed by segmentation which can generally be defined as the procedure
of splitting the input iris picture into various components. After localization
and segmentation of the iris, the last stage is pattern matching of an iris
image with the saved templates in the database.

This method of person verification is highly precise because iris
patterns don’t vary over time. Attaining an iris picture makes this technique
problematic for implantation with simplicity as it needs proper orientation
and positioning.

2.2.4. Hand Geometry and Fist Print

Recognition systems centered on hand geometry use the geometric
characteristic of the hand such as width and length of fingers, palm
diameter, and perimeter. The techniques based on vision are used for
authentication (Shaheed et al., 2018). It comprises the acquisition of the
image, extraction of feature, matching of template, as in the situation of
other biometric techniques. The acquisition of images for hand biometrics
might contact kind and the guided one, which needs the flat platform to
keep the hand and hooks to assists the placement of the user’s hand, or the
non-contact techniques. Controlled and contact-centered systems needing
the flat platform and pins to confine the freedom of hand. Uncontrolled and
contact-centered peg-free scenarios, even though still needing the platform
to keep the hand. Uncontrolled and contact-free. Contact-less situations
where neither platform nor pegs are needed for acquiring of hand image
(Santos et al., 2011).

Prints of palm are sequences of dark lines signifying peaking shares
of friction corrugated skin. Either techniques based on minutiae which are
dependent on the direction, location, and alignment of minutiae points, or
matching based on a ridge that uses ridge patterns characteristics like sweat

pores, geometrical traits, and spatial features can be utilized (Chihaoui et
al., 2016).
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Figure 2.6. Geometry of hand.

Source: https://www.m2sys.com/blog/guest-blog-posts/about-hand-geometry-
identification/.
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Figure 2.7. Print of Palm for biometric recognition.

Source: https://link.springer.com/chapter/10.1007/978—3-319—-10365-5 4.
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2.2.5. Retina Identification

Retina to an eye is just like the film is to a camera. It has billions of
photoreceptors that convert light rays into electrical impulses.

Retina

Figure 2.8. Human Retina

Source: https://www.vmrinstitute.com/what-is-the-retina/

Recognition technique based on retina utilizes a pattern of a blood vessel
in a retina which is exclusive for the eye. As the retina is on the backside of
an eye, thus it isn’t visible directly and that’s why is stable over the lifespan
of an individual. Further due to this reason the IR light source is essential to
brighten the retina (Guerra et al., 2011). The benefit of IR light is that blood
vessels in the retina absorb it faster as compared to the remaining portions of
eye tissue. The light reflected is consequently taken by the scanning device
in order to process it further.

The procedure of retina scanning includes the acquisition of image and
processing, pattern matching, and illustration of it in the form of a template.
The template size must be very small and is the smallest amongst the other
biometrics techniques.

The scans of the retina necessitate that the individual removes his/her
glasses, keeps their eye nearby the scanner, looks at a particular point, and
stays still, and concentrates on a particular location for nearly 10—16 seconds
in order to complete the scan (Roka et al., 2007).
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2.2.6. Pattern Identification of Hand Vein

Vein identification systems primarily emphasize vascular patterns in the
hands of users. Matched to some other biometric recognition systems, the
veins of users are located within the human body so hard it is to replicate,
therefore vein verification technology provides a high level of precision.

Figure 2.9. Vascular pattern of human hand.

Source: http://www.dalle-vedove.com/modalities/vascular/index.php.

NIR (near-infrared) rays from the bank of light emanating diodes enter
the skin of the hand and yield an image triggered by the absorbance of the
blood vessels. This picture is digitized in order to make distinct templates,
which creates the database of the biometric device. Several features utilized
for templates are the branching points of the vessel, veins thickness, and the
branching angles. The devices for vascular imaging can be made in either
contacting kind or function in a non-contact fashion. The non-contacting
technique provides the advantage in that it isn’t essential for the person to
touch the sensor to give biometric data. This is beneficial in applications
where hygiene is to be preserved, like access to a medical operating room
or where individuals are sensitive regarding touching the biometric sensing
device (Kaur & Madaan, 2015).

2.3. BEHAVIORAL QUALITIES

2.3.1. Dynamic Signature Identification

Day-to-day behaviors can also serve as an identification tool. For the real-time
signature identification, customers put their signature on the digital tablet
which is usually connected to the personal computer for further processing
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and authentication (Walker, 2012). The patterns of behavior inherent to the
procedure of signing comprise the included timing, pressure applied while
writing, and speed. Even though it is relatively simple to replicate the visual
look of the signature, it is hard to replicate behavioral features. The dynamic
information utilized for purpose of identification normally comprises spatial
coordinates, azimuth, pressure, inclination, acceleration, and velocity.

Figure 2.10. Information withdrawal for signature identification.

Source: https://www.biometricupdate.com/201206/explainer-dynamic-signa-
ture.

The most substantial advantage of Signature Identification is that it is
very resistant to frauds, as it is very easy to forge the signature, however
it is very hard to mimic the patterns of behavior inherent to the procedure
of signing. Conversely, Signature Identification is susceptible to higher
rates of error, chiefly when the behavioral features of signatures are equally
unreliable (Fang et al., 2017).

2.3.2. Voice Identification

The voice of an individual can be regarded as amongst the biometric feature
due to two main reasons. Firstly, the voice is the outcome of the functioning
of the physiological element which is called the voice tract. Moreover, it is
the behavioral feature which is called the voice accent. By merging these
factors, it isn’t feasible to reproduce the voice of another person accurately.
Voice recognition is the technology by which sound is transformed into
electrical signals. These electrical signals are converted into coded patterns
for verification. The phrases or words are recorded with a microphone. The
specimen of input voice and registered models are associated to yield the
ratio of likelihood (Khoh et al., 2019).
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Figure 2.11. Voice signal recorded by a sensor.

Source: https://www.hindawi.com/journals/js/2018/9845321/.

Voice variation due to aging must also be well-thought-out by
recognition systems. Moreover, unsanctioned users can record the voices
of authorized clients and run them over the authentication process to attain
user access control. To avert the probabilities of unsanctioned access with
the aid of capturing devices, voice identification systems will ask customers
to repeat several casual phrases which are given by the system throughout
the authentication process.

2.4. FACTORS OF ASSESSMENT

As described in the former section, the range of biometric verification
techniques is offered by several researchers. The extent of safety is amongst
the main worries while assessing a specific technique. Several parameters
exist by which the technique’s performance can be measured. CER (Cross
Error Rate), FRR (False Reject Rate), DET (Detection Error Tradeoff), FTC
(Failure to Capture Rate) are some normally used factors (Malik et al., 2019).

2.5. BIOMETRIC IDENTIFICATION FRAMEWORK

The basis of the biometric identification system comprises two stages which
can be exhibited in Figure 2.12 and defined as follows (Banerjee et al.,
2018):

2.5.1. Stage of Enrolment

1. Attaining the subject
11. Extraction of feature, i.e., salient has to be extracted.
iii.  Storing these characteristics in the database.
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2.5.2. Stage of Recognition

1.

il.

1il.

Attaining the subject from an individual.
Extraction of a feature.

Matching, which matches the characteristics set against the
characteristics of every person on the database.

Though, in attaining the biometric feature, biometric signals
experience many obstacles that might be generated by an
individual or a sensor which generally leads to a reduction of
quality and incorrect rate of recognition. As displayed in Figure
2.12, the signal isn’t stable across the measurement. However,
the main hindrance might be known as the source of intra-
subject change like limitations of a sensor (n ), inherent aging
of biometric feature (1 ), change in the interaction of the user
(m,), an environment of acquisition (11,), and some other factors
impacts (1 ) (Bhattacharyya et al., 2009).

Feature
Extractor

Sensor

Database
Or
Memory

Decision |
Maker

Matcher (&

Figure 2.12. Basis of biometric identification system.

Source: https://www.researchgate.net/figure/Modules-of-a-Biometric-System _
figl 322230928.

2.6. CRITERIA OF CHOOSING BIOMETRIC
FEATURE

For planning any biometric identification system, the confirmation of
biometric features along with anticipated features need to be taken considered.
Thus, an anticipated question is asked “How to select the biometric feature?”
which might be well-thought-out as amongst the challenges on designing
biometric identification systems (Syazana et al., 2016). The answer relies
on the utilization of a system that might be anticipated, although, there is
completely distinctiveness or individuality approved entirely in biometric
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features, searching for the highest rate of differentiating the biometric
features for personal recognition. Though, as exhibited in the Figure
underneath, there exists a set of properties or features that might fulfill the
requirements of the designing system, like individuality or distinctiveness,
performance, universality, and user acceptance.

2.7. MAIN RESEARCH CHALLENGES IN THE
BIOMETRIC SYSTEMS

The main objective of biometric systems is to recognize the individuals
precisely, which means that a biometric system must decrease the rate of
error recognition. The best biometric system must have the lowest errors
recognition rate. Though, such metrics are utilized by the researchers for
measurement of error rate as FMR (False Match Rate), FNMR (False Non-
Match Rate), FPIR (False Positive Identification Rate), and FNIR (False
Negative Identification Rate) (Jaber & Younis, 2014).

For obtaining the optimum outcomes of the measurements above,
the biometric system must have a suitable: (a) Sensor, (b) Characteristic
representation scheme, and (¢) Resemblance matcher. Two conditions
should be fulfilled in order to minimize the recognition errors:

1. Intra-subject resemblance must increase. This is the resemblance
between distinct samples for the similar biometric feature attained
of the similar subject.

ii.  Inter-subject resemblance must decrease. This is the resemblance
between distinct samples of the biometric feature attained from
diverse subjects.

\ =
/

Figure 2.13. Biometric recognition system and its aims.

Source: https://www.elprocus.com/biometric-authentication-system-applications/
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Additionally, biometric features can be collected under four categories
of applications reliant on their usability and their rate of uniqueness and
permanence for an individual (Das et al., 2018):

1. In the enforcement of law and forensic applications, DNA and
palm print are mostly utilized.

ii. In security and commercial applications, the favored
characteristics to utilize are voice, signature, vascular patterns,
and hand geometry.

iii.  In recognition of an individual, ear gait, electrocardiogram,
keystroke dynamic, electroencephalogram signals are normally
used.

iv.  In the Management of security, fingerprint, face recognition, and
iris are usually used.

Due to the diverse nature of biometric applications, there isn’t any
biometric feature that is an optimum option to fulfill the key requirements
of all of the applications. The concept of fusion or amalgamation of two or
more two biometric features might score the anticipated level of performance
level. Normally such systems are known as multi-biometric systems (Joshi
etal., 2015).

2.8. DEVELOPMENT OF BIOMETRIC
IDENTIFICATION

This section provides the historical development of some significant features
like fingerprint, iris, face, palm print, and hand geometry.

2.8.1. Historical Advancement in Fingerprint

“Possibly the most attractive and distinctive of all apparent marks are the
tiny furrows with the prevailing ridges and the pores that are inclined in
the singularly intricate but even order on under surfaces of the feet and
hands.”—Sir Francis Galton (Kaur & Madaan, 2015).

Fundamentally, the arrangement of fingerprint pictures can be: Plain/
flat, Rolled/full, and Latent which are present but concealed, and might
develop to become evident in the future. Plain and rolled fingerprint images
can generally be obtained utilizing the live scan fingerprint sensor. The
fingerprint traits can be classified into three levels as (a) Traits capture tiny
details of fingerprint-like ridge flow, pattern type, singular point, and ridge
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frequency; (b) Traits refer to minutiae like ridge bifurcations and endings,
and (c) Traits takes the dimensional characteristics of the ridge and comprises
extended characteristics like deviation of ridge path, shape, width, incipient
ridge, creases, and some other everlasting details.

The methods utilized in the fingerprint are: (i) image correlation, (ii)
ridge traits matching, and (ii1) minutia matching. Minutia-centered matching
is the most commonly utilized technique in fingerprint due to two reasons: (i)
minutia has been considered successful for fingerprint contrast by forensic
inspectors for almost more than a hundred years, and (ii) storage effective to
signify minutiae (Bhattacharyya et al., 2009).

B.

Historic Advancement of Face Recognition “This
acknowledgment problem is made difficult by the unusual
instability in tilt and head pivot, angle and lighting intensity,
outward appearance and maturing.”—Woodrow Bledsoe.

The managing of matching of the face was done subsequently
reliant on 20 standardized separations obtained from facial
landmarks. In 1973 such kind of framework aimed to focus
on such kind of facial landmarks, which generally have been
exhibited the main mechanized face recognition framework.

Historical Advancement in the Iris Identification “For
enthusiasms behind rapid and reliable distinct ID, it is often
problematic to envision more qualified than the secured,
unvarying, internal organ of an eye, that is quickly unmistakable
distantly and that exposes uneven morphogenesis of the high
statistical intricacy.”—JohnDaugman.

The texture and color of an eye are used as an approach for
identifying individuals and suggested by Bertillon. Truthfully,
the iris is well-thought-out as amongst the best biometric features
for such kinds of security applications. Conversely, in the iris
identification system, a group of steps should be included as
normalization of the image, trait extraction, and the classifier
(Malik et al., 2014).

In the year 1936, it was suggested to use iris designs for human
recognition. The 1 patent for the iris identification system was
developed by (Ahmed et al., 2016). The patent comprises three
main stages and these are capturing of image, extraction of feature,
and matching. Whereas the main working iris identification
framework was made and applied in the year and developed: (a)
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a camera to take the image of the iris, (b) an Image processing
algorithm to process the image of an eye and develop the region
of'iris, and (c) The famous iris code representation to describe the
images of iris as the binary code.

United Arab Emirates border control system was well-thought-
out as the key substantial organizations of iris identification in
2001. In the year 2003, iris identification was used to streamline
immigration control for habitual travelers at Amsterdam airport.
Moreover, the iris recognition-centered immigration system
operating at key airports in the United Kingdom for around 10
years, before this system was withdrawn from service in the year
2013. Between Canada and United States, an iris-centered border
control system was utilized to quicken immigration endorsement
for pre-confirmed travelers. Similarly, iris recognition was
extensively used by the United States military to execute field
tasks in Iraq and Afghanistan (Roka et al., 2007).

D. Historical Advancementin Palmprint Identification: Palmprint
used for human recognition trails back to Chinese actions for
sale in the 16™ century. In 1684 offered dermatoglyphics, the
examination of epidermal ridges, and the arrangement of these
ridges on the surface of the palm. The key cautious capturing
of a finger, hand, and palm images for differentiating proof was
operated in the year 1858 discoursed the foundation of modern
fingerprint science, and presented creases and palmar ridges. He
recommended that the ridges on palms, fingers tips, and soles
are unique and continuous. Galton described the individualities
in ridges as the minutiae and familiarized numerous distinct
minutiae kinds. The first utilization of palmprints in the criminal
case happened in 1931 in the British court. The first programmed
palmprint recognition system became accessible in the early
1990s (Fenker et al., 2013).

2.8.2. Historical Advancement in Ear Identification

Appearance, morphology, and structure of the human ear have generally been
studied as the biometric feature, which provides various changes such as (a)
Stable structure despite aging, particularly after fourth age, (b) Disturbed by
variations in facial expression, and (c) capturing of image doesn’t include
apparent interaction with the sensor.
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The performance of human ear identification algorithms has usually been
verified in some of the standard ear sets of data, which outcomes in good
identification precision under governed conditions. In any circumstance,
the implementation of ear identification methods on the non-ideal image
obtained under numerous illumination and obstruction situations is still
to be set up. Several difficulties need to be defeated to make this possible
(Bhattacharyya et al., 2009).

2.8.3. Historical Advancement in Gait Identification

For human recognition at distance, particularly for clandestinely identifying
people inunrestricted conditions with a difficult subject. In this circumstance,
the subject of interest, might not be liaising with the biometric system. In
comparison to iris and fingerprint, gait should be observed in remain off
parting of a biometric system which might only occur with substantial effort
to be attained at a wide remain off parting (Bhattacharyya et al., 2009).

Consequently, gait-centered human identification has obtained some
interest for biometric identification at some distance (Kaur & Madaan,
2015). Gait is categorized as the locomotion pattern in a living being. Human
gait is how individuals walk. Whereas the proper meaning of gait relating
to the movement of humans, algorithms for gait identification include both
statistical and dynamic characteristics of the movement of the human body
(Bhattacharyya et al., 2009).

2.8.4. Historical Advancement in Hand Geometry Identification

This refers to the geometric structure of the human hand, which can
authenticate the individuals with the help of fingers width at several
locations, the thickness of palm, width of the palm, and length of the fingers
(Jain & Kumar, 2012).

The measurement of hand geometry is non-intrusive and the confirmation
comprises the basic making of extracted characteristics.

Since 1970, hand geometry-centered verification systems are available,
when the former studies on hand geometry biometrics are available as
patent or application-based illustrations. In these particular applications,
this system works as the verification approach. In addition to the shape of
hand variations with time or aging. Conversely, more current researches
discovered the utilization of hand geometry in combination with palm
print and fingerprint in multibiometric configuration for enhanced accuracy
(Bhattacharyya et al., 2009).
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2.8.5. Historical Advancement in Periocular Identification

The Periocular is a region near the eyes. It comprises eye and skin eyebrows.
As the biometric, this periocular region signifies the good trade-off amongst
the complete face region or utilizing only iris for identification (Ross et al.,
2006).

A specific image can usually be taken in the INR spectrum in order to
decrease illumination discrepancy compared to the visible spectrum. The
benefits of utilizing the periocular biometric feature are as:

1. In an iris, when the iris image isn’t clear, or there exists low
resolution, the nearby region might be utilized.

ii.  This periocular region can provide data regarding eye shape that
might be helpful as the delicate biometric.

iil.  When some parts of the face associated with the nose and mouth
are obstructed, the periocular region can be used to decide the
character.

2.9. DISCUSSION AND CLARIFICATION OF
UNSOLVED ISSUES

The biometric identification issues arise due to distinctiveness issues,
permanence issues, the absence of matching and extraction methods, and
also some application-specific issues. The biometric identification problems
can normally be split into two categories, problems that are fundamentally
associated with the design of the recognition system and the specific issues
which are associated with applications that utilize biometric identification.
In other words, there exist two major unsolved problems on biometric
identification (Mbunge & Rugube, 2018):

1. Methods to protect the biometric system from assaults and
provide assurances on the privacy of the user.

ii.  Methods to examine the suitability of biometric systems and
approximate the return to expenditure.

2.9.1. Distinctiveness

Determining the information level at which the uniqueness must be
measured, is reflected as the basic problem in approximating the biometric
feature individuality (Tatepamulwar & Pawar, 2014).



Biometric Detection Recognition Techniques 55

Distinctiveness can be defined centered on:

1. The biological feature (I(Y: B));

ii. The sensed images which are obtained from the subject (I(Y: M));
iii.  The trait extracted from these sensed samples (I(Y:X)).

Along these particular lines, it is hard to compute the peculiarity of
biological features, since one is dependent on these sensed samples which
are available for investigation, and comprise of different types of noises
assorted with the biometric feature information. Furthermore, the subject
identification will be completely reliant on the characteristics extracted from
these sensed images.

The absence of vigorous statistical models which depict the inter-and
intra- subject discrepancies precisely is regarded as the primary problem
in approximating the distinctiveness in biometric features centered on its
characteristics representation. In this manner, approaching the entropy
functions H(X), H(Y|X), or H(X|Y) turns into a hard job. The huge majority
of the struggles made so far to assess the distinctiveness of biometric features
requires simplifying expectations in order to keep the problem tractable
(Pankanti et al., 20006).

The capacity of a biometric system to achieve low rates of error can
be well-thought-out as evidence of the high individuality of underlying
biometric features. This is proven that H(Y [§) can be regarded as an upper
bound on the function H (Y | X), where H(Y [§) is the component of error
rates of the biometric system. The approximation of distinction reliant on an
observational system has some disadvantages, for instance:

1. As rates of error are dependent on a database, it isn’t easy to
induce them when the size of the population upsurges in large
numbers.

ii.  The resulting approximation is just the loose minimum on actual

distinctiveness (Jain et al., 2006).

2.9.2. Perseverance of Biometric Features

Biometric feature persistence is connected to growing old which is mentioned
to alteration in the biometric feature over the range of period, so it can
affect the accuracy of a biometric system. However, there are two types of
aging: template and trait aging. Trait aging refers to natural variation in the
feature itself over the lifespan of an individual and template aging refers
to variations in the biometric template of an individual after some time.
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Whereas template aging is unconditionally recognized with trait aging, the
characteristics extracted from the biometric feature can improve the impact
of feature aging in template aging (Zhang et al., 2019).

Despite the point that the deduction of biometric trait varies from person
to person, in this way, an analysis “is it possible to measure the variation level
which particular template or trait is needed to encounter over the lifetime of
a person?.” The answer must systematically build the system sometimes
and to confirm and revive the biometric template of the individual in order
to collect and calculate the age-associated variations(Jain & Kumar, 2010).

2.9.3. Unrestricted Biometric Sensing Environment

The acquiring of biometric features is a hard task in the majority of the
applications of individual identification. The sensing manner, acceptance
of user, rotations, and obstruction are crucial problems that the process of
acquisition face to get the subject image.

Table 2.1 gives a quick summary of the development of prevailing biometric
traits identification systems.

Biometric trait | By Year Description of Development
Fingerprint China AD 600 Fingerprint to close legal docu-
ments and contracts
16th Utilized for human recognition
Palmprint China follows back to Chinese activities
century
for sale
Palmprint Grew 1684 Presented the dermatoglyphics
The first efficient capture of a
Palmprint Herschel 1858 finger, palm, and hand image for
recognition purposes
. . Article on fingerprint printed in
Fingerprint Henry Faulds 1880 Nature
Fingerprint Juan Vocetich 1892 Ut]hzatl.o n of paper and ink for
fingerprint
. . . The first utilization of fingerprints
Fingerprint Argentina 1893 as the proof for forensic
Fingerprint Scotland Yard 1901 Tmp lémen.t ed Galton system of
classification
Face Soviet Union 1915 35 millimeter still camera
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Fingerprint recognition division of

Fingerprint FBL, USA 1924 Federal Bureau of Investigation
Palmprint British court 1931 The ﬁr.st stateq ut.1 lization of palm-
prints in the criminal case
The idea of utilizing iris identifica-
Iris Frank Burch 1936 tion patterns for human recogni-
tion
Fingerprint Mltchell Traur- 1963 The ﬁrst' paper in 'the automatic
ing fingerprint matching
Face :Zzodrow Bled- 1964 Automated face recognition
Fingerprint FBI 1970 Instigation of AFIS
Face Takeo Kanade 1973 Thesis of FAR
Iris Flom and Safir | 1985 First iris identification patent
Iris John Daugman | 1989 First iris camera
Face USA Surveillance camera
Fingerprint USA 1990 Capacitive and optical sensor
Palmprint NSTC Elrst automated palmprint recogni-
tion system
Iris John Daugman Iris identification patent
Face Kodak 1991 Digital camera
Face Turk & Pent- Eigen’s face
land
Iris Iris Scanner 1995 Commercial iris camera
system
Face Penev & Atick | 1996 Local feature examination
Face Wescott et al. 1997 Elastic Bunch Graph Matching
Fingerprint Thomson-CSF Swipe sensor
Face Sharp 2000 Camera phone 320 pixels
An established iris identifica-
Iris UAE 2001 tion system for control of border
00 crossing
Face Viola & Jones Face detector
Iris USA 2002 Utilization 9f iris identification in
field operation
. Amsterdam, Clearance of immigration in Schi-
Iris Netherlands 2003 phol airport
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Iris Security Metrics A pgﬂable iris identification

device
US Homeland 2004
. . omelan
Fingerprint Security DHS US-VISIT
Fingerprint TBS 2005 ;F(c))ruchless three-dimensional sen-
. Iris identification device on the
Iris Sarnoff
2006 move

Face Ahonen et al. Local binary pattern

Fingerprint US-VISIT 2007 Slap sensor for quick ten-print
capture

Fingerprint FBI 2008 NGI

It Indi Utilizing iris in the main database

s a for AADHAR 1D

Face Wright et al. 2009 Sparse illustration

Fingerprint INDIA India began giving 12-digit UID
number

Iris Mexico National ID including the iris trait

Face Microsoft 2010 RGB-D camera Microsoft Kinect

Kinect 480 pixels @30fps

Iris John Daugman Patent finished

Iris Indonesia 2011 National ID comprising the iris
feature

Face Samsung Galaxy nexus

Iris AOptix Smartphones devise and applica-

Iris DeltalD 2013 tion for iris identification

Face Google glass Wearable cameras

Face Jia et al. Deep network Caffe

Fingerprint Apple Pay 2014 2-factor verification

Fingerprint SAFRAN Touchless swipe sensor

Fingerprint Apple TouchID sensor

Face Google & Intel | 2015 Mobile phone REG-D camera

Face NYPD, USA Body camera utilized by NYPD
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3.1. INTRODUCTION

Citing security concerns, the attention has shifted to multi-biometrics. Soft
biometrics are ancillary data obtained from primary biometric (body and
face) characteristics like gender, facial measurements, ethnicity, height, and
color of skin (Dantcheva et al., 2010). They can be used to enhance the
overall system efficiency and speed of a primary biometric system (that is,
fuse face with marks) or to create human semantic analysis descriptions
of a person. While using ethnicity and gender (e.g., elderly African man
having blue eyes) in a fusion structure, this also limits the search to the
entire dataset. The chapter presents a comprehensive overview of soft
biometrics, concentrating on facial soft biometrics, and addresses a few of
the characteristics of suggested extraction and classification algorithms, as
well as their merits and drawbacks.

Security concerns become much more crucial and essential as our
modem lives are becoming more automated. “is this the authorized
individual to conduct such activity?,” and “will this individual belong to
this country?,” “Is this the correct individual to be able to use the system?”
all are queries we address in our everyday lives (Jaramillo & Zhang, 2013).
There are two techniques for responding to these queries: one depending on
“whatever you have” and referred to as knowledge factors, like ID cards,
and the other depending on “what you know” and referred to as (ownership
factors), like passwords (see Figure 3.1). These techniques, though, can
be duplicated, stolen, or taken, necessitating the use of multiple IDs and a
large number of passwords. As previously documented, breaches of card-
based and password-based security policies cost governments, banks, and
telecommunication firms millions of dollars each year (Noor et al., 2009).
Biometrics is an open field for resolving the person identification problem.

Figure 3.1. Sets of information.

Source: https://www.intechopen.com/chapters/60675.
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Biometrics depend on what is known as inherence factors to distinguish
between legal and unlawful individuals (Clarke, 1994). The below are some
of the benefits of biometric features (Koppen et al., 2006):

. They are one-of-a-kind for each person.

. They can’t be readily observed, forgotten, borrowed, stolen, or
shared; They always vary and are always available.

. They are always available and changing.

. They are difficult to convey to another person.

It’s nearly difficult to deceive a biometric-based surveillance system.
The term biometric is a combination of the Greek words bios, which means
life, and metron, which means measurement. Biometrics is a research area
that concentrates on analyzing and measuring an individual’s specific traits
to recognize or confirm a person’s identification, and it is an important daily
duty for a privacy system to ensure that services are only accessible by
authorized users (Abdelwhab & Viriri, 2018).

[ 1.soft
H Age
L Gender | Physical | | Behavioral| | Biological |
H Ethnicity Head Signature t DNA
H Height Face Voice Saliva
Facial Iris Gait
Measurements
Hand Keystroke
Fingerprint
hand geometry

Figure 3.2. Types of biometrics.

Source. https://www.bookdepository.com/Machine-Learning-Biometrics-Juche
ng-Yang/9781789235906.

It is separated into three categories: soft, traditional, and primary
biometrics, as illustrated: As seen in Figure 3.2, traditional biometrics
cope with biological, physical, and behavioral traits such as fingerprints,
facial features, signature, eye, voice, gait, and DNA. Soft biometrics are
associated with ancillary traits such as height, skin color, ethnicity, scars,
and gender that provide little data but are insufficient to recognize a person
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(Jain & Verma, 2012). To be identified as a biometric trait, physiological and
behavioral human aspects must meet the following criteria (Nandakumar &
Jain, 2015):

1)  Acceptable: readily available as necessary.

2)  The trait is universal: it exists in everyone.

3)  Distinctive: can be used to distinguish between individuals.

4)  Resistance to circumvention: cheating is difficult.

5)  Collectible: the attribute is simple to gather and quantify.

6)  They are permanent: they do not alter over time.

Moreover, no single biometric characteristic currently exists that satisfies
all of the aforementioned characteristics, so no current biometric system can
offer additional accurate foolproof identification. As a consequence, there is
indeed a disparity for enhancing the identification quality and precision of
primary biometrics utilizing soft biometrics (Chiu et al., 2018). This chapter
is organized into the following sections: Section 3.2 discusses the advantages
of soft biometrics, the limitations of unimodal biometric systems and also
how multimodal biometric systems resolve these limitations, the importance
of biometric fusion for overall effectiveness and measurement. Section 3.3
presents a comprehensive assessment of relevant publications, whereas
Section 3.4 focuses on biometrics and Section 3.5 concludes the study.

3.2. SOFT BIOMETRICS

Soft biometrics offer further data that are not unique and persistent, therefore
they cannot be used to reliably identify people. Yet, such ancillary data can
be applied as a supplement to primary biometric characteristics (iris, facial,
etc.), and all these aspects can be classified as physicality (e.g., ethnicity,
skin color, gender), accessories (e.g., cap, eyeglasses) or clothing (e.g.,
garment color) (Park et al., 2010).

3.2.1. Advantages of soft biometrics

. it can be utilized to enhance a primary biometric system’s
identification speed and accuracy (Dantcheva et al., 2015).

. Can be employed when collecting a major biometric feature is
difficult, the gathered data is unclear owing to sensor inaccuracy,
or information is recorded from a distance without any user
participation.
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Acceptable: data collection for identification does not necessitate
collaboration among the sensor and the person, and it is easily
accessible.

Soft facial biometrics are cheap to calculate because they may be
collected at a very similar time as primary face biometrics.

Registering a person requires no collaboration and can be done at
a distance; even system training can be done online.

Because they contain a semantic meaning and may be
comprehended by the human being as just a short and old African
male, soft biometrics overcome the barrier between humans and
machines.

Since soft biometrics offer ancillary features and are not entirely
distinct from short and old males, so they do not raise privacy
concerns about storing and maintaining data.

Indexing and filtering a vast database to reduce the number of data
searches based on associated human attributes, such as feminine
gender (Dantcheva et al., 2105).

3.2.2. System of Biometric

This is a vital pattern identification system that utilizes human attributes
to recognize the person separated into the unimodal system while utilizing
only one character and multi-biometric system so if utilizing multiple
characteristics (Zewail et al., 2004). When trying to establish a credible
biometric system, there are a few issues which require to be balanced and
analyzed as required (Jain et al., 2004):

No harm to users, according to a study firm that implanted a SIM
card there beneath the skin for verification.

Performance, defined as the maximum identification rate and
system performance while tolerating the system’s time invariance,
external influences, and stability.

Acceptability: Are individuals willing to put your biometric
attribute to use?

Circumvention refers to how readily your system can be bypassed
or prevented through the use of deceptive approaches.

Simple to use and accessible.

Since the collaboration with the consumer is required to gather the
information, Unimodal systems suffering from a shortage of data due to the
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sensor or an individual, which can result in a poor identification rate, large
failures to register rate, and a lack of people coverage area. So getting very
high identification rates with a unimodal system is almost impossible; to
boost the identification rate, we have to collect greater than one feature from
the same sensor or several sensors, however as the identification rate rises,
so do the complication and processing time (Zewail et al., 2004).

A few of the issues connected with unimodal biometric systems can
be addressed by using multi-biometric systems that incorporate data from
various sources (Khalifa & BenAmara, 2012). Yet, due to the requirement
for further processing needs, higher-quality sensors, and enormous storage
space, such a system has two key restrictions: firstly, the total cost of
construction can be prohibitive. Secondly, the system demands more time for
validation, which causes consumers to be inconvenienced. Soft biometrics,
on the other hand, is a cost-cutting option that uses an identical sensor
(Nandakumar & Jain, 2015). As indicated in Figure 3.3, the key stages for
a biometric system include the following (Frischholz & Dieckmann, 2000):

. Registration is the first phase, in which the sensor collects the
person’s biometric features and saves them to the database as a
blueprint for verification and eventual identification. The next
stages require valid biometric registration.

. Using preprocessing techniques such as equalization of the
histogram and cutting the region of concern to cope with
luminance, enhance the saved data to achieve a high identification
rate.

. Ability to extract attributes vector from the people for identification
and matching this with the recorded template data.

. Template dataset: registering data entails putting biometric
information in a set of data as a template that can be compared to.

. Classification and matching: biometric attribute data is compared
to the dataset’s template data. The comparable resemblance score
or the cutoff value might be used to reject or approve a decision
(Velardo & Dugelay, 2011).

The biometric system has two modes of operation: verification and
identification modes. The verification method compares the individual to
his template collected in the set of data, whereas the identification method
compares the individual to all of the templates collected in the set of data
(Tiwari et al., 2012).
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Figure 3.3. Identification and Enrollment schematic for biometric systems.

Source: https://www.researchgate.net/publication/327293497 A Survey on_
Soft_Biometrics_for Human_Identification.

3.2.3. Biometric fusion

We surmount the unimodal constraint by trying to minimize one or more
of the acceptance and rejection error rates, as biometric data be affected
by climatic conditions and may change with time, so by combining more
than one characteristic or the same characteristic from more than one origin
depending on the system criteria, as illustrated in Figure 3.4 (Algarni et
al., 2020). Furthermore, there is no single best biometrics because different
applications necessitate different policies, like border control, national
identity cards, and distance learning, all of which necessitate enrollment
failure rate and a low false accept rate. Fusion, on the other hand, is
critical for increasing recognizing rates and can be done at various stages —
classification stage, sensor, feature extraction, decision.
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Figure 3.4. Performance analysis.

Source:  https://www.researchgate.net/publication/327293497 A Survey on_
Soft Biometrics _for Human_Identification.

As exhibited in Figure 3.5, Paliwal et al. (2002) classify fusion into two
groups: pre-matching and post-matching.

. Pre-classification fusion (Ross & Poh, 2009): integration can be
performed in two ways before the classification level:

1. Feature-level fusion: in feature fusion, we have a variety of data
by combining different characteristics derived from captured
pictures into a single set of features. As a result, feature sets
must be transformed, fine-tuned, compressed, and normalized.
In practice, feature-level fusion is difficult to obtain since
concatenating different characteristics can cause dimensionality
issues.

2. Sensor level: integrating raw information is difficult as it contains
many non-important characteristics in addition to the area of
interest, and data obtained from detectors can be noisy due to non-
uniform luminous. Raw data collected employing various sensors
or various snapshots of a biometric achieved utilizing a single
sensor are referred to as sensor fusion. Face photos gathered from
a variety of sources with varying resolutions may not be able to
be combined (Batool & Chellappa, 2015).

. Post-classification fusion (Ho et al., 1994): there are three types
of post-classification integration:
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At the score level, scores are combined to create a single score
value, which is then used to make decisions based on the baseline
value. Because there is a spectrum that can be configured to
increase and reduce false rejected and acceptance rates, the
threshold makes the process more accurate than correct and
incorrect. A lower limit, on the other hand, reduces the rate of
inaccurately rejected applications while increasing the rate of
inaccurately accepted applications (Lam & Suen, 1997).

Biometric Fusion \

[ 1
Before Matching After Matching |

_]_J

[ 1

Sensor Feature e D i
Gatfi ynamic
Level Level J Llah!‘."“'r Classifier
on " Selection '
| | |

Match Score Rank Decision
Level Level

Figure 3.5. Levels of fusion.

Source: https://www.intechopen.com/chapters/60675.

2.

At the rank level: the score values are organized in going down
the order, indicating the potential of placing the most desired
classes at the highest point of the list and the least desired classes
at the bottom (Achermann & Bunke, 1996).

The decision level is entirely based on the score level’s result
value, and a final choice is made as to whether the identified
person is a fraud to deny or an extraordinary to admit. Each
classifier presents a difficult choice. The following options can
be used to integrate the choices:

Logic operator (and, or):
The and-operator ensures that all classifiers produce identical
results, whether rejecting or accepting, which is beneficial when

lower false acceptance is needed. When a lower false rejection is
needed, the or operator comes in handy.
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Fuzzy logic (Zadeh, 1996):
Rather than rejection and acceptance, we have a truth-value that
is somewhere in the middle.

Majority voting:
When a large proportion of the classifiers agree on a judgment,

it is called a decision. To make sure that a judgment is made, we
need more classifiers than there are classes.

3.2.4. Performance Analysis

A biometric system must be assessed and verified; while some assessment
concepts include false acceptance rate, false rejection, and equal (Siff, 2017):

FAR refers to the number of people who do not have authorization
but are falsely accepted by the system as authorized individuals.

FTE — Failure to enroll: refers to the percentage of people who
are unable to register in the structure.

EER stands for equitable rate false reject and false accept, and the
higher the EER, the more precise the process. The FRR stands
for the percentage of users who are allowed but are incorrectly
rebuffed by the process.

FTC — Failure to capture: the biometric characteristics were
displayed correctly, but the framework was unable to detect them
correctly.

FRR: the authorized person’s number was incorrectly rejected by
the structure.

FRR = (number of false rejected/NAA) x 100% (1)

F AR = (number of false accepted/NIA) x 100% (2)

The terms NIA and NAA refer to the number of impostor attempts and
authorized attempts, respectively. Some variables can affect the performance
measurements, recognition rate, and accuracy of a biometric system (Siff, 2017):

User wishes and willingness: because users are not required to
interact with the system regularly, the system becomes infected,
and accuracy suffers.

Patients who have had plastic surgery or who do not have a hand
cannot use a fingerprint.
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Low accuracy is caused by environmental variables such as rain

humidity, steam, and high temperature. As you get older and
perform better, your features alter.

Because the above variables influence all evaluation rates, any biometric
system must measure error variables and tune and normalize them according
to structure nature and prerequisites (Shen & Tan, 1999).

3.3. SOFT BIOMETRICS CURRENT TRENDS

In 1896, Alphonse Bertillon was the first to propose an anthropometric,
morphological, and biometric personal identification system depending
on hair, eye, and skin color. Facial recognition is less distinctive and more
appropriate than iris recognition, but it is even now client-friendly, and
individuals are more inclined to use it than other methods. The soft biometric
system is categorized into three parts (Tome et al., 2014):

Head attributes are where the investigation is currently focused
due to the wealth of information available in this body part, such
as hair and skin color and facial measurements.

A person’s weight and height are described as fat or tall using
body characteristics.

For a set of data indexing, global characteristics such as sex and
ethnicity are used, which are fixed for the rest of one’s life.

As illustrated in Table 3.1, soft biometric characteristics can
also be classified based on their distinctiveness and permanence.
Because ethnicity and gender do not change with time, the
constancy of an attribute demonstrates its strength over time. The
capacity of a characteristic to distinguish between individuals is
referred to as distinctiveness (Achermann & Bunke, 1996).

Table 3.1. Soft biometric Traits of the Face

Soft biometric traits Face | Permanence Distinctiveness
Facial measurements Face | High Medium
Gender Face | High Low

Skin color Face | Medium Low

Eye color Face | Medium Medium

Tatoo Face | High High
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Age Face | Low Medium

Mustache Face | Low Low

The soft biometric characteristics of the head are the subject of this paper.
Faces can conveniently identify human beings since they do not alter over
time or in a wide range of ways. Facial features provide different information
when clipped, resized, and shown from different sides, according to Lin
(Almudhahka et al., 2017).

The related works section displays some of the significant works from
2000 to 2017 in chronological order.

The fathers of soft biometrics, Jain et al. (2004), presented it as ancillary
data, but they are unable to individually verify the person due to a lack
of permanence and distinctiveness. To strengthen the primary fingerprint
system, they suggest using demographic data like height, gender, and
ethnicity as soft biometrics. Findings demonstrate that utilizing soft
biometrics improved fingerprint identification performance by 5%.

The experimental finding of Almudhahka et al. (2017) demonstrates
that soft biometrics can be utilized as secondary data to enhance primary
biometrics and can be obtained from a distance; fusion is performed at the
scoring stage. Three feature extraction techniques are used by Park and Jain
et al. (2010):

. Extraction of facial characteristics such as the eyes and nose
using an active appearance method;

. Morphological operators;
. Morphological operators.

The system is evaluated using two sets of data. They found that using
soft biometrics such as facial marks, gender, and ethnicity to improve
recognition rates. When facial images are partially damaged, soft biometric
characteristics can be regarded as a substitute. Because a person’s ethnicity
and gender do not change with time, they can be utilized to cleanse the
dataset and narrow the search list. Even so, as quality improved, so did
complexity, and facial mark removal is dependent on picture resolution and
the regulated atmosphere required (Tome et al., 2014).

3.4. FUTURE WORK AND CHALLENGES

Multi-biometric methods collect various characteristics from various sensors
to surmount the constraints of uni-modal biometric. Even so, lengthening
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the processing time and raising the number of verification steps, like a
system will reduce performance, causing problems for users. As a result,
we fuse primary and soft biometrics to enhance the overall efficiency of
the primary biometric system to create a credible and customer-friendly
biometric system (Zhang et al., 2019).

Soft biometrics are non-intrusive and computationally efficient, allowing
for quick, pose-invariant, and enrolment-free biometric analysis. Even so,
since soft biometric traits alter over time and lack uniqueness, biometric
systems depending on them alone cannot give precise recognition, so there
are still many obstacles in this zone. Fuzzy logic can help with variable
adjustments, such as decision thresholds and fusion rules because otherwise,
the error rate will rise.

Because soft biometrics are delicate to lighting, pose variations, and
expression variations, we can use profound learning for attribute pre-
processing and extraction. New soft biometric characteristics, such as
face distance measurement and the ratio of head to body size, can also be
presented (Denman et al., 2009).

We discovered that there is no single best biometric technique for user
identification after conducting a comprehensive survey on soft biometrics.
For instance, in protection, a zero false acceptance rate is required, and the
false rejection rate must be reduced; however, in civilian applications, the
opposite is required, so any biometric system must strike an equilibrium
between complexity and authentication reliability. As a consequence,
conventional biometrics have a low recognition rate since they require the
client’s coordination, operate in a regulated environment, and pose a privacy
risk. The approach is to use multi-biometrics, but the structure still suffers
from high computation costs and lengthy processing steps. A further option
is to utilize soft biometrics to expand the demographic coverage while
lowering the platform’s complexity and cost (Denman et al., 2015).
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4.1. INTRODUCTION

Our eyes are special, similar to the other parts of our body, and can be
employed for biometric purposes. In our eyes, two basic elements have
great biometric entropy. The eye’s iris is the first, and the second is the
eye’s retina, both of which are not visible to the human eye. On these two
biometric traits, the industry of biometric recognition is based (Pan & Xie,
2005). In 1994, the first blatant automatic iris recognition was issued.

The retina and iris, as internal components of the eye, are extremely
resistant to harm. Although the iris color and shape are innately dependent,
each person’s retina and iris patterns are unique to them (this also put on to
monozygotic twins) (Mallat, 1989):

a) The cornea is the clear covering that covers the front of the eye. It
is a translucent connective tissue that permits light to enter the eye
in conjunction with the lens. Its poor curvature causes astigmatism.

b) With intraocular fluid, the front chamber is filled that is replenished
regularly.

c) The iris is a circularly structured musculature that enlarges/narrows
the pupil and shapes an annulus.

d) The pupil is a small aperture in the middle of the iris that controls
how much light enters the eye.

e) On the ciliary body, the lens is suspended and can bend, causing
the refractive index to change. The eye will be unable to accommo-
date if the lens loses this ability (focus).

f) The sclera is a transparent white film that covers the entire eyeball
and penetrates through the cornea in the front.

g) The inside of the mesh is filled with vitreous fluid.

h) The retina is the inner layer of the eye that contains light-sensitive
cells. It displays the image in the same way as a camera does.

1) A vast number of nerve fibers go in the central nervous system

through the optic nerve (CNS) (Mallat, 1989).

Biometrics and ophthalmology are the two scientific fields that cope
with eye features. Ophthalmology is a branch of medicine that studies and
treats the eye’s health and its surrounding areas. Iridology is mentioned to
be thorough.
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The special characteristics of the eye do not change with time, and they
are so distinct that in the field of biometrics, it is possible to unambiguously
identify two distinct individuals away from each other to validate that
person’s identity.

4.2. RECOGNITION THROUGH IRIS

At a glimpse, the colored region of the eye is the iris that we can perceive
in other individuals. The amount of light that goes in the eye is regulated
through the iris, similar to how a camera aperture regulates the amount of
light passing through the lens. The pupil is the black hole in the middle
of the iris. Fine muscles that inflate or narrow the iris are related to the
iris. Each person’s iris is unique in color, texture, and pattern, similar to
how fingerprints are unique. The chances of finding two identical irises, on
the other hand, are substantially lower than with fingerprints (Drahansky &
Yang, 2018). The clamping muscle runs sideways the iris’s edge and pushes
the eye inwards into a brighter light. When the light is dim, the stretching
muscle transits transversely, like stretching the iris with a bicycle string. The
iris is a flat membrane that separates the front and back regions of the eye.
The structure of the human eye and the locations of its portions are depicted
in Figure 4.1. Melanin, a pigment, is responsible for the iris’ color. It is
situated between the sclera and the pupil of the eye. The iris is around 11
mm in diameter. Its visual texture appears in the 3" month of pregnancy and
develops over two years (Kronfeld, 1962). The underlying structure of the
iris does not change during life, and the iris is unique even in twins. Figure
4.2 depicts the structure of the iris.
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Figure 4.1. Anatomy of the human eye.

Source: https://www.allaboutvision.com/resources/anatomy.htm.
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The iris’ surface is highly intricate. John Daugman defined the 250
characteristics of the iris. The following are very significant for identification
(Kronfeld, 1962):

a)

b)

¢)

Crypts: These are the thinnest parts of the iris, with decay in front
and stroma making its distinctive drawing.

Radial furrows: Through the pupil to the collar, a chain of
extremely fine razor-shaped nibs.

Pigment spots: Pigment clusters appear at random on the iris’
surface.

4.2.1. Influence of Light on Iris Acquisition

In the spectrum of visible light, the light we see is an electromagnetic wave.
The wavelength of each of these waves is different. Colors are seen as
diverse wavelengths of the visible spectrum, nevertheless, the eye is also
sensitive to further wavelengths (Roberts, 2005):

a)

b)
¢)

d)

100-315 nm: Most of the substance is absorbed in the cornea,
with the remainder disseminated in ventricular water.

315-400 nm: captivated in the lens.

400-1400 nm: On the retina, the light goes through the lens. The
eye reacts in 0.25 seconds to visible light in the 400-700 nm
range.

Moreover, 1400 nm: absorbs the cornea, producing severe tearing
and raising the body’s warmth.



Eye Recognition Technique and its Characteristics 89

The visible layers, particularly on the iris, can be seen in visible light.
Because melanin absorbs visible light, it shows less textural information
than IR (infrared light).

Infrared (IR) light melanin, on the other hand, is more user-friendly and
is favored for iris detection since it does not irritate or create the negative
feelings associated with eye lighting.

For iris recognition, there are four simple schemes:

a) Gabor demodulation: Each iris design is demodulated to acquire
phase information for feature extraction (Daugman, 2009).

b) Wavelet features: Using the wavelet transform, extract the vector
of features (Lim et al., 2001).

c)  Analysis of independent components: As a vector of features,
independent component analysis factors are employed (Jun et al.,
2010).

d)  Local keys variation: Wavelet transformation extracts features
from a series of concentrations of one-dimensional signals to
represent relevant information (Ma et al., 2004).

4.2.2. Gabor’s Demodulation

The first stage of Daugman’s algorithm or Gabor’s demodulation is locating
the iris in the captured image. The iris should be perused accurately for
phase diagrams to be created, containing information around the orientation,
position, and several unique identification markers. Afterward, the template
has been extracted, the database is searched for it. Figure 4.3 depicts
Daugman’s algorithm.

Template

Iris localization Features
Eye image and extraction /
unwrapping coding

! Unwrapping

Figure 4.3. The identification process of Daugman’s algorithm.

Accept | Reject

Source: https://www.intechopen.com/chapters/60581
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In the image of the eye, and iris (curve boundary) is first positioned.
With the subsequent operative, the iris may be found.

d Igx,

max G ¢

(LR dar .

fo) ds
(1

G (r) is the Gaussian smoothing function, o, /(x,y) is the raw input
picture, and the operative looks for the maximum in the blurred partial
derivative of the image respecting the radius r and the center coordinates Koo
,)- The operator is a circular edge detector, and it returns the highest value if
the candidate circle has the same pupil center and radius as the pupil. Figure
4.4 depicts examples of localized irises (Norn, 1985).

Locating the lid is the succeeding step. The approach used to identify the
upper and lower eyelids is the same as that used to determine the position
of the iris. The component of the preceding formula (Eq. (1)) used to detect
the contour is exchanged by a circular arc, with the parameters optimized
to match each eyelid boundary using normal statistical estimate methods.
Figure 4.5 depicts an example of confined lids (Brown & Wald, 1964).

Figure 4.4. Examples of localized irises.

Source: https.//scialert.net/fulltext/? doi=itj.2008.924.929

Figure 4.5. Examples of localized lids.

Source: https://www.intechopen.com/books/6563

4.2.3. Daugman’s Gross Alignment Model

Every point inside the iris to polar coordinates(r,0) via Daugman’s gross
alignment model, where 7 is from the interval (0, 1) and 0 is the angle from
the interval (0, 2x). The model pays for pupil dilation and expansion caused
by the size and translation invariance of the polar coordinate system. The
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model, however, does not account aimed at rotational variation, which is
remedied by rotating the iris pattern in the path of the during the contrast
stage till both templates are identical. Figure 4.6 depicts the introduction to
the coordinate system (Hangai et al., 2006).

'—>; ]

The centers of irls and pupil are coincidental

The conters of iris and pupil are not coincidental

Figure 4.6. Implementation of Daugman’s algorithm coordinate system.

Source: https.://www.intechopen.com/chapters/60581.
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Figure 4.7. Illustration of the encoding process.

Source: https://www.researchgate.net/figure/An-illustration-of-the-feature-en-
coding-process_fig4 266160074.
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4.2.4. Iris Features Encoding

The iris code is 2048 bits long (256 bytes). The input image is 64 x 256
bytes in size, the iris code is 8 x 32 bytes in size, and the Gabor filter is 8 X
8 bytes (Figure 4.7). Figure 4.8 shows an example of the iris code.

Figure 4.8. Example of an iris code.

Source:  https://www.researchgate.net/figure/Example-of-an-iris-image-seg-
mented-using-Daugmans-algorithm-with-the-IrisCode-bit_figl 244403267.

4.2.5. Comparison of Iris Codes

The Hamming distance among the two 256 housing codes is used to make
the comparison. The total of exclusive totals among bits is employed to
compute the Hamming distance of two iris codes, A and B.
HD = L3 A®B
VOO @
where N = 2048 (8 x 256), except the iris is sheltered through the lid.
Then, just effective areas are employed to compute the Hamming distance.

When both samples come from a similar iris, the Hamming distance is
zero or near zero. One design is shifted to the left/right to ensure rotational
consistency, and the equivalent Hamming distance is always planned. The
comparison score is then calculated using the Hamming distance’s lowest
value. Figure 4.9 shows an example of how to liken iris codes employing
shifts (Staneti¢ et al., 2016).
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Template 1 | 10 00 11 00 10 01 ‘ ——
- HD = 0,83
Template 2 ‘ 00 11 00 10 01 10 ‘ E

«——— Shift 2 bits to the right
Template 1 ‘ 00 11 00 10 01 10 ‘
HD=0,00
Template 2 [ 00 11 00 10 01 10 ‘
——— Shift 2 bits to the left
Template 1 ‘ 01 10 00 11 00 10 ‘ —
HD=10,33

Template 2 | 00 11 00 10 01 10 |

Figure 4.9. Example of the comparison of iris codes using shifts.

Source: https://www.intechopen.com/books/6563.

4.2.6. The Disadvantages and Advantages of the Iris for Biom-
etric Identification

For biometric identification systems, there are few advantages of employing
an iris that is given below (Scanlon et al., 2009):

a)  During an individual’s life, the iris is constant.

b)  Snapshots are user-friendly and noninvasive.

c¢)  The template is tiny in size.

d)  The iris is a reasonably well-protected internal organ from
external effects.

e) The iris contains far more biometric entropy data than fingerprints.

The following are some of the drawbacks of utilizing the iris for
identification (Timberlake & Kennedy, 2005):

a)  The absence of a method to protect against iris spoofing or contact
lens spoofing.

b)  The obstruction could also be a result of consumers’ fears that the
scanner will harm their eyes.
The limits of iris recognition are summarized in the following list. In
some ways, these could be counted among the drawbacks (Simon, 1935).
a)  The attainment of an iris image necessitates user participation;
the user must be in front of the camera at a predetermined
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position and distance. Although certain technologies allow for
semi-automated to instinctive scanning, the rate of error of these
systems is motionless very significant.

b)  For high-performance systems, their cost is relatively high.

c) Iris images may be of poor quality, leading to verification,
registration, or identification mistakes.

d)  The iris might alter over time, especially if you are suffering
from a variety of ailments. Cataract surgery and disorders like
nystagmus or aniridia can cause the iris to change. Due to the
clouding of the eyes, the iris may not be visible at all for certain
blind persons.

e) Individual sections of the iris are linked to several interior tissues
of the human body, posing the risk of misinterpreting the scanned
design to evaluate a person’s health. Iridology is a branch of
alternative medicine (Ma et al., 2004).

4.3. RECOGNITION BY RETINA

Added option provided through the eye is retinal recognition. Obtaining a
great-quality eye image is maybe the most difficult component of the entire
retinal identification technique. The concepts of medical instruments for the
inspection of an eye can be found here. It is also vital to comprehend the
retina’s role in human visualization and its position and the materials limited
within to perform biometric identification (Durlu, 2021).

4.3.1. Anatomy of the Retina

The retina is taken as a portion of the CNS (central nervous system). This
is the lone noninvasively visual component of the CNS. With a thickness of
0.2-0.4 mm, it is a light-sensitive layer of cells positioned near the rear of
the eye. It detects light rays that enter the eye over an eye lens and the pupil
that rotates and reverses the image. The retina is a complicated structure
of multiple layers of neurons connected through synapses (Figure 4.10).
Photoreceptors are the only neurons that respond to light directly. Cones
and rods are the two basic forms of these. The retina comprises 72% of
the internal eye in humans (Elliott et al., 2004). There are around 7 million
cones and 75—-150 million rods on the retina’s total surface. The eye would
be compared to a 157 MP camera in this case. Rods are utilized to sense light
and provide black and white vision in response to the impact of one to two
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photons. Cones are employed to sense colors and classified into three kinds
based on the base color they are delicate to (green, red, or blue). However,
they are less subtle to light intensity. In these cells, a process known as
transduction occurs, in which a series of electrical and chemical events are
converted into electrical impulses. These are subsequently sent to the CNS
via the optic nerve (Saraereh et al., 2020).

On the retina of an eye, we may see the two most distinct points. It’s a
macula and a blind spot. The optic nerve enters the eye at a location called
a blind spot, which is around three mm? in size and devoid of any receptors.

Epithelial
cells

Figure 4.10. Structure of the retina.

Source: https://www.pinterest.com/pin/306737424614797595/.

As a result, if the image goes down into the blind spot, it will be hidden
from view. In order to fill this space, the brain frequently “guesses” how the
image should appear. Figure 4.11 illustrates how to check for the presence
of a blind spot. When we look at the cross with our left eye closed, the black
circle fades away at a specific distance from the image. This is the precise
point at which the image settles on a blind area (Roberts, 2005).

In contrast, the macula is the clearest visual area, with a diameter of
around 5 mm and a predominance of cones. This part contains the highest
number of light-sensitive cells, decreasing as you get closer to the margins.
The fovea, which describes visual acuity and receptor concentration,
is located in the macula’s center. This area reflects our point of view.
Surprisingly, the macula (yellow spot) is slightly redder than the nearby area
rather than yellow. On the other hand, this trait was conferred by the fact that
yellow arises after a person’s death (Vander et al., 2001).

The choroid, which is a layer that lies among the sclera and the retina,
feeds the retina. It has blood vessels and a pigment that absorbs light. The
retina is intricately intertwined with healthy arteries and nerves, as shown
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in Figure 4.12. It depicts a brain-like apparatus in which the structure and
venous tangle stay constant through life. The retina receives blood from two
key sources: the retinal vessels and the artery. The blood artery that supplies
the retina’s outer layer of photoreceptors receives more blood flow. The
retinal artery, which predominantly feeds the interior of the retina, provides
another blood supply. There are normally four primary branches of this
artery (Saraereh et al., 2020).

External impacts are highly protected from the retina, which is positioned
inside the eye. The vessel pattern does not vary during life, making it ideal
for biometric reasons.

Figure 4.11. Blindspot testing.

Source: https.://visionaryeyecare.wordpress.com/2008/08/04/eye-test-find-your-
blind-spot-in-each-eye/.

Macula
(yellow spot)

Figure 4.12. The fundus camera took a snapshot of the retina.

Source: https://link.springer.com/chapter/10.1007/978—3-030-27731—4 _11.

The retina acquires a camera-like image. In the same way that film
appears in the lens’s focus on the retina, the beam traveling over the pupil
looks in the lens’s focus on the retina. In medical practice, specialized optical
equipment is utilized to examine the retina visually (Mele & Federici, 2012).
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4.3.2. Eye Diseases

The iris is not particularly exciting in ophthalmology, when we ignore the
thrilling and extremely occasional cases of a disease, pigment changes
frequently happen, which are not the outcome of a disease and have no
impact on human health. In ophthalmology, the core focus is inspecting the
eye’s retina while also considering the eye’s overall health. There are several
disorders and damage to the retina that medical specialists are interested in,
nevertheless, they are all covered in an encyclopedia of ophthalmology along
with several pages (Doherty et al., 2010). Diabetes and age-related macular
deterioration (ARMD) make up the majority of the cases. Hemorrhages or
druses can occasionally form in the retina; nevertheless, as previously stated,
potential injury or retinal disease should be addressed by ophthalmologists.
We process video or photo sequences to look for diseased signs in the
meantime our research group works with medical experts. At the moment,
we are concentrating on delimiting and detecting hemorrhages and exudates
in images and automatically detecting the blind spot and macula. These are
the landmarks that we use to pinpoint the site of abnormal findings. The
fovea centralis, which is where the sharpest vision is found, is the worst
section. When this area is destroyed, it has a major influence on our vision.
Figure 4.13 illustrates one method of detecting abnormal symptoms. In the
retina, by monitoring the eminence of blood flow, we can also deal with
coworkers. Because the input data is so diverse, there is still much work
to be done in the entire area of medical video and imaging processing. The
finest diagnostic tool, for the time being, is a medical practitioner (Hornof
et al., 2003).

Sickness can affect any portion of the human body, whether it is treatable
or not. An inveterate condition will be defined as an impairment that cannot
be medically or else removed deprived of erasing biometric data (for
example, elimination). The curable condition is easily treatable and has few
side effects. Both of these disorders can cause damage to the retina. These
illnesses can have a big impact on how long it takes to recognize someone. If
a disease alters the retina’s structure, the pattern may be evaluated incorrectly
or completely rejected (Dobes et al., 2004).

4.3.2.1. Macular Degeneration

Macular degeneration, also known as age-related macular degeneration,
is a disease that affects 90% of people as they get older (ARMD). In the
remaining 3%, macular degeneration manifests itself in the type of Best’s
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macular deterioration or Stargardt’s disease in children or teenagers. These
disorders are passed on via the generations (Trokielewicz et al., 2014).

The region of the retina that makes the middle of the field of vision is
desecrated in macular degeneration (Figure 4.14). Thus, there is a significant
disturbance in the center field of vision. The patient notices a grey shadow in
the center that descends to a black spot. The macula’s peripheral visualization
is unaffected.

Figure 4.13. Highlighted hemorrhage (right), detection of suspected areas (cen-
ter), and Hemorrhage (left).

Source: https://www.intechopen.com/chapters/60581.

Figure 4.14. Macular degeneration.

Source: https://en.wikipedia.org/wiki/Macular _degeneration.

There are two types of macular degeneration: dry (atrophic) and wet
(proliferative) (exudative). A fuzzy grey or black patch in the center of the
field of vision is one of the most typical symptoms. Deformed straight lines,
fuzzy letters, or unsuitable shapes of various items are visible to the affected
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person. It also appears to be affecting color vision, which has diminished.
One or both eyes’ side vision stays sharp (Staneti¢ et al., 2016).

4.3.2.2. Diabetic Retinopathy

Diabetic retinopathy (DR) is a retinal stirring condition. It develops as a result
of diabetes mellitus overall blood vessel damage. Diabetes misdiagnosed
causes small catheters in the eyes to clog, producing blood flow to stall. The
retina is also impacted when the vessels “leak,” allowing fluid to escape and
causing the retina to enlarge. Inadequate blood circulation and retinal edema
impair vision. The eye attempts to correct the problem through forming
novel blood vessels, but these are deprived and damaging, cracking, causing
hemophthalmos, and causing retinal traction detachment. There are two
types of diabetic retinopathy: proliferative and non-proliferative (Scanlon
et al., 2009).

4.3.3. Toxoplasmosis

Toxoplasmosis is a zoonotic illness, meaning it can be transmitted from
animals to people. It can be found around the world. Anti-toxoplasmosis
antibodies are formed by 10-60% of European countries, dependent on
dietary choices. Seropositivity is about 20-40% in the Czech Republic.
Higher temperatures, flu-like symptoms, weariness, headaches, and swollen
lymph bulges are the most common symptoms of the disease.

An acute infection can progress to a chronic stage, although it typically
goes unreported and is just detected through the presence of special anti-
toxoplasmic antibodies in the blood, which can persevere at low levels
throughout their lives. Nodal, ophthalmic (see Figure 4.16), cerebral, and
gynecological illnesses are among the many types of illness. Toxoplasmosis
in other forms is uncommon (Drahansky & Yang, 2018).

Figure 4.15. Non-proliferative and proliferative diabetic retinopathy.

Source: https://www.researchgate.net/figure/Retinal-image-with-some-DR-fea
tures-Mild-non-proliferative-diabetic-retinopathy-left fig7 338646380.
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4.3.4. Retinal Examination Tools

Adirectophthalmoscope is the most popular equipment for studying the retina.
The patient’s eye is inspected through the pupil with an ophthalmoscope at
a distance of several millimeters.

A source of light from a mirror or a semipermeable mirror with a hole
at a 45° angle in the observation axis illuminates the retina (Timberlake
& Kennedy, 2005). There are numerous kinds of ophthalmoscopes
currently available. The principle, however, is fundamentally similar: the
investigator’s and the investigated’s eyes are on the same axis, and the retina
is lighted by a light source from a mirror or a semipermeable mirror with a
hole in the observation. A direct ophthalmoscope’s disadvantages include
a small investigation area, the need for experience in handling, and patient
participation. The so-called fundus camera, which is now most probable to
have the utmost standing in inspecting the retina, is employed for a more
detailed inspection of the ocular background. It enables color photography
to cover nearly the entire retinal surface, as seen in Figure 4.12. This
device’s visual concept is dependent on so-called indirect ophthalmoscopy
(Timberlake & Kennedy, 2005). A white light source illuminates the retina,
which is subsequently scanned with a CCD (charge-coupled device) sensor
in fundus cameras. Some types can also use frequency analysis of the
scanned image to determine the retina’s center and focus it automatically.

4.3.5. Histology of Retinal Recognition

Isidore Goldstein and Carleton Simon, ophthalmologists, found eye illnesses
in which the bloodstream image in two persons in the retina was distinct for
every individual in 1935. They then published a scientific paper on utilizing
the retinal vein picture as an exceptional design for identification (Simon,
1935). Dr. Paul Tower, who printed an essay on examining monozygotic
twins in 1955, backed their research.

He found that the retinal vascular patterns have the least in common
with the other patterns he looked at. Identification of the vessel’s retina was
an everlasting notion at the time.

in 1975 Robert Hill, who founded EyeDentify, dedicated nearly all of
his effort and time to develop a simple, totally automatic equipment able to
extracting a photo of the retina and authenticating the user’s identification.
Functional devices, on the other hand, did not seem on the market for
numerous years.
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Figure 4.16. An eye affected by toxoplasmosis.

Source: https://emedicine.medscape.com/article/2044905-overview.

Numerous other firms sought to alter existing fundus cameras to retrieve
the retina’s image for identifying purposes. Nevertheless, there were
several notable drawbacks to these fundus cameras, including the rather
difficult arrangement of the visible light spectra, optical axis, which made
identification very rough for users, and, finally, the exorbitant charge of
these cameras (Tower, 1955).

More research guide the use of IR (infrared) illumination, which is
practically transparent to the choroid coat, which reflects the radiation to
generate an image of the blood vessels in the eye. Because IR illumination
is invisible to humans, the pupil diameter does not shrink when the eye is
irradiated.

The device’s first functional prototype was produced in 1981. An
ordinary personal computer was connected to the apparatus with an eye-optic
camera to light the infrared radiation for image capture and processing. A
basic correlation comparison approach was identified as the most acceptable
after considerable testing (Metzner et al., 2009).

EyeDentify Inc. has released the Eye Dentification System 7.5, which
performs verification dependent on the PIN given by the user and on the
retina image with the data contained in the database, after another four years
of hard work.

The apparatus took a circular photograph of the retina. The image was
reduced from 256 twelve-bit logarithmic models to a reference record of 40
bytes for every eye. The temporal domain is where contrast information is
kept. Furthermore, in the time domain, 32 bytes were added for each eye to
speed up recognition (Hill, 1996).
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4.3.6. Technology and Principles

The device’s functional concept can be broken down into three non-trivial
subsystems. (Hill, 1996):

a)  Image, signal attainment, and dispensation: The camera and
optical system should be proficient in taking a numerical image
of the retina that can be processed.

b)  Comparison: a program that extracts essential elements through
a perused image and likens them to a database of designs on a
device or computer.

c)  Representation: Every retinal image should be signified in a form
that can be swiftly associated and saved in a database.

4.3.6.1. Sensing optical system

We will look at how to employ sensing devices to take photographs of the back
or front of the eye. Indirect and direct ophthalmoscopy, along with the most
generally employed inspection, a slit lamp, which allows for biomicroscopy of
the anterior segment of the eye, are the principal ophthalmoscopic inspection
procedures for the posterior and anterior sections of the eye. A fundus camera,
also known as a retinal camera, is special equipment that allows you to see the
posterior segment of the peripheral section, yellow spots, and optic nerve of the
retina (see Figure 4.17 on the right) (Foster et al., 2010). It operates on the idea
of indirect ophthalmoscopy, with a primarily white light source integrated into
the equipment. Numerous filters can alter the light, and the optical system is
engrossed in the patient’s eye, reflecting off the retina and returning to the fundus
camera lens. There are two types of mydriasis: non-mydriatic and mydriatic.
The difference is whether or not the patient’s eye should be put into mydriasis.

Figure 4.17. At the right, there is a non-mydriatic fundus camera while on the
left there is a slit-lamp.

Source:  https://sunnymed.en.made-in-china.com/product/ydMQOPCXOkUVx/China-
Sy- V0 36A4-Best-Price-Ophthalmic-Non-Mydriatic-Digital-Eye-Fundus-Camera.html.
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The goal of mydriasis is to dilate the pupil of the human eye to the “inlet
opening” which is greater, permitting one to read a bigger portion of the
retina. The non-mydriatic fundus cameras are favored since the patient can
leave directly after the inspection and drive a car, which is not feasible with
mydriasis.

Mydriasis is, nevertheless, required in some cases. The cost of these
medical gadgets is in the tens of thousands of Euros, with just specialized
medical offices determining the price (Elliott et al., 2004).

The optical device’s mechanical construction is quite complicated.
The scanning equipment works on the same premise as medical eye-optic
instruments. These so-called retinoscopes, also known as fundus cameras,
are sophisticated equipment with a high price tag.

The idea is similar to a retinoscope: a beam of light is engrossed on
the retina, and the reflected light is scanned through a CCD camera. The
retinoscope’s light beam is accustomed such that the eye lens emphasizes
the retina’s surface.

This imitates a part of the spread light beam back to the ophthalmic lens,
which settles it so that the beam exits the eye at a similar angle as it entered
(return reflection). As illustrated in Figure 4.18, a picture of the eye’s surface
can be acquired by rotating the camera along the visual axis by about 10
degrees. Because of the reflection of light through the cornea, which would
be worthless throughout raster scanning, the gadget took a circular image of
the retina.

EyeDentify’s original products featured a sophisticated optical structure
with revolving mirrors to cover the retinal area—this method is defined in
U.S (Vander et al., 2001).

UV-IR cut filters are employed in the design to line up the scan axis with
the visual axis. Figure 4.19 depicts a schematic illustration of the patent.
From the camera, the distance between the lens and the eye was around 2-3
cm. The instrument’s optical axis alignment system is a critical component,
and it is detailed in greater detail in U.S (Foster et al., 2010).

EyeDentify’s novel optical systems are significantly easier to operate
and have the advantage of setting optical axes along with less user effort
than earlier systems. A spinning scanning disc with multifocal Fresnel lenses
is the most important component. The U.S. describes this construction
(Daugman, 1993).
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Macula

Eye iris =
Visual axis <
Pupil |

Figure 4.18. Efficient principle for finding a retinal image of the eye back-
ground.

* Blind spot

Scan area

Source: https.//www.bookdepository.com/Machine-Learning-Biometrics-Jucheng-
Yang/9781789235906.
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Figure 4.19. The first version of Eye Dentification System 7.5 optical system.

Source: https://www.bookdepository.com/Machine-Learning-Biometrics-Juch
eng- Yang/9781789235906.

The target should be located in a similar place during the scanning period
to guarantee that the region is absorbed on the retina and that the user’s eye
is in the axis of the scanning beam.

A variety of optical networks and focal lengths of 7, 3, 0, and +3
diopters can be used. It is believed that most users, regardless of their optical
impairments, will be able to focus.

When the eye concentrates on a target, the device automatically aligns
itself to the axis by centering the rotating disc to the eye background. When
two or more optical designs are aligned overdue each other, the IR beam
is positioned at the user’s pupil, allowing the information to be delivered
(Saraereh et al., 2020).
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4.3.6.2. Comparison

When a person stares inside the camera’s optical structure, their head may
rotate somewhat away from the original scanned place. The data can be
rotated by multiple degrees using the rotational algorithm. This method is
repeated multiple times until the top match or the highest relationship is
found.

The contrast of the attained samples is confirmed in various steps
(Richardson & Spivey, 2004):

. The visual reference is turned into a field with a similar amount
of elements as the attained field using sampling, ensuring
arrangement.

. The intensity is normalized in each field so that RMS equals 1.

. A Fourier transform equal time sphere is used to correlate the
field.

When the temporal shift is zero, the correlation value determines the
comparator quality. It ranges from +1 (absolute match) to 1 (nearest match).
A score of roughly 0.7 is a match in the past.

4.3.6.3. Representation

The retinal depiction is resultant from an annular region-based frame. The
scanned area is chosen to accommodate the worst scanning situations, yet
it is also large enough for biometric identification. It is not required to get
an image with excessive resolution or area for these reasons (Jacob, 1993).

The scanned area is chosen to accommodate the worst scanning
conditions, yet it is also large enough for biometric identification. It is not
required to obtain an image with excessive area or resolution for these
reasons (Turk & Pentland, 1991).

There were two major representations of the retinal picture in combination
with an EyeDentify device:

. There are 40 bytes in the original form. The imaginary and real
spectrum management provided by the Fourier transform encode
contrast information.

. There are 48 bytes in the new representation. There is no time-
domain contrast info in this. The real benefit of time depiction is
that it allows quicker and more effective processing while using
less computing power.
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The template of the retina has 96 fields of 4-bit difference numbers
derived from 96 time-domain images of concentric circles or 96x 4 = 48
bytes. Regularizing for this layout—4 bits of intensive design— intensity
can take values in the 8.7> time interval (Bulling et al., 2010).

When we say new research in the retina, the condition is quite
straightforward since the algorithms are looking for bifurcations and
crossings in the image that indicate the person’s position. Figure 4.20 depicts
an example. When a stronger clinical condition impacts the extraction and
detection of bifurcations and crossings in the retina, recognition becomes
difficult.

Figure 4.20. Extracted structures (crossings and bifurcations, including connec-
tion of blind spot and macula) in the retina.

Source: https://www.hindawi.com/journals/jhe/2020/7156408/.

Biometric systems contain information about personal health since a
large amount of data can be read through the iris and retina. As a result, it is
up to us to decide how much we will guard this personal data and whether or
not we will employ the systems. Nevertheless, if the maker ensures that no
health information is safeguarded against any potential security attacks, we
may be delighted to utilize the system (Lykins et al., 2006).

4.3.7. Limitations

Retinal recognition may be the most limiting of mainstream biometrics. They
are not definitive, nevertheless, there is now no system that can eliminate
these flaws (Hill, 1996):

a) Terror of eye damage: Although the low level of infrared
illumination utilized in this gadget is safe for the eyes, there is
a common misconception among the general public that these
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devices can cause retinal impairment. To acquire confidence,
entirely users must be aware of the system.

b)  Indoor and outdoor use: The rate of erroneous rejection can be
increased by having small pupils. Because the light must pass
over the pupil twice, the return beam will be severely attenuated
if the user’s pupil is extremely small.

c)  Ergonomics: The requirement to go close to the sensor may
make the gadget less comfortable to use than other biometric
approaches.

d)  Simple astigmatism: People with astigmatism cannot emphasize
their eyes on the point, preventing the template from being
generated correctly.

e)  High price: It is reasonable to expect that the gadget’s price,
particularly the retroviral optical device itself, will always be more
than, say, voice or fingerprint recognition systems (Holsanova,
2014).

4.4. CHARACTERISTICS OF IRIS AND RETINA
RECOGNITION TECHNOLOGY

The properties of retinal and iris recognition are discussed in the following
subsection. Some of the traits are now apparent from the preceding
subsections, which discussed the principles of processing and sensing these
biometric features (Jacob, 1991).

4.4.1. Acceptance

4.4.1.1. Iris

Because there is no requirement for instant engagement with the user, iris
identification has a moderate degree of acceptance. The user has to position
ahead of the device and look at the sensor from a specified distance, deprived
of twisting their head. The time it takes to capture and assess an image is
roughly 2 seconds (Velisavljevic, 2009).

4.4.1.2. Retina

The acceptance rate for the retina is very poor. Many people are hesitant
to use technology. They believe a laser will be utilized, which could cause
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damage to their eye. These fears, however, are unfounded since a laser is
never employed in this scenario. Another issue is the technique for retrieving
retinal images. This is tiresome, and some users may find it inconvenient
(Clark et al., 1987).

Direct user engagement is also essential for the retina. At least with
the existing technologies, the user needs to provide a significant amount of
participation. As a result, acceptance is low.

4.4.2. Reliability

4.4.2.1. Iris

Because of ambient light, excessively closed eyelids, and other factors, it
is possible to receive insufficient ocular information when scanning an iris
image. This is, however, a reasonably reliable way of identification.

The so-called Hamming distance, or the amount of bits in which the
contrast of two diverse iris designs differs, represents the precision of
comparing the two iris patterns. The Hamming distance is 0.32 for a chance
of an inaccurate assessment of 1:26,000,000, according to reports.

When associating a large number of irises, Figure 4.21 displays the supply
of Hamming’s distance (Lizoul et al., 2012). A binomial distribution with a
chance of 0.5 is seen in the graph. The graph also shows that two separate
irises differing in < one-third of the info are exceedingly implausible.

4.4.2.2. Retina

The accuracy of retinal scanning is very great. Nevertheless, there are several
circumstances in which obtaining a good image of the retina is impossible.
It is depraved illumination in particular—because of the enormous amount
of light, the user has a heavily closed pupil when scanning. Another issue
arises as a result of the disorders above or other ocular dysfunctions.

The use of the retina for recognition is not particularly common, perhaps
because there isn’t much objective testing of this method. Sandia National
Laboratory, an international corporation, verified EyeDentify Inc. on
numerous hundred participants in 1991. The outcome was an untrue accept
rate of nil and a false reject rate of < 1% (Potamianos & Maragos, 1996).
Nevertheless, because biometric system testing was still in its early phases
at the time, we cannot be certain of the test’s neutrality.
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Iris Dissimilarity in 204 Million Cross-Comparisons
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Figure 4.21. Hamming distance distribution.

Source: https://www.cl.cam.ac.uk/~jgd1000/UAEdeployment.pdf.

As stated by EyeDentify, the frequency circulation of every eye’s image
relative to the others advanced a near-perfect Gaussian curve along with a
standard deviation of 0.176 and a mean of 0.144. With a specific mean value
and a standard deviation of 0.7, the consistent possibility of this distribution
is around one million (Elliott et al., 2004).

The wrong distance between the eye and the sensor, contact lens edges,
unclean optics, and spectacles are all factors that might increase the false
reject rate. Furthermore, because ambient brightness causes a subconscious
narrowing of the pupil, the gadget cannot always be used outdoors during
daylight hours.

4.4.3. Anti-Spoofing

4.4.3.1. Iris

There are numerous methods for determining whether the iris is alive. The
most prevalent is the iris reaction to an alteration in light, in which the pupil
shrinks with more intelligent lighting. This reflex is cataleptic, and replies
normally take between 250 and 400 milliseconds. The pupil stretches and
widens even under steady illumination, a phenomenon known as the hippus
(Grother et al., 2009).



110 Machine Learning and Biometric

Blinking or eye movement on a scanning device’s command can also be
used to prevent spoofing.

More advanced devices employ the spectrographic characteristics of
blood, lipids, and tissues. The iris pigment melanin, like blood, reflects
infrared radiation very efficiently.

When light is reflected through a pink retina back into the camera, it is
known as coaxial back retina reflection, often known as “red eyes.”

Purkyne’s replication of the cornea’s surface and the lens can also be
utilized to determine whether or not the eye is alive. Reflective pictures are
formed when a sufficient light source illuminates the eye’s surface, reflected
from the front and rear surfaces of the lens and cornea.

4.4.3.2. Retina

Retinal scanning is a difficult and time-consuming operation that cannot be
replicated. It would be essential to employ a deceived eye with the same
properties as a real eye to fool such a sensor, which is difficult and near-
impossible. There is not much info regarding the animateness test on the
retina, but it might use medical data, such as the fact that the non-living
retina is a diverse hue. It is also possible to examine the retina’s refraction of
light or bloodstream in blood vessels (Medina et al., 2011).

Because the eye is such a delicate organ, an invasive procedure cannot
be employed. An alike aliveness test exists for the iris; nevertheless, when a
phony eye replaces the right eye after a successful test life, this testing can
be utilized to fraud the system. As a result, it is preferable to use a different
method to check for liveness. The hue of the yellow spot is the first test. It
is carried out while using the scanned eye. Only when a person dies does
the yellow spot turn yellow; before then, it is reddish (Velisavljevic, 2009).

4.4.4. Related Standards

4.4.4.1. Iris

a)  ANSI INCITS 379-2004: Iris Image exchange format defines
the format for transferring iris image data. The description of
attributes, sample tracking and data, and compliance criteria are
all part of this process (Garea et al., 2018).

b)  ISO/IEC 19794-6: 2011: Iris Image Data (Saraereh et al.,
2020). Information Technology—Biometric Data Interchange
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Formats—Part 6: Iris Image Data Provides two different data
representation formats. The first is depend on uncompressed
direct storage, whereas the second involves some preprocessing;
nonetheless, the data is compacted and contains iris information.

4.4.4.2. Retina

In order to recognize the retina, there are no biometric values; nevertheless, they
are essentially photographs of the bloodstream and hand vein detection. Thus
similar criteria might be used. Only medical standards, such as ISO 10943:2011.

4.4.5. Commercial Applications and Devices

4.4.5.1. Iris

There are a plethora of practical applications to choose from. The most
prevalent systems are found in seaports and airports around the United
Arab Emirates. Another example is the method utilized by passengers with
frequent flights in the Netherlands at Schiphol Airport. Another example is
a Tokyo application. Employees of the condominium utilize this method to
enter while a lift is summoned to transport them to their offices. The United
Nations High Commission (UNHC) in Afghanistan utilizes iris recognition
to keep track of immigration from neighboring nations (Richardson &
Spivey, 2004).

4.4.5.2. Retina

In sectors where great security is required, like military and government
locations, armaments development, industry, nuclear development, secret
organizations, and so on, retinal recognition is acceptable.

Figure 4.22. Panasonic BM-ET200; EyeLock Nano; Tritech.

Source: https://www.researchgate.net/figure/Panasonic-BM-ET200-EyeLock-
Nano-Iritech_figl 327297061.
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To conclude this chapter, we focus on creating an intriguing and hitherto
unknown technology that can be employed in both ophthalmology and
biometric systems. This is a non-mydriatic fundus camera that is entirely
automated. We started with a modest gadget many years ago, but as time
went on, we progressed to the 3™ generation of the device. We are now
developing the fourth version of this technology, which will be completely
automated. The novel concept was solely engrossed on the retina, but we
later arrived to repossess both the retina and the eye’s iris in a device,
whereas the 3™ and 4™ generations are once again solely engrossed on the
retina of the eye (Dimitriadis & Maragos, 2006).

Figure 4.23. Identify 7.5 eye dentification system.

Source: https://www.recycledgoods.com/eyedentify-7-5-eyedentification-syste
m-biometric-retinal-identification-scanner/.

Figure 4.24. A non-mydriatic fundus camera of our development—first genera-
tion on the left, the second generation in the middle, and third-generation on the
right.

Source: https://link.springer.com/chapter/10.1007/978—3-030-27731—4 _11.
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The 3 generation can now find the eye in the camera, shift the optical
system to the image’s, and invisible spectrum capture photos of the eye
retina to record a brief video. The fourth-generation will record practically
the full ocular background and integrate it into a single file (Wildes, 19197).

It will almost certainly be linked to software that can now locate the blind
spot and macula, as well as vessels and arteries, extract and detect crossings
and bifurcations, and locate areas with possible pathological findings, as
well as to detect exudates/druses and hemorrhages, as well as calculate their
area. In the future, we will concentrate on the precision and consistency of
extractors and detectors and other sorts of illnesses that will be of primary
concern to ophthalmologists (Bhagwagar & Rathod, 2015).
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5.1. INTRODUCTION

In electronic systems and pattern recognition, biometric systems have
seen a tremendous growth in terms of their adoption. Biometric systems
are security systems that have the potential to recognize or confirm the
individual according to their behavioral physiological characters. The word
biometric is the combination of two Greek words: bio and metric. The
meaning of Bio is life and the metric is to estimate or measure. In the 1970s,
to recognize criminals with the help of fingerprints, biometric systems were
mainly offered for law enforcement agencies (Chadha et al., 2013).

Even though for authentication and recognition, biometric systems
work with exclusive traits of a person, therefore it can be divided into two
large features i.e., behavioral and physiological features (Vargas et al.,
2007). Behavioral characteristics are usually variable that may vary with
the course of time, age, mood, and other features. The means of behavioral
characteristics include voice, keystroke, gait, signature, handwriting. On the
contrary, physiological characteristics include special features of individuals
and do not change with time, such as thumb impression, fingerprints, iris
recognition, palm print, DNA, veins, and face recognition (Rosso et al.,
2016). Behavioral and physiological traits are described in Figure 5.1.

An identification system or a verification system is the base for any
biometric information system. The confirmation of the uniqueness of a person
based on one’s professed distinctiveness is the objective of this verification
system. On the other hand, the identification system aims to generate the
individual’s distinctiveness (among humans registered in the expert system)
without the person showing their description. Put simply, an identification
system is a one-to-many (1:N) search system while a verification system
is a one-to-one (1:1) search system (Bashir et al., 2015). To improve the
security levels and act as a satisfactory vital part in a group of methods like
writer identification, bank check processing, face detection, online banking,
medical detection, security purposes, attendance, and official document,
etc., these biometric systems are performing a key role in diverse areas
(Rosso et al., 2016).

Although there are various biometric systems, signature verification is
one of the most leveraging and demanding behavioral biometric systems.
The term signature is extracted from the source of Latin signer means to
sign. In someone’s writing, any handwritten specimen that describes the
person’s surname, first name, nickname, last name, or grouping of them
used for recognition is the signature (Durrani et al., 2016). The procedure
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of discriminating forged and genuine signers from the pre-stock recognized
source samples is the system of signature verification. Along with huge
progress in several applications, due to the leading properties like non-
invasive, user-friendliness, socially and legally unobjectionable by the
society, it is one of the most suitable biometric verification systems.

In this modern age, the verification of handwritten signatures has been
broadly considered. A technique of signature verification can be characterized
into two key modules: offline and online signature verification. By taking
the image of the signature using smartphones, tablets, magnetic pads, PDA’s,
the sequential data is measured by the online signature verification system.
It is usually variable that works on dynamic characteristics like positions of
pen tips, the direction of writing, order of strokes, velocity, pressure, and
speed, etc. (Alizadeh et al., 2010).

BIOMETRIC
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Figure 5.1. Behavioral and physiological features of biometric.
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Source: https://in.pinterest.com/pin/558164947544149473/.

Instead, the verification system of an offline signature utilizes an optical
detector to get the signature on the page, document, or image is scanned. This
technique covers static information like height and length of the signature,
slant, baseline, bounding box, pressure, and size as it is static (Patil &
Hegadi, 2013). Due to the lacking of dynamic constraints detail, verification
of the offline signature is comparatively harder than verification of the online
signature. So higher identification rates and better precision are provided by
verification systems of online signature than verification systems of offline
signature. Figure 5.2 shows the working plan of verification systems of
online and offline signature.
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Distinguish the signature modules based on differences, is the main
aim of the verification system of signature (Fayyaz et al., 2015). There are
like Forged and genuine signatures are eventually two different groups
of signatures. 4 signature that owns by an original individual is genuine.
Forged signature comprises the imitated or copied signature of an individual
formed by an illegal person. The identification of the forged signature to
decrease hacking information and crimes is one of the main features of
the signature verification system. So the kind of signature forgery is the
result of the methods of the signature verification system (Kalenova, 2003).
Forgeries of the signature can be more characterized into three groups like
skilled forgery random forgery, simple forgery.

In zero effort or random forgery, an individual does not have data about
the signature shape or name of the original individual. Casual forgery/simple
forgery is an amateur forgery in which the knowledge of signature shape
is unidentified but the name of the original signatory identifies. . Though,
qualified copying of the genuine signature is a simulated or skilled forgery.
In this kind of forgery, information about the name of the original signer
and its shape is known therefore it is harder to detect (Hanmandlu et al.,
2005). Other than these forgery classes, other classes had been presented
like freehand signature forgery, unskilled forgery, electronic forgery, tracing
forgery, targeted forgery, cut-and-paste forgery. There is less focus on these
forgeries but data related to them can be determined from the work of
Nguyen et al. (2007) and Deore et al. (2015)

Figure 5.2. The sequence of the online and off-line verification of the signature.

Source:  https://www.researchgate.net/figure/Workflow-of-offline-and-online-
signature—verification_fig2 335191144.
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This chapter aims to give a deep analysis of signature authentication
systems to the readers. Unlike various feedbacks on this subject, this chapter
gives extra information which is missing in other feedback articles, like:

a) Comprehensively, literature reviews and tabulate datasets
statistics.

b)  Give deep knowledge in the field of signature for the researchers
about the datasets.

c) Critical examination assessment on the literature review of
signature verification.

d)  Covers modern market tasks along with future predictions for the
verification system of signature.

e) Gives comprehensive background about verification of the
signature.

f) According to the classification models’ taxonomy, the evaluation
of the verification system of signature.

5.2. BACKGROUND

The study of signature verification is an old idea that goes back to 439 AD
when signatures were used for verification of documents in the Roman
Empire. The Roman Empire was one of the earliest governments that had
these kinds of legislations. In 1792 these frameworks started to appear
in English-speaking territories. Until Common Law Procedure Act was
accepted in England in 1854, these laws keep under progress. In previous
old ages, the handwriting was physically confirmed and the technique itself
is lucrative and boring. Far along in the 20th century, as the computer was
designed, to trace the limitations of conservative methods, the analyst tried
to arrange applications to confirm the handwritten signature. To explain or
investigate the signatures and handwriting, automated signature recognition
is the method to deal with steady machines.

Since 1960, in information technology, signature verification is emerging
quickly (Fayyaz et al., 2015). In 1965, the first automated recognition
system of signature was introduced in North America Aviation. The first
online and offline signature verification system was introduced by Liu and
Herbst (1977) and Nagel and Rosenfeld (1973). To handle this issue, various
algorithms and methods have been suggested in the following of these
studies. The first work in online signature identification was published by
Mauceri in 1965. In 1966, for the offline verification system, the first time
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computer was used by Kozinets et al. (2016). In 1973, in IEEE conferences
and transactions, the first verification algorithms of offline signature were
published by Rosenfeld and Nagel (1973). Similarly, in 1977, the verification
algorithm of online signature was published by Herbst and Liu (1977). In
1986, to take out information related to pressure from grayscale images, the
process of Pseudo-dynamic feature extraction was proposed. The first study
for the suggested technique was presented by Plamondon and Sabourin in
1987. In the recognized case of Daubert vs. Merrell Dow Pharmaceuticals,
the approach was verified in 1993. In 2004, for the first time, a worldwide
competition for verification of online signature was directed by the Hong
Kong University.

5.3. STAGES OF THE SIGNATURE VERIFICATION
SYSTEM

There are various conventional stages of the verification system of signature
but at first, it is clear that method is offline verification of signature or
online verification of the signature. The conventional stages of signature
verification consist of feature extraction, pre-processing, data acquisition,
and classification. Figure 5.3 realistically shows these core stages of the
verification system of signature.

5.3.1. Data Acquisition

Taking the image of the signature is data acquisition (Deore & Handore,
2015). For any confirmation technique, data acquisition is the main step.
The verification system of the handwritten signature can be characterized as
either: online (dynamic) system or an offline (static) system because of data
acquisition. Signatures were gathered with the help of gel and sketch pens and
ball pens having blue and black ink on A4 paper and correspondingly each
person gives different trials of his/her signatures for the offline signature.
Then with an appropriate resolution, these signatures are then transformed
into grayscale. After the completion of the writing process, data acquisition
is executed by using scanners and cameras. Then in the database in JPEG
or JPG or PNG format, these scanned pictures are initialized and kept. The
forged and genuine signatures that use to test and train the model, are stored
in every set of databases.
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Figure 5.3. Roadmap of the verification system of signature.

Source: https://www.researchgate.net/figure/Workflow-of-offline-and-online-si
gnature—verification_fig2 335191144.

On the other hand, in the verification system of online signature, for
signature acquisition, graphical tablets, touch mobiles, and pen tablets are
used. The digitizing tablets are the frequently used data acquiring devices.
These specific gadgets generate a complete process of writing, electric
signals, and features of the signature trace. Pressure, velocity, position, force
signals, and acceleration are normally created signals. The signatures cannot
be investigated for more processing once it generates. It requires a few pre-
processing that will be described in the next segment (Durrani et al., 2016).

5.3.2. Pre-Processing

The simplification of some transactions without overlooking important
processing is pre-processing (Bashir et al., 2015). To arrange samples of
raw data in a typical form or to improve the input data that is suitable for the
feature extraction phase, pre-processing is the basic step.

Pictures have low contrast, noisy pixels, blurriness, and complex
backgrounds in the verification system of offline signature. So to develop
an improved image that will be suitable for further activities, different pre-
processing methods were organized. Background elimination, greyscale
conversion, signature extraction, width normalization, noise removal by
using filters, signature size normalization, signature alignment, binarization,
skeletonization, thinning, and cropping, etc. are the common steps of pre-
processing (Vargas et al., 2011).
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While in the verification system of online signature, images may consist
of various kinds of jerks and variations that require to be taken out in
pre-processing stage. The process of preprocessing can be performed via
smoothing algorithms, filtering, and noise reduction.

Pre-processing of verification of the offline signature is comparatively
more complicated and time taking than the verification system of online
signature. Signature segmentation might be the core reason because of the
similarity of different letters, loops, differences in handwriting, overlapping
of characters, etc. In offline signature verification systems. Put simply,
the verification systems of online signature are more effective and precise
because of pre-processing approaches (Van et al., 2007).

5.3.3. Features Extraction

The process of extracting the typical features of signatures that are used
for the distinction of different groups of signatures is feature extraction
(Al-Omar et al., 2011). The main factor of an effective system is the ideal
selection of the leading set of features. From several different viewpoints,
the verification system of the signature has been determined, developing
many substitutes for the feature extraction. In general, the feature extraction
approaches can be categorized as online/dynamic or offline/static. From
the process of signature execution, the dynamic information is extracted in
online/dynamic features like acceleration, position, velocity, and pressure,
etc. While in offline/static features, the static information is extracted from
the signature images such as signature slant, height, density, width, baseline,
etc. There are three wide classes of features based on offline or online
approaches: automatic features, statistical features, structural features, or
model-based features (Rashidi et al., 2012). Statistical features are related
to the statistical or mathematical measurements for the arrangement of
appropriate information for decreasing the distance between different
classes.

Additional wide classification of statistical features is between Local and
Global Features. The representation of the whole image or the entire image
of the signature is related to the global feature. Compactness, displacement,
signature global orientation acceleration, area, total no. of components,
time duration of positive or negative position, total signing duration, no. of
pens ups/downs, coefficients obtained using mathematical transforms, etc.
are included in common global features. In local feature extraction, from
a particular part of an image, the features are extracted and the signature
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image is classified into several parts or segments. Pixel-oriented features and
Component-oriented features are two factors of Local features (Iranmanesh
et al., 2013). Component-oriented feature extracts the parameters at a
component level such as geometric features, strokes position, height or
width ratio of the stroke, the orientation of strokes, orientation-based
features, slant, moment-based, and contour-based features, etc. Contrary
to, At every level of the pixel, the pixel-oriented features are attained, for
instance, texture features grid-based information, gray-level intensity-based
features pixel consistency, gray level intensity, shadow code-based features
and shape-based features, etc. (Ahmed et al., 2019).

Signatures’ local structure includes structural features such as Scale-
Invariant Feature Transform (SIFT), Local Binary Patterns (LBP), Speeded
Up Robust Features (SURF) and pixel density within signature grids, etc. In
previous years, approaches that do not depend on hand-crafted features have
gained attention. Through particular models like Extend Learning Model
(ELM), Convolutional Neural Network (CNN), Recurrent Neural Network
(RNN), etc., the automatic or model-based features are learned from primary
data (pixels, in the case of images (Ahmad et al., 2015).

5.3.4. Classification

The procedure to estimate the validity of the query signature is classification.
The objective of classification is to corresponding the query signatures
feature with the pre-stored information base features because of verification
utilizing a huge quantity of reference signature-based examples in the train
set. The query signature is characterized as forged or genuine after the
training. Support Vector Machine (SVM), Rule-based approach, template
matching, Neural Network (NN), etc. are the common claes in the domain
of verification system of signature (Alizadeh et al., 2010).

The conventional phases of the verification system of a signature have
been discussed, now distinguished previous research contributions to this
area will be described in the coming segment.

5.4. AREVIEW OF SIGNATURE VERIFICATION
SYSTEMS

In pattern recognition, the most dynamic issue is signature verification.
As mentioned earlier, based on data acquisition the methods proposed for
the signatures verification are usually categorized into two classes: online
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signature verification and offline signature verification. In the subgroups, by
using different methods, a deep review of online signature verification and
offline signature verification is explained (Ansari et al., 2014).
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Figure 5.4. Flow diagram of verification system of a signature.

Source: https://www.researchgate.net/figure/Flowchart-of-a-Signature—verifi-
cation-System-Biometric-Measures-Biometric-systems-can_figl 335568823.

5.4.1. Offline Signature Verification

For attaining the best precision, high performance, and effectiveness in
the domain of offline signature verification, numerous researchers applied
several methods and procedures. Three common types of methods proposed
for signature verification; statistical approaches, structural approaches,
and template matching. We describe the different verification approaches
developed under each one of the following groups (Bibi et al., 2020).

Feature

Extraction

Training Phase

Figure 5.5. Block diagram of verification system of offline signature.

Source: https://www.researchgate.net/figure/Block-Diagram-of-Offline-Signa-
ture—verification-System_figl 272863797.



Machine Learning in Biometric Signature Verification 133

5.4.1.1. Template Matching

The procedure of comparing template/figure in which test signatures are
compared with pre-stored templates in the database. For this aim, the
frequently used algorithm is Dynamic Time Warping (DTW). Here few of
the short-term feedbacks of the researcher’s contribution organizing DTW
are mentioned.

Parziale et al. (2019) performed experiments on BiosecureID-SONOF
and MCYT-100. They extracted eight statistical features were extracted by
them such as pressure, acceleration, pen position, velocity, and pressure
derivative. For comparing feature vectors, Euclidean distance was used and
Z-score normalization was organized. Lastly, through DTW with two kinds
of normalization, the arrangement was accomplished. By using the MCYT-
100 database, an EER of 3.09% on skilled forgery and 1.30% on random
forgery was attained. On the BiosecureID-SONOF dataset, the stated EER
was 1.45% on skilled forgery and1.17% on random forgery.

By using the 2640 samples of signatures of the CEDAR Database, the
signatures were confirmed by Kumar (2014). To extract the invariant features,
the trace transform was organized by them. Through six circus functions,
a feature vector of six features was developed and then standardization
is accomplished. By utilizing a threshold value of 0.069, the similarity
measures for different-writer and same-writer pairs were accomplished. The
FAR, FRR, and ERR of 24.58%, 25.83%, and 24.4% correspondingly were
stated by them.

Depending on DTW, a verification system of signature was showed by
Bhunia et al. (2019). Firstly, vertical projection features were extracted and
signatures samples were preprocessed. The DTW was improved and on the
database of 100 individuals, classification was accomplished by them. An
ERR of 2% and 29% is realized correspondingly.

For verification of a signature, an algorithm of a 2D geometric warp
was applied by Kennard et al. (2012). Through an automatic morphing
correspondence algorithm, a 2D geometric warp was figured to line up the
strokes of an observed signature with reference. By utilizing the distance
measures, the signatures were confirmed by them. The gained EER
correctness on the Chinese dataset was 74% and the English dataset of blind
forgeries had the EER of 94%-96%, 87%-91% on simple forgeries.
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5.4.1.2. Statistical Approaches

The methods used for the statistical analysis of data gained from the statistical
features of signature pictures are statistical approaches. To understand the
difference and relation within the knowledge of two or more signatures,
statistical approaches were used by few researchers. Hidden Markov Model
(HMM), Genetic Algorithm (GA), distance measures, Random Forest, and
Multilayer Perceptron (MLP) are a few of the statistical features in the area
of verification of the signature.

5.4.1.3. SVM

Support Vector Machine (SVM) is a well-known statistical classifier where
the main feature is a separating hyperplane. Put simply, the categorized
training data is characterized with an ideal hyperplane algorithm. In two-
dimensional space, this hyperplane is a line separating the plane into two parts
while every category is put on any side. Similar to other statistical methods,
for the researchers of the area, SVM was also the center of attention. In this
segment, the most prominent work of SVM is explained. Through Taylor
Series Expansion (TSE) the features were extracted by Shekar et al. (2019).
They accomplished classification through SVM and used the MUKOS and
CEDAR datasets. An accurateness of 98.93% on the MUKOS dataset and
95.25% on the CEDAR dataset correspondingly was regained by them.

An experiment on MCYT, CEDAR, and GPDS synthetic databases was
performed by Sharif et al. (2020). In pre-processing stage, normalization,
segmentation, morphological operations, binarization, and median filter
methods were applied. Global, horizontal, and vertical features were
extracted. With the help of Genetic algorithm, the best features were chosen.
For the signatures verification, SVM was used. Through GPDS synthetic
dataset FRR, FAR, and AER of 4.16%, 3.33%, 5.75%, by using CEDAR
dataset 4.67%,4.67%.,4.67%, and 3.67,6,67,5.0% through MCYT dataset
respectively was stated by them. In preprocessing, contrast improvement
and binarization were conducted by Okawa (2018). For feature extraction,
VLAD encoding with KAZE features and the BoVW model was organized
by them. With the stated error rate of 1.0% and 6.4%, an experiment was
conducted on CEDAR and MCYT-75 datasets.

Through SVM and Radon transform, the verification of offline signature
was explained by Kiani et al. (2009). To divide signature images, local
windows were used. Usin Radon transform, line segment detection was
measured to calculate the image intensity. By generating a feature vector
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for a line breadth of 6 pixels, extraction of a feature vector was designed.
By segmenting the elements to the maximum value, normalization of the
feature vector was carried out. For organizing the signature images, SVM
was used. For verification that contains 30 signatures per 20 classes, a Persian
signature dataset was used. 96% accuracy with FAR of 17% and FRR of 4%
was attained. For training, the Stellenbosch dataset is used which consists of
22 classes, 10 genuine signatures, and for testing, 20 genuine signatures are
used. FRR of 19% reached.

Otsu binarization was used to binarize the images (Kiani et al., 2009).
With the use of radon transform that calculates the estimated sum of the
image intensity concerning angle and line feature vector was created.
With the comparison of peak value with a threshold, authentication of line
segment existence was considered. Stellenbosch dataset that consists of 22
classes, 10 genuine signatures is also used by them. 19% FRR was reached.
For the arrangement of offline signature, discrete Daubechies (db4) wavelet
transform was suggested by Hegadi and Patil (2013). For three positions
that were vertical, horizontal, and diagonal, detail coefficient and wavelet
coefficient were extracted. Standard GPDS databases were utilized. For the
set of the training, 4 forgery and 4 genuine signatures had been utilized,
and all the residual signatures of persons were utilized for the set of testing.
The pre-process of signature images was carried out and through wavelet
transform of discrete Daubechies (db4), features were extracted. 80 features
are represented by each signature. The Sequential Minimum Optimization
(SMO) method in SVM classifiers had been utilized for fast optimization.
Matlab software had been utilized for operation. FRR and FAR were 10%and
13% respectively in the linear kernel while in the nonlinear kernel, FRR and
FAR was 12%and 15%.

On Bengali and English scripts, the work was carried out by Pal et al.
(2011). A database of 846 (454 English+392 Bengali) signature samples was
used for the set of testing and training, 1800 (1100 English+700 Bengali)
signature samples were used. For extraction of features, background and
Foreground information was used. To calculate 400-dimension foreground/
background of400-dimensional gradient and under-sampled bitmap features,
itfirst standardized the input images by resizing the image into126x126 pixels
and 200x800, and similarly, a boundary box was created for samples. The
gradient feature’s images were divided into 16 overlapping blocks as well as
the normalized 400-dimensional image under-sampled bitmap features were
divided into 100 blocks. Similarly, direction features of 400 modified chain-
code were achieved the chain code frequencies were calculated. A factor
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was considered for gradient features in the gray-scale local-orientation
histogram of an image. Implementation of Gaussian filter was carried out
to get 5x5x16 = 400 gradient features, as well as the implementation of
Robert’s filter, was carried out to get the gradient image in which gradient
tangent arc is quantified into 16 locations. To measure the distance, the
Euclidian distance measure was considered. For the recognition of signature,
Nearest Neighbor (NN) techniques were used as classifiers. The outcomes
represented that 99.41% of best outcomes were achieved with the use of the
SVM classifier and 400-dimension chain-code direction features, additional,
good outcomes were determined by 200-dimension under-sampled bitmaps
features (Pal et al., 2011).

On 500 signatures datasets having 200 forged signatures (20 signatures
every 10 for one person) and 300 signatures genuine (30 signatures every
signer had 10signatures), the work was done by Randhawa et al. (2012).
By employing HP-scan jet 5400c at 300dpi, the signatures were scanned.
By skeletonizing, binarizing, grayscale conversion, and normalizing the
samples, pre-processing of the dataset was done. In the newly introduced
system, for the extraction of zone features Image Processing Toolbox (IPT)
of Matlab 6.0 was used and Hu Moments mined 28 features. For the aim
of testing, 100 signatures were used and for training, 400 signatures were
used. For teaching the SVM, a database of signatures was used. After that,
regarding FAR, FIR, and FRR, the accuracy of signature verification of
the model has been estimated. So, in this paper, SVM defined with 9%
accurateness effectively proves the off-line signature.

On the openly offered Chinese dataset and GPDS-300 dataset, the work
was done by Chen et al. (2011). In writer-independent and writer dependent
mode, three different pseudo-dynamic features are based on gray level:
histogram of oriented gradients (HOG), local binary pattern (LBP), and
gray level co-occurrence matrix (GLCM) were considered in the suggested
system. To conduct classification, classifiers named Support Vector Machine
(SVMs) based on writer was considered. In SVM, every database is classified
into three classes, each class having 100 persons. For every signer, from
random forgeries and reference signature, SVM was accomplished with
the attained feature vectors. The presentation was estimated with the use of
skilled forgeries of the CSD dataset Chinese signature and dataset of GPDS
signature. 9.94% and 5.66% equal value of error was the achieved outcomes
with the use of a dataset of Chinese and GPDS signature. For verification of a
signature, a method based on SVM was introduced by Shet & Kruthi (2014).
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With the use of sketch pens, balls, gel in discrete models, from various
individuals, a total of 336 signatures were acquired. By employing methods
of image processing such as complementing, binarization, thinning, filtering,
and edge detection, the preprocessing of scanned images was used. With the
use of samples’ pre-processing, statistical features such as calculation of a
number of loops, centroid, horizontal and vertical profile, center of gravity,
and normalized area were mined and kept in a database. After that for the
arrangement of signatures, SVM was used and the total arrangement error
value of 7.16% was attained.

For testing, 30 forged signatures and for training, 24 genuine signatures
were taken from every writer, GPDS300 Signature CORPUS database was
used by Parodi & Goémez (2014). From a grid of circular shapes, features
of graphometry were mined. In the form of DFT, rotation was plotted to get
robustness. To organize samples, a classifier based on SVM was considered.
7.82% FRR, 0.49% FAR, and 4.21% EER were found in the suggested
method. With the use of three dissimilar databases (GPDS750, MCYT-
75, and GPDS100), gray level information-based verification technique
of signatures was proposed by Vargas et al. (2011). For the elimination of
background, the process of Posterization was considered. Then a breakdown
of'a single-level 2-D wavelet was carried out with the use of Matlab function
DTW?2. For enhancement and calculation of the universal effect of ink-type,
wavelet analysis was conducted. Through GLCM, features of Statistical
texture were mined. As compared to other techniques, the suggested
technique was accomplished with the use of SVM and 13.50% ERR was
stated.

Features of slope angle and slope based on zone and geometric
features based on concentric squares were mined by Randhawa et al.
(2013). Extracted features are in the set of features. For pre-processing of
signature, Image Processing Toolbox (IPT) was used in MATLAB 7.0. For
the activity of verification, in order to teach the SVM model, the software
of the LIBSVM 3.0 was used. With three dissimilar kinds of the kernel
function. SVM was considered. With the comparison of polynomial and
linear kernels, the optimum results were presented by the SVM model based
on Radial Basis Function (RBF). 1.66% FRR and 1.25% FAR were obtained
by the suggested system. With the use of a 2D Gaussian filter, a method
of new feature extraction based on a grid was shown by Blumenstein &
Nguyen (2011). The database of the GPDS-960 corpus was considered. In
pre-processing, signature contours were figured out. By employing SVM,
the procedure of learning and classification was conducted. For arbitrary
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forgeries, 0.02% FAR and 13.90% AER were achieved for the suggested
system.

With the signature’s polar feature signifier, the verification system
of offline signature was presented by Pushpalatha et al. (2013)., To get a
regression score, PLS Regression was implemented on registered class
signatures. Ather that by using Hidden Markov Model, the Log-Likelihood
of the class signatures was measured.

The verification of the classification was considered authentic if the
Log-Likelihood distance deviation and regression score was less than 5%.
For verification, the machine of Multiclass Support Vector was considered.
With 8%.

FAR, the correctness of the suggested method was 98%. A skilled forgery
with a precision of 71% and arbitrary forgery with a precision of 76% was
pointed out by the proposed technique. For the extraction of features, the
method of G-SURF and global filtering was joint by Pal et al. (2012). On
the database of GPDS, the technique was developed. By the use of SVM, the
procedure of classification and learning was conducted. For the suggested
technique, 2.35% FRR, 3.55% FAR, and 2.95% AER was attained.

Brazilian PUC-PR and GPDS-960, the work was done by Hafemann et
al. (2019). For feature enrollment and learning, the dataset was divided into
a development set and exploitation set. The CNN is considered a feature
extractor. With the algorithm of OTSU, images were resized with the use of
bilinear interpolation.

By filling the images with white background, the image’s normalization
was carried out. For the arrangement of writer-dependent, SVMs and linear
SVMs with the RBF kernel were implemented. With achievement from
14.64% of EER to 10.70%, on a dataset of GPDS-160, normalization got
good classification outcomes.

On the dataset of Brazilian, 9.83% EER with five signatures, and in the
dataset of GPDS, 15.05% EER with four signatures were reported by them.
For investigation, datasets of the Brazilian PUC-PR, CEDAR, MCYT-75,
and GPDS-160 were considered.

They extracted and based The features based on CNN and handcrafted
were mined by them and for sorting, added to the linear SVM. Two
countermeasures on the achieved value of the attacks were calculated and
to distinguish the forgeries, the biometric attacks were estimated by them.



Machine Learning in Biometric Signature Verification 139

5.4.1.4. Structural Approaches

To show the signature patterns, the structure of symbolic data, such as
trees, strings, and graphs are considered in the structural approaches. The
comparison of symbolic representation with prototypes will occur in this
kind of system. To determine whether a correspondence alignment exists
among two images, structural approaches are used.

The work on the database of Hindi signatures was done by Pal et al.
(2017). 30 skilled forgeries and eight genuine signatures were used for testing
and 16 genuine signatures were used for training. For binarization, mean
filtering and histogram thresholding were implemented. Overall, 24 features
were mined. For verification, a method of symbolic presentation of the value
of inter-based was used. The AER, FAR and FRR rate were 8.17%, 2.5%, and
13.84%, respectively. Verification accuracy was 91.83%. A symbolic picture
of'a bi-interval valued of the signature was suggested. For binarization global
threshold depends on the histogram that was implemented. For features, the
comparative distance and positioning geometric centroid were utilized. Data
set of MCYT-75 signature was used. 5, 7, and 9 genuine signatures of each
person were considered for a set of training whereas others were used for
testing. With the use of various centroid, for conducting verification, the
algorithm of Max and Mean was used. The test signature was accepted to be
genuine else forger if the count of acceptance of test signature was more than
the threshold (predefined). The lower AER (AER = 18.26 for “MAX” fusion
and AER = 17.33 for “MEAN” fusion) than the methods which straightly
use any features of positioning or distance features.

For the verification of a signature, the graph matching problem was
shown by Bibi et al. (2020). With the use of a hp ScanJet 3400C scanner, as
binary images,75 genuine signatures were scanned. By employing methods
of image processing, preprocessing of signature images was conducted.
EER of 26.7% and 5.7% on skilled and random forgeries was attained
by them. Through pixels intensity levels, the handwritten signature was
discussed by Shah et al. (2016). For experimentation of offline signatures, a
dataset of MCYT was used. Binarization was implemented and the images
were resized and cropped to 120x120. At that time for better extraction
of features, DWT was implemented. With the help of K-nearest neighbor
naive, decision tree, and Bayes tree, organization and verification were
conducted. In the set of testing, 25% sets of data and in the set of training,
75% dataset was used by them. For 10 fold cross-validation was approved
for simplification of outcomes. Between the three classifiers, k- the nearest
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neighbor had presented an 88.12% accurateness value (with forgeries)
and more than 91.91% accurateness value (without forgeries). From
offline signatures, the distinguishing features were extracted by Naamah
et al. (2014). For experimentation, the Delphi programming language was
considered. In preprocessing, normalization, thinning, Binarization, and
other morphological processes were conducted. The signature was classified
into areas. For the calculation of gravity center, for approximation of
features, the method of COG was used. Through fuzzy logic, non-weighted,
a directed graph with 64 nodes was formed. By algorithm of a dynamic
classification, among trained and test signature, the ideal comparison was
done. To investigate forgery, on a graph, EER was designed.

The work on Japanese katakana character, alphabet dataset taken from
ETL-1 AIST database, handwritten character images of special characters,
and numbers, learned from 1445 writers by Qasim et al. (2019). To change
the images into binary, Otsu’s global threshold was used. To obtain the
skeleton, the algorithm of Zhang Suen was used then to take out curves
from the character’s skeleton images, connected component analysis was
implemented.

The curves were shown in the string also from the curve feature, the
graph string structure was labeled, taken out, and stored as information. For
organizing data, approximate subgraph matching and string edit distance was
considered. 10% of each label’s image used the process of training and on
1000 and 2600 sets, the test was conducted in the technique of approximate
subgraph matching.

On the entire data sets 8826 and 22647, the technique of string edit
distance, the test was conducted, for every tag, each set of data includes a
different images sets.

The accurateness was decreased from 82.4% to 77.7% in the outcomes
of the 10% training data set. When the feature-length of the string curve was
set as 8 and for training, 5% data was used, accurateness was improved from
77.7% to 83.6% (Al-Juboori, 2017).

5.4.2. Online Signature Verification

Like in verification systems of offline signature, in the field of verification
systems of online signature, there are numerous methods. A few of the
important works are described in the following segments.
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Figure 5.6. Block diagram of verification system of online signature.

Source: https://www.researchgate.net/figure/Online-signature—verification-sys
tem-schema_figl 264312002.

5.4.2.1. Matching Technique

The procedure of comparing template/figure in which test signatures are
compared with pre-stored templates in the database. In the verification
system of online signature, the frequently used algorithm for this objective
is DTW by researchers as mentioned here. On MCYT100 and SCV2004,
the experiment was performed by Al-Hmouz et al. (2018). By the use of
probabilistic dynamic time wrapping (PDTW), dynamic features were
extracted and classified by them. In case 1, the stated lowest ERR on a
dataset of the MCYT100 was 0.012% on the dataset of SCV2004 it was
0.002%. By using the method of dynamic time wrapping, the system was
tested by Durrani et al. (2017). From the dataset of Standardized Japanese
handwritten, the rate of the pen up and down and X, Y coordinates of
signature were taken out. Without and with data of downsampling, testing
was conducted. 27.35% FAR, 15.18% FRR, and attained accurateness of
79.80% was stated correspondingly by them.

On a database including 10 users, each having 10 forged and 10 genuine
samples, the work was done by Borse and Patil (2017). From the image of
input, data of Pen position was extracted. Through the algorithm of DTW,
the normalization, pre-processing, and classification of data was done. The
average accurateness rate of 90.4% was attained. From 14 persons having 30
forged and 10 genuine samples, a database of 560 signatures was developed
by Fang et al. (2017). Firstly, the pre-processing of images of signatures
occurred. Through frequency and time area features, the alteration of the
algorithm of T-DTW-FFT fusion was occurred to get outdone performance.
With a usual matching time of just 24 ms, 1.90% FAR and 2.86% FRR
was stated. The working on the SVC2004 database and by utilizing the
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method of a distance, the signature was confirmed by Van et al. (2007). For
testing, 20 forged and 15 genuine samples were used whereas for training,
5 genuine signatures were considered. eight features such as Timestamp, X,
Y position, Azimuth, Pen status, Pressure, and Altitude were extracted from
them. By employing the fast DTW method, the signature was confirmed
by them. For methods of Average Permutative Difference Signature and
Average Reference Signature, 1.84%, 1.36% FAR, and 0.31%, 0.51% FRR
was reached by them.

MCYT database was utilized by Sundaram & Sharma (2016). The
features such as Pressure, Spatial coordinates, and inclination, and azimuth
angle were extracted by them. By utilizing Gaussian Mixture Model,
statistical features were considered. Path covering verification, derivatives
were calculated. To improve the verification, the scheme of Dynamic Time
Warping matching was used. For the general threshold, an EER of 3.05%
was attained. Through MCYT-100 datasets SVC2004 Task 2, the cost matrix
of dynamic time wrapping was used by the same author for verification.
For the test, 25 skilled and 20 forged signatures were considered whereas
from MCYT-100, 5 genuine signatures were arbitrarily nominated. From
SVC-2004, per 39 users, 1 genuine signature was nominated. The extraction
of dynamic features such as attributes’ time sequence was done and for
the test signature matching, DTW was used and cost matrix and reference
signature from them was formed. In the path of wrapping, the extraction
of cost matrix cells was conducted from DTW. Alignment was considered
(Sharma & Sundaram, 2016). Through numerical equations, the calculation
of normalized average displacement and distortion was conducted. For
validation, a fused core was determined.

From 42 subjects, the experiment was performed on 1680 forged and
1680 authentic signatures by Shin et al. (2017). All of the signatures had
kanji Characters. From handwritten multi-stroke, intra-stroke, and inter-
stroke information was extracted and the signatures were processed and
normalized by them. Corresponding referenced signatures with Intra-stroke
and Inter-stroke information, the algorithm of DP matching was used.
The decreased FAR of 4.06% to 2.01% and FRR of 4.14% to 1.54%, was
obtained by them respectively. On the SigComp2011 database, the work
was done by Griechisch et al. (2014). By deducting and fluctuating x, y
coordinates from original images, pre-processing was completed. The value
of velocity was distinguished as features value. For determining the highest
difference between the functions of cumulative distribution, the Kolmogo
ROV-Smirnov test was implemented. For estimating data and training, the
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calculation of KS-distance of each respective reference signature was done.
FRR and FAR of 8.02% and 7.86% was presented and for assessment, DTW
was used by them. The accuracy and EER are almost 0.50% correspondingly.

On a database of 50 skilled and 50 genuine forgery samples, Impedovo
& Pirlo (2008) did work. To get details of stroke-oriented, firstly the pre-
processing of data and the implementation of the method of dynamic
segmentation was conducted. In the area of velocity, displacement, and
acceleration, the estimation of the stability and the examination of stroke
features of test samples were performed. By weighted or simple averaging,
the combination of outcomes of stroke verification was occurred to conduct
verification and for matching points, consideration of DTW occurred.
Experimentation on the SUSIG visual sub-corpus and MCYT online
signature corpus was performed by Fischer et al. (2015). The features of
pressure derivative, position, acceleration, and pressure were extracted.
Through DTW, the matching was conducted and for evaluation, score
normalization was used by them. For arbitrary forgeries, the average EER
among 0.70%, 7.84% and for skilled forgeries, the average EER was 2.97%
and 13.79% stated.

SVC 2004 and MCYT-100 were used in Sharma & Sundaram’s (2016)
research. Angle-based characteristics, as well as the X, Y coordinates
and stress between successive locations, were retrieved. To standardize
characteristics, we used zero mean and unit variance and zero mean. They
used DTW to verify code vectors and conducted verification by matching
them. On the SVC 2004 and MCY T-100 datasets, they attained FAR of 1.83%
and 0.78% respectively. SUSIG and SVC2004 datasets were proposed by
Ansari et al. (2014). On the samples, we conducted min-max normalization
and segmentation. Each section was subjected to dynamic and form analysis.
Each section was analyzed for its dynamic and form characteristics. Fuzzy
modeling with the mixture of TS and Mamdani methods was used to create
specific ranking points for each part.

To identify the shortest distance of two specimens, DTW was employed.
On SVC2004 and SUSIG, they obtained EER of 2.46% and 1.3%,
respectively, dependent upon this threshold level set by the user. Researchers
used the SVC2004 data for their experiments. They divided the data into
five real samples for retraining and 15 real, 20 fake signs for analysis. They
used the DFT technique to extract features and the Fast DTW approach to
match them. For ARS, they recorded FAR, FRR of 1.84%, 0.3% with an
averaged ideal value of 0.527, while for APDS, they recorded FAR, FRR
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of 1.3%, 0.51% with an averaged optimum of 0.866. Dynamically retrieved
stable characteristics were used by Song et al. (2016). For extracting
spectrum data from characteristics, they used optimum mother wavelets and
WP reconstructing. For accurate feature matching, modified Dynamic Time
Wrapping (DTW) was used. On the SVC2004 task2 database, the suggested
approach yielded an EER of 2.89%. Lopez-Garcia et al. (1993), developed
an embedded system approach on the MCYT-100. The Gaussian Mixture
Model was used to preprocess the signs and extract the features.

DTW was used to align the processed signature with the template that
had been previously saved. EER was 2.74% for each of them. Using the
Kinematic Theory of fast human motions and its related Sigma Log-Normal
model, Gomez-Barrero et al. (2015) enhanced the performance of digital
signature verification. On the BiosecurID multi-modal databases, DTW was
utilized for verification and has a higher potential for skillful fake analysis.
EER was improved by 36%, according to them. Rashidi etal. (2012) proposed
an active approach for the match that used SVC2004 and the SUSIG dataset,
as well as DCT and the parzen window classifier. Using DCT, they were
able to extract characteristics such as the pen’s location, angle, velocity,
and pressure. For most optimum features subsets, the forward feature
selection method was employed. The EER of the recommended approach
was 3.61%, 2.04%, and 1.49% for the SVC2004 Taskland2, Task2, and
SUSIG datasets, respectively. Online signature authentication utilizing the
C++ computer language and 20 distinct features were given by Taherzadeh
et al. (2011). Normalization, re-sampling time, and smoothing were used
to pre-process the images. The DTW algorithm was used to match global
and local characteristics. The suggested system’s best AER was 15%, which
was attained by combining five characteristics. Al-Hmouz et al. (2018)
developed a novel approach of probabilistic dynamic time warping (PDTW)
verification methodologies utilizing SCV2004 and MCYT100. The potential
scores of signature pictures were assessed using relative distance after they
were split into distinct segments. By connecting these segments, the Bayes
rule was applied to arrive at conclusive findings. PDTW had a minimal
improvement of 65% when compared to the DTW method’s findings. For
their tests, Tahir et al. (2016) employed the Japanese online exam set from
ICDAR2013. Signature samples were analyzed and processed before being
used. They used samples to extract x, y coordinates, as well as pen ups and
downs locations. The referred and questioned signatures were matched using
Euclidean distance and DTW. The suggested system has a segmentation
accuracy of 78.14% and a non-segmentation accuracy of 78.57%.
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5.4.2.2. Distance Measurements

In their paper, Gabor filter was used to extract characteristics without and
with a time tag. Verification was done using the Euclidean distance approach.
They reported an EER of percent without timestamp and a timestamp increase
of up to 95%. Alizadeh et al. (2010) proposed an improved verification
technique based on optimum threshold selection. From a digitizer plane,
62 parametric characteristics were derived. For comparison, the traditional
weight Euclidean distance was used. For training, they utilized 30 real and
10 counterfeit samples, with the remaining samples to be used for the test.
For 30 real and 10 counterfeit samples in the training set, they attained
FRR and FAR of 0.67% and 1.33%, respectively, and 2.5% and 3% for the
training dataset.

On the SUSIG dataset, Kaur & Kansa (2017) used a Hadamard
transform-based method. The pictures of signatures were scanned and pre-
processed. To build the Hadamard matrix, features have been extracted.
The Euclidean and Manhattan distances were used to compare and verify
the sizes of the creatures. The proposed method’s reported EER was 0.05%
using Manhattan 0.03% and 0.025 using Euclidean. Philip & Bharadi (2016)
used Azure Blob storage to extract characteristics such as X, Y coordinates,
pressure values, and Weber Local Descriptor (WLD) for digital signature
verification. They used K-nearest neighbor classification to classify feature
vectors supplied to blob storage. The suggested system has a PI of 92.50%
and a CCR of 94.25%.

Nisha and Deepesh (2017) generated a collection of 80 signature
verification from 15 people. They used Z-score normalization to normalize
scanned data. The SFFS method was used to obtain 28 feature vectors and
7 local features. For global feature verification, they utilized Mahalanobis
distance, and for the temporal function of signatures, they used DTW.
KNN was used to do the classification. The method outperformed previous
systems by 38.5% EER and 13.0% EER for competent forgeries. Cho
and Jung (2017) proposed a new pseudo-ink-based approach for utilizing
signature verification. For the trials, they employed 105 reference pictures
and 2625 testing data. The value of the pen pressure, the tilting angle of the
pen, and the theta angle of the pen were all retrieved and classified. And
use the threshold value of Pen pressure values, the system displayed FAR,
FRR of (0.2381%, 0.2381%) and (4.7619, 4.7619) for authentic signings
and FAR 0of 4.7619% for signed documents (0.55 to 0.65). Hafs et al. (2016)
proposed a technique based on the SVC2004 and MYCT-100 datasets. In
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preprocessing, they utilized a Gaussian filter and a distance filter and then
used the EMD method to extract dynamic characteristics. For comparison,
the Euclidean distance was used to obtain the similarity score.

For SVC2004 task 1 and 2.23% for MYCT-100, the suggested system’s
EER was 1.83% and 2.23%, respectively. Nguyen et al. (2011) used the
GPDS-960 signature corpus, which has 160 signature sets. For picture
conversion, they employed Otsu’s thresholding method. The data were
divided into two groups: 12 real forgeries and 400 random forgeries for
testing, and 12 real forgeries and 15 forgeries for testing. The gradient
feature and the modified direction feature were extracted. For classification,
the Squared Mahalanobis distance and SVM were employed. The system
generated an AER and EER of 16.52% and 16.77% for the gradient feature
when using Mahalanobis distance, and an AER and EER of 15.03% and
15.11% when using SVM. The FAR and FRR were respectively 16.54%
and 13.51%. the MCYT-100 dataset in experiments was used (Nilchiyan
& Yusof, 2013). They utilized five real samples for learning, the rest of
the samples for testing, and 25 forgeries for training. To connect data sets,
dynamic time warping was chosen. For the verification job, Mahalanobis
distance was used to represent position and pressure velocity as feature
vectors. The MD-based technique outperformed the ED-based method,
according to the system.

5.4.2.3. Neural Networks

Iranmanesh et al. (2013) utilized the MLP neural network to classify data
from 200 users in the SIGMA dataset. For training and testing, a total of
4000 signature samples were employed. To extract features, Pearson’s
correlation coefficient was chosen. The suggested method has a 21.35%
success rate, 13.81% FAR, and 82.42% accuracy. Using normalizing and
resampling pictures, Fahmy (2010) retrieved Discrete Wavelet Transform
(DWT) characteristics such as pen location and pen movement angle. They
tested 20 authentic signatures against 20 competent forgery signatures on
the SVC2004 dataset. For the classification challenge, six neural networks
were employed. In the event of authentic signatures, access to the system
has a 95% rate of success., Jain & Gangrade (2013) used a dataset of 300
signature samples taken from six persons. 180 samples were utilized for
training and 120 samples have been used for testing.

Chain-Code, Angle, and energy density methods were used to extract
features from pre-processed samples. The categorization, which was done
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with a neural network, was accurate to the tune of 70% to 80%. Malallah et
al. (2015) presented a method for utilizing the SIGMA database based on
artificial neural networks (ANN). A sample of 200 signatures was gathered,
with 10 authentic and 10 fake samples were chosen for testing. Using PCA,
they retrieved characteristics such as horizontally and vertically to time-
series signals, as well as pen pressure. By upsampling and downsampling
and Upsampling the samples, they were normalized. FAR and FRR of (5.50
and 8.75%, respectively, were obtained using this technique. In their study,
Nilchiyan and Yusof employed the SVC 2004 database, which had 15 real and
15 counterfeit signatures. Wavelet transformation is used to obtain statistical
characteristics. For improved quality and cost savings, the B-spline function
was employed. Mul was next. Malallah et al. (2015) proposed an artificial
neural network-based approach for using the SIGMA dataset (ANN).

A total of 200 signatures were collected, with t10 genuine and 10 fake
samples being tested. They recovered features like vertically and horizontally
to time series data, as well as pen pressure, using PCA. The samples were
normalized by upsampling, downsampling, and upsampling. This method
yielded a FAR and FRR of 5.50 and 8.75%, respectively. Nilchiyan &
Yusof (2013) used the SVC 2004 database to conduct their research, which
included 15 actual and 15 fake signatures. To get statistical characteristics,
the wavelet transformation is performed. The B-spline function was utilized
to improve quality and cut costs. The signatures were then classified using a
multi-perceptron neural network, yielding an overall EER of 3.5%.

Xuetal. (2020) developed a novel technique for signatures identification
based on BP neural networks. Eight volunteers gathered a total of 400
signatures. As a feature set, a total of 49 features were computed. The
suggested system’s overall acquired classification accuracy was around
95%. The Pearson’s correlation coefficient technique for extracting features
of digital signatures is introduced by Iranmanesh et al. (2013). For the
testing and training process, they chose 5 non-skilled and skilled forgeries,
10 real, from both the SIGMA dataset. Using a Deep Network, 9 distinct
characteristics were retrieved and verified. The suggested approach’s FAR,
FRR, and accuracy were 21.25, 13.81, and 82.42%, respectively. Chadha
et al. (2013) used a dataset of 700 samples and collected 10 samples across
70 persons to create their study. In the beginning, pictures were processed
using rotation-translation-scaling. DCT was used to extract the features, and
RBFN was used to determine the signature. For roughly 200 samples, the
system obtained an 80% identification rate.
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5.4.2.4. Hidden Markov Model

Using the MCYT signature database, Nanni et al. (2010) introduced
a novel verification method based on a mix of locally, worldwide and
regional matches. As matching approaches, the HMM, DTW, and a Linear
Programming Descriptor were used. The EER was 4.51% using Bio-
Convolving and Bio-Hashing methods with a templates protection strategy,
which is quite low. From the other side, the suggested matching technique
produces a 3% more effective outcome.

5.4.2.5. Support Vector Machine

Durrani et al. (2016) used an SVM classifier to perform an analysis using
ICDAR 2013 signature pictures. For instruction, they used 396 fabricated
samples, whereas, for testing, they used 42 real and 36 faked signs per
author. 1055 was the obtained threshold value. The database was used to
extract and store and extract the dynamic set of features. The system has an
EER of 20% and reliability of 75%.

Khoh et al. (2014) researched the SVC2004 Task 2 and Task 1 database.
Pre-processed and scanned pictures were used. To extract feature sets from
every signature signal, DFT and DTW were employed. For comparing
the features of the exam and reference signatures, they employed distance
measure and EED. In Task 1, EER was 6.55% for competent signatures and
1.29% for accidental forgeries. In Task 2, EER was 7.17% for competent
signatures and 1.15% for random signatures.

Griechisch et al. (2014) established a novel method for certification
by comparing the AccSigDb2011) and (GyroSigDb2012) databases,
which provide local accelerating and angle information. For feature
computation, they utilized Legendre approximations, while SVM was used
for categorization. In AccSigDb2011, the overall result was approximately
85%, but in GyroSigDb2012, the reliability was lower. GyroSigDb2012
had a 50% accuracy when utilizing multiclass classification percent, but
AccSigDb2011 had a 35% accuracy when the number of the Lagrange
polynomials was smaller than 20.

Rosso et al. (2016) investigated the MCYT data set, which is utilized
for quasi-offline signature. The signatures coordinate information is
considered quasi-offline. The pictures were scanned, and the time series
of both horizontally and vertically writing operations were extracted using
interpolation. For each coordinate, a 6-dimensional vector was recovered
and distribution was constructed. SVM was used for categorization. With



Machine Learning in Biometric Signature Verification 149

5, 10 training sets, the EER of the suggested approach was 0.19 and 0.17%,
respectively. Manjunatha et al. (2016) conducted experiments on MCYT-
100 and MCYT-330. A total of 100 global characteristics were taken into
account. For classification, six different statistics classifiers were utilized,
including Naive Bayesian, Closest Neighbor, SVM, Principal, Probabilistic
Neural Network, Component Analysis, and Logistic Regression. For the
training phase, they utilized 5 to 20 authentic signatures per writer. FRR,
FAR, and EER were 3.83, 0, and 1.92%, respectively. A smartphone was
used to collect 2,940 digital signatures from 42 respondents. Using Python,
57 features have been extracted, and 57-dimensional extracted features with
50 positives and 20 negative samples extracted features were produced.

The categorization was done using SVM, Linear Regression, AdaBoost,
Random Forest, and AdaBoost. Using AdaBoost, the system obtained a
failure rate of 2.4%. Fayyaz et al. (2015) experimented with the SVC2004
dataset. PCA was used to scan the images, standardize them, and reduce
their size. The unsupervised classification was used to extract features. SVM
with RBF & KNN classifiers was used for testing with signatures. The model
obtained EER of 2.15 and 99.11%.

5.4.2.6. Structural Approaches

Graphs, trees, and strings are employed in structural methods to display
example patterns. With the network’s patterns restored, the symbolic
representation would be calculated.

Wang et al. (2013) developed a technique based on the SUSIG
dataset. First, signs were represented by a series of graphs, and later graph
matching algorithms were used to compute the distance measure between
graphs, which was used to determine how similar the charts were. User-
dependent classifiers are used for categorization. Shah et al. (188) used three
classification methods in their comparative analysis: decision tree (J48),
Naive Bayes (NB tree), and KNN for confirmation. They employed 350
signatures from the ATVS-SSig databases. The DWT was utilized to extract
features. Using decision trees, 99.90% accuracy was attained, 99.82% using
naive Bayes, and 98.11% using distance-based grand neighbor classifiers.

Pirlo et al. (2015) researched the SUSIG database, using 10 real forgeries
and 5 expert forgeries for training and assessment. Prepossessing was done
using linear normalizing and linear interpolation algorithms. Samples were
used to extract displacement, velocity, acceleration, velocity, and pressure
function characteristics. DTW was utilized to pick prototypes and identify
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the wrapping method. After that, we created the signer’s stability model
and used a decision tree to verify it. Signature variation was calculated
using the standard deviation technique, and efficiency was improved using
the probabilistic acceptance model. FRR and FAR were 2.15 and 2.10%,
respectively (Patil & Hegadi, 2013).

5.5. TRENDS AND CHALLENGES OF A
SIGNATURE VERIFICATION SYSTEM

In contrast to other biometric technologies, handwritten signatures may
be openly disputed at any moment. Because of the diversity of problems
it presents, despite considerable study signature verification stays open to
the scientific community. We outline some of the significant problems of
handwritten signature recognition methods in this part, which pave the way
for future study in this field. One of the primary issues inside the offline
signature creation process, starting with the picture capture phase, is the
loss of dynamic information. Scanning the database showing signature
information captures the offline signatures. Dynamic information such as pen
location, speed, and velocity of writing is frequently lost during scanning,
resulting in a poor recognition rate and making the problem difficult to solve
(Philip & Bharadi, 2016).

This problem is solved with online signature verification systems, which
collect signature data via online devices such as digital pens and tablets,
PDAs, graphic tablets, or even digital gloves. Although online systems give
dynamic information, the availability of internet devices remains a critical
element. Furthermore, internet devices should adhere to a set of standards to
provide the highest level of accuracy, validity, and systems legality. These
standards differ by nation; for example, the electronics Identity verification,
Authentication, and Trusted Services (eIDAS) standards are used in Europe
(Prabhakare et al., 2003).
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6.1. INTRODUCTION

The structure that automatically recognizes the anthropometric fingerprint
can reveal the user’s identity. The system needs to be enhanced to handle
the procedure to fulfill the user’s requirements, such as quick processing
time, nearly complete accuracy, no faults in the real procedure. Thus, in
this chapter, we suggest the application of machine learning techniques to
improve fingerprint classification procedures founded on the distinctiveness
feature. Utilizing computer vision procedures during image pre-processing
increases the quality of input images. As a result, feature extraction is
extremely efficient and classification procedure is fast and precise.

The biometric systems are utilized for different tasks, such as computer
login and building access. Fingerprint recognition is one of the most dominant
techniques for personal recognition in all biometric structures (Phasuk et al.,
2021). All over the world, fingerprint identification is accepted by a huge
portion of the population due to its secure, fast and easy method of personal
recognition. The fingerprint is the oldest human recognition and the most
interesting which is utilized for individual recognition. In the initial 20th
century, the fingerprint was officially accepted as a legal sign of recognition
by law enforcement agencies.

Figure 6.1. Fingerprint Scanner.

Source: https://computer.howstuffworks.com/fingerprint-scanner. htm.

On the base of this the system for automatic fingerprint identification for
authentication and recognition. For instance, generally, there are two kinds
of fingerprint recognition system: Automatic Fingerprint Authentication
System (AFAS) and Automatic Fingerprint Identification/Verification
System (AFIS); formed by developers and scientists lately (Wenxuan et al.,
2019; Abiodun et al., 2019).
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Acknowledgment of distinctive finger impression context relies on two
important features like as:

. Individuality: The finger impression is distinctive of every person.

. Persistence: The major features of distinctive finger impressions
don’t alter with time.

The key parameters describing a digital fingerprint image are area,
resolution, depth, geometric precision, number of pixels, etc.

Usually, fingerprints comprise valley and ridge patterns on the human
finger’s tips. Ridges (also termed ridge lines) are dark however valleys
are bright (see Figure 6.2). Valleys and Ridges frequently run in parallel;
occasionally they split and occasionally they terminate (Zwaan et al., 2010).
Thanks to their continuity and distinctiveness, the usage of fingerprints
is deliberated to be one of the most consistent techniques for personal
verification.

Figure 6.2. Ridges and valleys on the fingerprint image.

Source:  https://www.researchgate.net/figure/Figure2-Ridges-and-valleys-on-
a-fingerprint-image-B-Two-Stage-Enhancement-Scheme-for fig2 320868391.

When examined at the worldwide level, the fingerprint pattern shows one
or further regions where the ridgelines adopt distinctive shapes (considered
through high curvature, regular termination, etc.). These regions (termed
singularities or singular regions) might be categorized into three typologies:
delta, loop, and whorl (see Figure 6.3) (Kotsiantis et al., 2007).

Fingerprint identification is widespread due to its various features like
easily available several sources (10 fingers accessible for collection), ease in
data collection. The usage of fingerprints had a record from the 19th century.
It is all through this time Sir Francis Galton defined the fingerprint’s features
points with which it could be recognized and these were denoted as Galton
points (Boykov & Jolly, 2001). The Galton Points provide the foundation
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on which a fingerprint identification system is formed. The Galton point’s
subset are utilized to signify the fingerprint image and these are mentioned
as minutiae. Minutia states to several methods that the ridges could be
discontinuous. For instance, a ridge could unexpectedly terminate (comes to
an end) or could split into two ridges (bifurcation).

Mostly the fingerprint identification and classification procedures need a
feature extraction phase for classifying salient features. The features mined
from fingerprint images regularly had a direct physical complement (e.g.,
minutiae and singularities), however occasionally they are not directly linked
to any physical characters (e.g., filter responses or local orientation image).
Features might be utilized either for corresponding or their computation
might assist as an intermediate phase for the other features derivation.
For instance, certain preprocessing and improvement steps are regularly
performed to shorten the minutiae extraction task (Tomin et al., 2106).

Figure 6.3. Core points and singular regions in fingerprint images.

Source:  https://www.researchgate.net/figure/a-Ridges-and-valleys-on-a-fin-
gerprint-image-b-Singular-regions-white-boxes-and_figl 220181660.

6.2. APPLICATION OF FINGERPRINT
IDENTIFICATION

During the crime scene, fingerprints play a significant part to recognize the
criminals involved. CSI (crime scene images) are images obtained from the
crime site. When a crime has happened, the investigator can gather both
patent and latent fingerprints samples left behind by the perpetrator. The
patent fingerprints have seemed through the naked eye, so they are merely
photographed. However latent fingerprints are imperceptible and these
samples are tougher to be visible (Phasuk et al., 2021). These samples
could be raised by different methods. The usage of cyanoacrylate vapors
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attaches to prints and makes them observable in the normal light existence.
This technique is much more challenging, thus usually in a crime scene,
the investigators spread a fine dusting powder (black granular or aluminum
dust) to the surface so fingerprints could be mined (Wenxuan et al., 2019).
The dust attaches to the fingerprint after they use clear tape to take the
fingerprints. Once the fingerprints are taken, they are scanned and kept in the
digital image type. The fingerprints got from the crime site are accidentally
made and these images are incomplete prints or noisy and hard to recognize.

6.3. RELATED WORK

Alpaydin (2018) showed a whole crime scene fingerprint identification
structure utilizing deep machine learning with CNN (Convolutional Neural
Network). Images are attained from crime scenes utilizing techniques
extending from precision photography to complicated chemical and
physical processing methods and kept as the database. Images gathered
from the crime scene are generally partial and therefore difficult to classify.
Appropriate enhancement techniques are needed for pre-processing the
images of a fingerprint. Minutiae are mined from the images of a fingerprint.
The characteristics of preprocessed records are fed into the CNN. The
experimental outcomes confirmed on a database utilizing Open CV-Python
displays high precision of 80% recognition of complete or partial fingerprints
in the criminal record.

Wenxuan et al. (2019) suggested an algorithm that could efficiently
enhance the location precision of the endpoints in the site area. By including
neighborhood gathering into positioning reference, the technique enhances
the positioning exactness of end positioning points, increases the whole
indoor positioning outcome, and increases the positioning precision to a
certain range. The simulation environment is formed to confirm the suggested
algorithm. The experimental consequences show that the enhanced algorithm
increases the positioning exactness of edge finding points to a certain range,
and enhances the whole positioning exactness of end locating points.

Abiodun et al. (2019) provide readers with a vibrant understanding of the
existing, and novel trend in ANN models that efficiently describe PR tasks to
permit research attention and topics. Likewise, the complete review discloses
the diverse areas of the achievement of ANN models and their usage to PR.
In assessing the performance of ANN models performance, some statistical
points for assessing the ANN model performance in several studies were
accepted. Like as the usage of mean absolute error (MAE), the variance of
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absolute percentage error (VAPE), mean absolute percentage error (MAPE),
root mean squared error (RMSE), and mean absolute error (MAE). The
outcome displays that the existing ANN models like DBN, RBFN, CNN,
RNN, SLP, MLP, SAE, MLNN, GAN, RBM, PNN, Transformer models, and
Reservoir computing, are executing exceptionally in their application to PR
chores. Thus, the study endorses the research emphasis on existing models
and the new model’s development simultaneously for more achievements in
the field.

Serafim et al. (2019) give a method of splitting up the region of interest
founded on CNN without pre-processing stages. The new method was
assessed in two diverse architectures from state of the art, giving similarity
indexes Distance of Hausdorff (5.92), Jaccard Similarity (96.77%), Dice
coefficient (97.28%) superior to the classic techniques. The error rate (3.22%)
was superior to five segmentation methods from the state of the art and
presented improved results than additional deep learning methods, showing
promising outcomes to recognize the region of interest with probable for
application in systems founded on biometric identification.

Whang et al. (2014) suggested a method founded on an adaptive median
filter for enhanced processing of fingerprint images and instinct removal of
noise in the paper. The usage of adaptive median filtering to eliminate the
instinct noise of the fingerprint image mostly comprises three steps. First,
the adaptive median filter window size is prepared, and it’s percent whether
the middle pixel of the filter window in the image of a fingerprint is instinct
noise. Second, the filter window size is determined founded on the maximum
value, median value, and minimum value in the filter window. Lastly, median
filtering is done on the fingerprint image in the filter window size got in the
earlier steps, and the value of filter output is utilized in place of the window
middle pixel value. The technique is verified on rolled fingerprint images
adulterated by fingerprint-images and impulse noise and adulterated through
impulse noise from a crime site.

6.4. EXISTING TECHNOLOGIES FOR
FINGERPRINT ANALYSIS

A fingerprint is featured by ample and strong textural data. The textural
properties on the surface of a live fingertip are reliable upon pore distribution,
perspiration phenomenon, and skin elasticity. As a consequence, the pixels
around and alongside the ridges of a live fingerprint show random and
extensive variations in values of gray-level. The physical and material
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features of spoof fingers are consistent. The spoof and live fingerprints vary
in inter-ridge distances, gray-level distribution, and ridge thickness (Senior
et al., 2001). Thus, texture features-based techniques which could capture
these alterations from fingerprint image properties are predicted to perform
superior.

Spatial area pixel intensity value alterations generate texture arrays
in an image. One of the features of texturing of image analysis utilizing
texture properties. The present texture features founded fingerprint liveness
detection techniques are grouped into the following categories:

1. Local texture features;
1. Global texture features;
iii.  Hybrid (global and local) texture features.

Machine learning is progressively showing its significance in parts of
practical application (Voropai et al., 2018). Thus, scientists are researching
and forming machine learning techniques that are becoming increasingly
ideal. The one application which is attracting development is fingerprint
classification. The method to the fingerprint classification issue is examined
in Reference (Maio & Maltoni, 1996). The fingerprint is segmented into
areas, this work would decrease the alteration of the element directions. A
relation graph is made founded on the splitting up of the directional image.
A perfect graph is utilized to likened it with the achieved graph, which could
be modified to graph matching methods. Nyongesa et al. (2014) provide
a fingerprint classification structure and its act in an identification scheme
utilized a classifier of fuzzy neural network. The classification system
is founded on fingerprint feature mining, which includes encoding the
particular points together with their respective directions and positions got
from an image of binaries fingerprint. Image examination is done in four
steps, namely segmentation, directional image approximation, singular-
point mining, and feature encoding. A technique is suggested by Zhang &
Yan (2004) founded on singularities and ridges linking singular points. Due
to images of low quality, it is very tough to get exact positions of particular
features. The authors used curves features and ridge tracing analysis to
categorize fingerprints. A machine learning procedure that takes a robust
method for the fingerprints classification is SVM. This technique had
produced a highly precise classification structure. The algorithm advantage
is presented in the fingerprints classification into several classes. Li et al.
(2008) utilized a combination of the naive Bayes technique with the SVM
algorithm for fingerprints classification founded on the number of delta and
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core points on fingerprints. Several researchers had tried to extract particular
points in the ridges’ flow. Nyongesa et al. (2004) suggested a heuristic
algorithm with distinctiveness for fingerprints classification; the drawback
of these studies is not concentrating on enhancing the quality of the image.
As they utilize features of distinctiveness points position. This takes to a
great impact on the precision of the system. The Galton-Henry classification
system is utilized to categorize fingerprints. This technique is presented
by Nguyen (2019). They used rotation invariant distance, then relate this
distance amongst the FingerCode trial set with the novel fingerprint outline.
Throughout the classification procedure, the extraction of rotation-invariant
distance took place in parallel with the training procedure. This provides the
advantage of quick system time. Random forest (RF) is utilized to handle
huge amounts of records and multi-class issues in classification (Everingham
et al., 2010). This algorithm is a collective of randomized decision trees that
correct the classification task. The most obvious application of RF is the
discovery of human body parts from complex records (Nguyen et al., 2018).
This application shows the feasibility of RF for machine learning issues in
the actual world.

There are several known methods to increase the fingerprint classification
structures performance. In this chapter, we suggested a mixture of traditional
machine learning techniques and computer vision algorithms to treat such
issues, which had effectively research in other areas (Derin & Elliott, 1987).
Furthermore, we also designed and executed image processing techniques
with denoising and raising edge utilizing the Canny technique.

6.5. PROPOSED FINGERPRINT IMAGE PRE-
PROCESSING METHOD

6.5.1. Fingerprint Image Pre-Processing and Enhancement

There had been several earlier studies on resolving a noisy or partial image
dataset. However, image pre-processing is a tough field although computer
vision methods, such as image denoising, appear to be very promising.
Usually, image-denoising techniques are utilized to treat noisy images
(Xiang et al., 2021). Denoising overwhelms the perturbations and improves
the edges. This operation could generally be signified as image blurring,
followed through the improvement of the edges. Thus, the subsequent image
focuses on edges and repressed details, thus overwhelming the noise in the
image.
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A dataset is directly gathered through much noise, particularly noise
with a tremendously high ratio of impulses, that brings a significant trial for
image denoising. Thus, in the noise filter phase, we suggest a filter method
founded on the CNN (convolutional neural network) (Haddad & Akansu,
1991). This procedure comprises two key steps. Initially, we develop a pre-
processing stage for noisy images utilizing non-local information. Afterward,
the pre-processed images are separated into patches and utilized for CNN
training, taking to a CNN denoising model for forthcoming noisy images,
to perceive the image noisy pixels and then flat them utilizing a Gaussian
filter technique. In the CNN training phase, the pre-processed images are
distributed into overlying patches. We utilize these patches as input for CNN.
Our network had three layers; in every layer, we describe a set of operators
and filters to produce mappings. The convolutional outcome of every patch
is conforming to an n-dimensional feature map. We describe a convolutional
layer to proposed increasing patches and redo them as a consequence image
in the third layer. In this effort, the Gaussian algorithm (Canny, 1986) is
utilized to filter noise with mask 3 x 3, after a canny algorithm is executed
to increase the information edge. So, when the morphology operation had
treated entire images, the outcome would be better. Image pre-processing
stages are as follows (Breiman, 2001).

Resize the image to 256*256

|

Filter image based on the CNN|
with Gaussian with size (3*3)

Edge detection using
Canny algorithm
¥
| Morphology operation |

Figure 6.4. Block diagram of fingerprint image pre-processing.

Source: https://'www.researchgate.net/figure/Block-diagram-of-fingerprint-im-
age-pre-processing-The-result-of-image-pre-processing-of  figl 337187291.

The outcome of image pre-processing of a fingerprint is revealed in
Figure 6.5. Figure 6.5a,b display the consequences of the equalization
histogram and noise filter founded on CNN, Figure 6.5¢,d display the
outcomes of edge detection and morphology.



172 Machine Learning and Biometric

Figure 6.5. The outcome of image pre-processing of a fingerprint. (a,b) show
the consequences of the equalization histogram and noise filter founded on
CNN, (c,d) show the outcomes of edge detection and morphology.

Source: https://www.researchgate.net/figure/The-result-of-image-pre-process-
ing-of-a-fingerprint-a-b-show-the-results-of-the_fig2 337187291.

6.5.2. Types of Fingerprint and Features Extraction

In this chapter, we categorize types of the fingerprint into three classes arch,
loop, and whorl.

6.5.2.1. Arch

These are found in about 5% of the met fingerprints. The recognizing
features of this arch are the overlapping shapes of fingerprints that create
layers and had a mountain-like peak. Fingerprints arch are separated into
numerous categories AE (a mixture of whorl and arch group, the distance
from the midpoint to the intersection of eagles is below than 5 veins), AU,
AR (the mixture of the loop group with arch, the distance from the midpoint
to the intersection is below than 5 fringe lines), AS (the lines are loaded on
top of each other, no intersection, unconcerned,) as presented in Figure 6.6
(Tarar et al., 2012).
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Figure 6.6. Example kinds of a fingerprint is an arch.

Source: https://www.crime-scene-investigator.net/fbiscienceoffingerprints.html.

6.5.2.2. Loop

It is termed the loop (could be seen in 60-65% of fingerprints globally)
fingerprint due to its shape like a water wave having the following features
the ridges make a regressive turn in loops, triangular in the midpoint, and
an intersection. Separated into two kinds: RL Radial Loop: Upper of the
triangle fronting the pinky finger. It seems like a stream of water moving
downwards (on the little finger). This kind accounts for around 6% of
fingerprints globally. UL Ulnar Loop: The upper of the triangle looks like
the thumb. It is formed like a stream of water moving backward (thumb
direction). This type only accounts for 2% of fingerprints globally. A loop
pattern had only a single delta as shown in Figure 6.7. (Phasuk et al., 2021)

o
ok
._':',‘

N
N

Figure 6.7. An example kind of a fingerprint is the loop.

Source: https://www.researchgate.net/figure/Major-Fingerprint-Types-Whorl-
Are-Tent-Right-loop-Left-loop-and-Double-Loop_fig]l 289246081.
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6.5.2.3. Whorl

This fingerprint merely accounts for around 25% to 35% of fingerprints
globally. Whorl pattern recognition is that they have 1 circuit and 2 Delta
(intersection) as exposed in Figure 6.8.

Figure 6.8. Example kinds of a fingerprint are whorl.

Source: https://sites.psu.edu/jlipton/2014/06/03/fingerprints-unique-to-us-all/.

6.5.2.4. Feature Extraction of Singularity

There are areas on fingerprint with rare structures related to other areas.
They frequently had a parallel structure termed a singularity. There are two
kinds of singularity core and delta. To excerpt singularity characteristics, we
continue as follows:

. Stage 1. Input image then resize the image to 256 x 256.

. Stage 2. Fingerprint pre-processing and improvement.

. Stage 3. At every pixel, the gradient is computed in two directions
x and y are G_and Gy founded on the Formula (Phasuk et al.,
2021):

p— ¥ I 26 (0, ) Gy (i, f)
72 o e (G - G ) (1)
. Stage 4. Recognize singularity points utilizing the Pointcare

index. Pointcare index at the pixel with organizes (i, j) is the total
of the deviations of the direction of adjacent points, computed as
follows in Equation (Wenxuan et al., 2019):

Np=1

PCij)= Y A(K)
k=0

2)

dik):|d(k)| < §
Afk)y=¢ dk)+md(k) <=5 dik) =@t ve0) = e(xw),

dik)—m (3)
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where ¢ is the incline at pixels in two directions. Founded on the
Pointcare index, we could recognize singularity points as follows
in Equation (Serafim et al., 2019):

0% (i, j) is not singularity

oo ) 360% (i, j) is whorl
PE(1) = 180% (i, j)is loop
—180% (i, j) is delta (4)
. Stage 5. Save and generate fingerprint features vector.

6.6. CLASSIFICATION FINGERPRINT FOUNDED
ON RANDOM FOREST AND DECISION TREE WITH
SINGULARITY FEATURES

Fingerprint categorization is a multi-class classification issue. Labels are
nominated as the novel input records for training a multi-classifier through
the method of a supervised technique. In this work, there are three labels
(arch, loop, and whorl). For the classification of fingerprints, a comparatively
little number of features are mined from fingerprint images (Kim, 2003).
Here, we select the positioning field base on the incline and recognize
singularity features utilizing the Pointcare index as our arrangement. The
machine learning procedures selected for the training module comprise
Random Forest and Support vector machine (Kim, 2003; Yildiz et al., 2017)
(Figure 6.9).

Fingerprint image

Data of training pre-processing

Database

Feature extraction
of singularity

Data of testing

Training process ¥
Model o
classification

Testing process
I

Result types of fingerprint
classification

Figure 6.9. Block diagram for classification of fingerprint utilizing technique
proposed.

Source: https://www.researchgate.net/figure/Block-diagram-of-fingerprint-
clas sification-using-method-proposed fig6 337187291.
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7.1. INTRODUCTION

Security has become the major issue of every company in the digital era.
Each company has recognized that data is a valuable asset. As a result,
companies use complex security methods to protect their company data.
Various industrial titans, on the other hand, have had big data thefts in
past recent years. Millions of consumers’ personal information have been
compromised as a result of cyber-attacks. As a result, companies are
continuously on the lookout for better security solutions to existing security
methods. Biometrics like iris scans and fingerprints are being used to verify
mobile phone owners and authenticate employees at work. Companies may
use biometrics to grant access to data for private information. For multi-
factor identification, biometrics may be utilized with standard keywords
or PINs. Furthermore, Al adoption would aid in the development of data-
driven security systems (Boult et al., 2014). As a result, combining Al with
biometrics would result in the construction of adaptive security models. Al
systems that, if correctly programmed, may reduce “human error” situations
and help people to make faster decisions by using cognitive methods. It is
seen to be a very successful approach since it makes it difficult for hackers
to break in and assures user protection.

The meaning of Biometrics is “the measurement of life.” Anyone who
uses biometrics can be identified by physiological methods (face picture,
hand geometry, fingerprints, iris, and retinal) or behavioral characteristics
that can be measured (keystroke rhythms, audio, signature). These are
just a handful of the various techniques that are used in today’s society to
communicate. Practically speaking, many biometric systems operate based
on 2" phase procedures (Burt et al., 2019). A current user’s data is recorded
for the 1st time during Enrollment, which is the initial stage in creating the
database. Data about a consumer is collected and passed via a method that
converts the original data into a design that would be stored in the database
alongside the individual’s data. We should realize that the design, not the
real data, is saved in the database, and the design includes relatively little
information in the form of numbers. The 2" stage is to recognize what you’ve
done. When information is inserted for identification, a similar process is
used to transform it into a design. This design is compared to the database,
and if there is a +ve or —ve match, it is stated. The essential distinction
between authentication (verifying an individual’s identity) and recognition
(identifying an individual’s identity) should be understood. Authentication
is a one-to-one validation, whereas recognition is a one-to-many validation
(Manby et al., 2021).
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Biometrics has a wide range of uses, including:

Biometric Passport: Reduces passport piracy and forging;
certain passports have RFIDs, that aid in the authentication of an
applicant.

Military: Each military around the globe has an information and
data security division, and biometrics are used in this sector to
assist secure secrets, detect fakers, and allow quick access to data
when the company needs it.

Money Transactions: Fingerprint sensors are now standard
throughout all new ATMs, allowing for cardless transactions.

Airport security: Ben Gurion International Airport in Israel, one
of the busiest airports around the globe, installed biometric kiosks
that allowed for efficient operation with no latency and reduced
human mistakes, amongst many other things (Corrigan, 2017).

Biometrics is used in several aspects of daily life, yet there are several
situations where it lacks the necessary information, including (Kalera et al.,

2004):

Artificial intelligence (AI) can fool conventional biometrics by
utilizing artificial fingerprints. With artificial fingerprints, brute
strength assaults may be planned, testing every possibility until
none remain.

One of the most important reasons is security; biometrics is
safe but not infallible. Databases may be manipulated and may
be fooled into giving the impression just like biometric is input
because it matches with databases.

Face detection may be defeated by twins.

Given that Artificial intelligence may outperform traditional biometric
devices, what better approach to improve biometric equipment than to
include the very danger and making it the finest arrow in the bow? When
Artificial intelligence and biometrics are combined, safety and reliability
may be multiplied tenfold (Corrigan, 2017).

7.2. HISTORICAL BACKGROUND

Boukhris et.al. (2011): this project looks at how the face-detection may be
used to create virtual characters. Fraud prevention in multiplayer online
video games is a problem, so this assists to mitigate the hazard to some level.
Wavelet transformation and support vector machine (SVM) were among
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the approaches utilized by the researchers. SVM acts as a classifier and its
effectiveness is greatly enhanced by wavelet transformation’s characteristics
utilized in photo processing. SVM is used to recognize objects. SVM works
in a following way (Lanitis et al., 2009): utilizing a universal method, the
data it receives is reorganized into a legible format and comprehensible to
the program. The system’s productivity is assessed using two failure rates:
False Rejection Rate (FRR) and False Acceptance Rate (FAR). The data
from the experiment shows that the average FAR and FRR are 5.5 and 2%,
respectively. When compared to traditional biometric tests, this is a huge
achievement. Because avatars have a minimal amount of facial gestures,
this approach was restricted to 10 photos per input; however, when given to
people, the precision and data gathering should be more quantifiable.

Key Interval Time (KIT) biometrics is analyzed using artificial
intelligence and neural networks. The conventional keyboard is split into
ten-word groups, which are supposed to represent the various keys that the
10 fingers would press. The User Rights and Integrity Enforcement Logic
platform (URIEL) was created to evaluate Key Interval Time using neural
networks. The User Rights and Integrity Enforcement Logic platform was
permitted to reject or decide based on the credibility of the response during
the initial anonymous human testing. In 82% of situations, the User Rights
and Integrity Enforcement Logic platform might make a decision, although
not in the remainder. As a result, the User Rights and Integrity Enforcement
Logic platform will rather not remark than make a mistake, demonstrating the
consistency and certainty of the answer’s accuracy (Mazouni & Rahmoun,
2011). When every input was entered into the User Rights and Integrity
Enforcement Logic platform, the precision of the result improved. When
there are many submissions, the User Rights and Integrity Enforcement
Logic platform utilizes the KOH (King of the Hill) technique, in which the
strongest positive input has proclaimed the champion; if there are no positive
inputs, the User Rights and Integrity Enforcement Logic platform unable
to make a judgment. According to the data gathered, the User Rights and
Integrity Enforcement Logic platform would correctly identify over 82% of
all supplied inputs and would not provide a false positive rate of more than
2%, which is a highly promising outcome in the area of biometrics. The
User Rights and Integrity Enforcement Logic platform rejects to make a
choice that may be modified in subsequent adjustment in lower than eighteen
percent of the inputs. The most important thing to remember is that Artificial
intelligence has a lot of potential in psychological biometrics.
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Online signature identification is much more interactive than offline
signature identification since it depicts the route taken by the subject when
signing. This may assist to reduce forging to a certain level, although expert
forgers may still get around it (Kalera et.al. 2004). The signature stroke
is difficult to establish an offline signature identification. Signature is a
behavioral feature that is acquired over a long time via consistent practice;
it’s not a psychological biometric. During the investigation, two databases
A & B were assumed: “A” is a complete offline database wherein signatures
were scanned in 256 grey shades and published in PNG format, and “B”
is a digitally signed database. Because database B was digitized, the pen
coordinates had to be converted into X-Y coordinates firstly, which required
alengthy time. The signatures were run through a GSC feature system, which
included Structural, Concavity, and Gradient. It transforms the signatures to
binary format and uses a similarity metric to equate the 2. The 2/3 of each
writer’s signatures were utilized for training, with the remaining 8 being
utilized for assessment. The findings for databases A & B are plotted on a
graph among FAR and FRR. Database A had an Equal Error Rate (ERR)
of 21.90%, whereas Database B had an ERR of 32.37%. The accuracy of a
completely offline setup was 93.18%, however, combining Dynamic Plane
Wrapping (DPW) with this technique may enhance the performance of the
methodology by a factor of 10 (Lee & Park, 2021).

Aging has a significant impact on a person’s appearance for
understandable reasons; it is natural and permanent. Throughout this
discipline, researchers are attempting to describe face biometrics in this
manner that the identification isn’t affected by aging. Individuals age in
various ways; certain exhibit signs of aging early on, while others may not
exhibit signs of aging until later in life (Lanitis et al., 2009). The argument
is that there is no such thing as a universal aging trend that pertains to all
people. We divide the participants into two groups: A and B, & C and D,
with an average age gap of 1.6 years for A and B & fifteen years for C and
D. When coping with varied age divisions, a 12% reduction in productivity
is observed, according to the findings. In addition, the upper facial region
is more susceptible to refusal because it ages than the lower facial region.
Data-driven study in such a field is useless because we already know that
the consequences of aging manifest themselves differently in various
people. Only sophisticated setups capable of changing face templates while
considering the factors of aging and ensuring that the template is compatible
with the person’s existing visage may avoid this. This is time-consuming
and appears to be unattainable because external variables influence the
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aging procedure and exacerbate the effects. For this reason, using a cutting-
edge Artificial intelligence system for face identification is quite useful.
The requirement of the hour is for a system that considers the impact of
external circumstances while also defining face representations that contain
discriminating and also time-invariant characteristics.

Cooperative Biometrics Abnormality Detection system (C-BAD).
C-BAD may be used to efficiently monitor an individual’s actions, with any
irregularities identified automatically being communicated to security staff.
Companies are quite well ready for outside threats, but inner trust issues
are something for which they are unprepared. Employers are unable to
adequately image their workers as threats, which makes them vulnerable
to hostile harassment. A calm workplace atmosphere can’t be formed if
bosses see their staff as possible threats (Kocher et al., 2006). In a study of
hundred information security setups, 45% of them were hostile, while 10%
were criminal. One out of every two of such individuals was an information
technology expert, with 19% being top-level system administrators and 31%
being assistant system admins. Insiders may only be captured if the proof is
skewed; otherwise, neither of the colleagues will testify to one of their own
committing a crime. Functioning before/after planned work time, creating
duplicates or publishing, or accessing data that is not allowed to them
are examples of these anomalies. Because monitoring requires providing
C-BAD complete permission to the files, and sensitive material can’t be
made available to anyone else, confidential files of an enterprise are not
monitored in this way (Pascu et al., 2015). The main access of C-BAD is
restricted to the agency’s leader, and the main system server is equipped with
artificial intelligence or a rule-dependent system that determines whether a
disorder is worth investigating or not, removing the human element and
ensuring complete integrity and the publication of an impartial result free of
any manipulation.

A lot of people, a limited specimen size, and high dimensionality are
three features of a standard Biometric Authentication (BA). The single
specimen biometrics identification issue, where only oe specimen is
supplied and should be utilized for future verifications, is a key challenge
in Biometric Authentication (Yao et.al., 2007). This usually results in a low
identification rate. A superior technique depending upon characteristic level
biometrics fusion is given here, in which two forms of biometrics, namely
the facial characteristic (a non-touch biometric) and the palm feature (a touch
biometric), are combined (A usual contact biometric). Gabor-dependent
image pre-processing and Principal Component Analysis (PCA) techniques
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are used to extract the discriminant characteristics. Such that, an individual’s
distinguishing characteristics on such two fronts are segregated and saved
as identification data in the database (Liang et al., 2020). Then, to produce
feature-level fusion, a distance-based dissimilarity grading technique
is devised. The use of a big database for facial and palm identification
enhances recognition rates considerably, which is to be anticipated because
the larger the database the program is given, the more distinguishing traits
or distinctions it may integrate into the recognition database. This assists to
overcome the limitations of single-specimen biometrics and improve the BA
system’s efficiency. It also suggests that facial and palm print biometrics has
a significant relationship.

Geometry detection techniques in biometrics recognize a person based
on the geometry of a sub-region of the body. Hand geometry authentication
is because every individual has a distinct hand form that doesn’t even vary
after a certain time (Boult et.al. 2014). Because the form of the hand simply
may not be enough to distinguish persons, other characteristics must be
defined as well. To successfully differentiate two hands to the maximum
degree of accuracy, photographs of each hand should be acquired from a
similar range and at an identical angle concerning the hand. This has to be
addressed throughout the enrollment procedure. Although it is recognized
that comparison occurs on a one-to-one basis during recognition, the
subject should be compared to every database item during recognition The
planar projective invariant characteristics acquired from the hand biometric
are combined with standard biometrics gained from face detection in
this software. The essential point here is that both of such traits may be
recorded in a single photo that simplifies storage and eliminates data waste
during enrollment. This not only allows for the storage of a huge database
of persons but also ensures that identification is not hampered in any way
(Manby, 2021).

Massive technology use has provided us with several benefits; however
one of the drawbacks is balancing availability and security. The outcomes
of keystroke dynamics are Authentication (Am I who I say I am?) and
Recognition (Who am 1?). The effectiveness of this method is increased
when it is combined with keyword or password security (Wong et al., 2001).
Not only does the intruder need to remember the passcode, as well as the
pace at which the consumer types it in. That biometric kind is highly cost-
effective without sacrificing security. For the time interval system, a Real-
Time Clock (RTC) or Clock/Counter Time Chip (CTC) might be used. This
program written in Visual C++ utilizes the K-Nearest Neighboring (KNN)
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rule to organize information; unidentified input information is allocated
to the next closest neighbor in the sequence; this may appear to minimize
system integrity, however at the resolution when every information set
is saved, KNN would have no impact on system protection, but it would
minimize identification time. Another method that may be used is the Multi-
Layer Perceptron for Artificial Neural Networks (ANNMLP). The average
approved acceptance and false acceptance rates for KNN and ANN-MLP,
accordingly, are 84.63% and 1.03% for KNN and 99% and 29% for ANN-
MLP. It is entirely up to the consumer to decide which approach to utilize.

This article addresses fusion approaches, which include combining more
than one biometric information set for a person to improve identification.
Genetic Algorithm (GA), Particle Swarm Optimization (PSO), Brute
Force Search (BFS), Support Vector Machines (SVM), and Adaptive
Neuro-Fuzzy Systems (ANFIS) are the five decision level techniques
that are commonly utilized (Mazouni & Rahmoun, 2011). The results are
derived utilizing Unconstrained Cohort Normalization (UCN) without
and with applying normalization, and the efficiency is measured utilizing
Equal Error Rate (EER). Every such approach excels in gathering and
evaluating information, and each works differently in different limitations
and circumstances. Relating one object to another may seem irrational, yet
under some circumstances; the comparisons might make complete sense to
people who understand information. The following are the findings: Genetic
Algorithm and Particle Swarm Optimization beat other approaches because
of their ability to scan a big database. Owing to the use of neural networks
to obtain the appropriate variables for the optimal Flexible Input System,
ANFIS’s findings are similar to those of Genetic Algorithm & Particle
Swarm Optimization. Since the real and impostor distributions contain so
many intersections, Support Vector Machines have the lowest efficiency
(Purgason & Hibler, 2012).

Authorship authentication by using text classification is done. In the
traditional technique, a writer’s material is scanned, and 200 of the most
frequently utilized terms are selected as content words and physically deleted,
while the remaining words are considered and evaluated. However, Artificial
intelligence treats every response as a 130-dimensional vector. The relative
frequency is represented by every element in this vector. Furthermore, to
discriminate among distinct collections, a version of an exponential gradient
is utilized (Koppel et.al. 2011). This is a unique type of biometric that isn’t
commonly utilized. However, this approach is used by a lot of copyright
software. To the untrained eye, this may appear to be a useless type of
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biometric, yet many fans of literature all around the globe would agree that
copyright is no less of a crime for which one may be prosecuted. Artificial
Intelligence simplifies the “unmasking” process, which involves isolating
the strongest discriminators and differentiating the task of determining the
handwriting of both, Standard methods can’t successfully out-think a human
brain’s inventiveness, however an electronic brain, if not outwit, may at
least find similarities among two works (Sudhir et al., 2019).

Al plays a significant part in the everyday lives of the increasing
population, as well as its expanded accessibility profits. The banking sector
is currently one of India’s most important sectors. Banks across the world
are undergoing rapid digital transformations to get more benefits, such as
enhanced synergies, cost-effectiveness, business performance, and reducing
cyber risks, among other things, and the latter is one of the top goals (Sudhir
et al., 2019). Because of the large amounts of money and personal data
held by banks, it’s become a major target for hackers. Banks are constantly
threatened by financial losses, regulations, and brand damage, as seen
by regular headlines about data breaches. Furthermore, corruption has
compelled bank employees and customers to expand their security systems.
Without a question, banks and other financial institutions must be cyber-
secure from the inside out. Tangible fingerprints have been supplanted by
modern biometrics and further improved in the years after the advent of Al

Huawei is the largest supplier to NEC (serving 14 countries) for 50
countries, more than any company. Artificial intelligence systems are
employed by just over half of “established democracies,” compared to
only 37% of authoritarian states, according to the research. However, the
technologies are not always misused, according to the study (Burt et al.,
2019).

The technology might eventually permit espionage agencies to recognize
persons who utilize cameras put on far-off roofs and disused planes, as per Spy
Advanced Research Projects Agency, the CIA’s research arm. Face detection
and other forms of biometric technology have advanced significantly in
recent years, but even the most unique approach is less trustworthy and lacks
of clear understanding of their subject (Corrigan, 2017). Even if the person
stands close by and looks right into the camera, face recognition systems
might make errors. The intelligence community, on the other hand, aims to
eliminate such limitations in two ways: by gathering more information and
designing algorithms that recognize people using multiple data kinds.
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Al technology is rapidly gaining traction throughout the world. Starting
with deep visuals that bridge the gap between fact and fiction, advances
continue to be made, and advanced methods may compete with the best multi-
player poker players on the planet (Feldstein et al., 2012). Organizations utilize
artificial intelligence to improve analytical processing, and city governments
utilize artificial intelligence to monitor traffic congestion and smart energy
measurement. Nonetheless, a growing number of countries are using advanced
monitoring tools to watch, monitor, and monitor individuals to obtain a range
of policy objectives, certain of which are legitimate, certain of which are
violating human rights, and many of which are somewhere in the center. To
effectively address the effects of new technology, we must first understand
where such tools are utilized and how they’ve been utilized. Regrettably, such
information is scarce. To further clarify things, this chapter includes an AIGS
(Artificial Intelligence Global Monitoring Index), which is the first of its type in
research. The index gathers factual data on Artificial Intelligence surveillance
utilize in 176 countries throughout the world. It makes no distinction among
legal and criminal applications of Artificial Intelligence surveillance. Rather,
the goal of the research is to show how new capacities to observe and trace
individuals or systems alter government capability (Wong et al., 2001).

7.3. FINDINGS

The results may be summarized as a comparison of several techniques, which
combine artificial Intelligence with biometrics. In the area of biometrics,
the effectiveness of a technology is measured using two variables: False
Acceptance Rate (FAR) and False Rejection Rate (FRR). If the biometric
machine grants accessibility to anyone who is not authorized to access the
data, this instance is considered an FAR. On the other hand, FRR refers to
a system that denies entry to an authorized user. Every one of the studies
mentioned above shows that biometric systems function better with artificial
intelligence (AI). Whereas the actual dilemma is which technique to use
when combining biometrics with Al, a few of the fusion strategies discussed
in Literary Survey Number 9 deal with integrating multiple kinds of data
into a singular one so that neural networks may operate successfully on it.
Because of the approach used to combine the data about one person, Genetic
Algorithm and Particle Swarm Optimization outperforms the others. As a
result, we may deduce that many approaches may be utilized, but the careful
study is required to identify which is most appropriate for the activity in
question (Purgason & Hibler, 2012).



Artificial Intelligence in Biometrics 191

Tangible signatures are superseded by current biometrics and further
refined in the years since the advent of Al. The behavioral anomaly may now
be detected and security concerns may be avoided with greater precision.
Robots and cybercriminals may now be identified more easily by this tech.
Lengthy Biometric Recognition is being investigated by the intelligence
agencies. Al tech is rapidly advancing around the world. The introduction
of sophisticated movies that obscure the boundary between truth & fiction
is leading us to advanced methods that are the best players in multiplayer
poker on the planet (Liang et al., 2020).

Artificial intelligence and cognitive science are two distinct categories,
each with its own set of tools and aims. Al is a branch of software engineering
concerned with the creation and organization of clever experts as computer
programs. The goal of Al is to understand the underlying principles of smart
behavior that equally apply to real and artificial systems. The bulk of the
research is mathematical or statistical, and a large portion of the literature is
procedural.

Psychological science is a very multidisciplinary area that benefits
from Artificial Intelligence, but also reasoning, brain research, and other
sociological and organic scientific subspecialties. Cognitive science’s
overarching goal is to grasp and demonstrate human knowledge by
employing the complete range of findings and systems of the fundamental
categories. A broad range of methodologies from the technical, behavioral,
sociological, and biological sciences are used, as one might anticipate. There
are active research groups in both Artificial Intelligence and psychology,
but they would generally provide different types of reports for journals and
conferences in both fields (Wangsuk & Anusas-Amornkul, 2013).

7.4. SUMMARY

From unlocking our devices to registering our presence, biometrics are
regular aspects of several of our lifestyles. Even the Indian government
uses biometrics entered during Aadhaar registration to identify people. Most
of this suggests that biometrics is now in usage; the challenge now is to
upgrade the current tech to make such devices function more efficiently.
Al may help make things go quicker and much safer. All of these fields of
Artificial intelligence, such as machine learning, data analytics, and neural
networks play a critical role in developing biometric tech. Biometric devices
nowadays are incapable of withstanding brute force attacks. After reading
several research articles, I concluded that while a lot of hard work is being
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put into evaluating different methods for enhancing the stability of biometric
machines, the outcomes are not achieving the scientific community at a
stage where they may have a major effect, and if they perform, technological
giants are cautious of incorporating Artificial intelligence into their products.
With several benefits like Artificial Intelligence has, there are only so many
drawbacks; much research has been conducted and is now being done and
I am certain would be done tomorrow to overcome these obstacles. The
next most difficult step will be to explain such tech to a layperson that is a
simpler task (Chang, 2012).

Large corporations were harmed by security breaches that harmed e-mail
addresses, personal information, and passcodes. According to cybersecurity
experts on numerous occasions’ passcodes are very vulnerable to attacks on
loan card data, private information compromise, and social security numbers.
All of the above is how biometric logins are advantageous to cybersecurity.

Al, in particular, has made our lifestyle easier. Although if we didn’t
realize it at the time, Alexa’s general applications have made their way into
our homes’ tech. Here’s a brief breakdown of how Artificial intelligence
would affect us at every stage in life (Traore et al., 2014).

Constant maintenance of equipment is a huge expense for manufacturers,
thus switching from responsive to predictive maintenance has become a
requirement. Through employing artificial neural networks and advanced
Artificial Intelligence techniques to detect property failure and early alert to
engineers, Artificial intelligence has been able to save businesses money and
time (Deutschmann et al., 2013).
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8.1. INTRODUCTION

Biometric authentication is a method of automatically identifying people
depending on their behavior, chemical characteristics, and physical
characteristics. This innovation has emerged as a significant mechanism
for connection regulation in numerous new applications, where traditional
methodologies, such as knowledge-based (i.c., keywords) or tokens (i.e.,
smart cards), may be inefficient due to their ease of sharing, loss, theft, or
manipulation (Jia et al., 2013). Biometric data are rapidly being utilized as
the primary authentication feature for accessibility management, as well as
in conjunction with conventional authentication procedures as a “step-up
authentication” component in 2-factor or 3-factor systems of authentication.

Fingerprint, face, and iris are the most often employed biometric features
in this scenario. Indeed, the attribute to be employed is chosen based on
factors such as ease of calculating biometric parameters, performance,
universality, and complexity of manipulating the system (Jia et al., 2013).
Yet, one drawback of these characteristics is that a forger may create
a synthesized replica that could be provided to the biometric detector to
bypass the authentication procedure. Presentation attack detection (PAD),
spoofing detection, and liveness detection are terms used in the research to
describe the procedures that safeguard the biometric system from this form
of assault. We’ll refer to this as “presentation attack detection” from now
(Gottschlich, 2016).

Spoofing biometric identification is a notion that is considerably earlier
than biometrics altogether. An impersonation effort mentioned in the Genesis
Book, depending on the display of a goat’s fur placed on Jacob’s hand to
simulate qualities of Esau’s skin such that Jacob would’ve been honored
by Isaac, can be found. The depiction of how to reproduce somebody’s
fingerprint utilizing a gelatin and wax mold offered by Austin Freeman in
his mystery book “The Red Thumb Mark™ is a fictional illustration that is
remarkably genuine. It was published in 1907, as well as the technology
detailed in it is still utilized to spoof fingerprint detectors nearly a century
later. It’s worth noting that this depiction surfaced only 4 years following
Scotland Yard embraced biometrics and well before the first biometric
sensor reached the market (Galbally, 2012).

Presentation attacks are always a concern in biometrics, according to
current research studies and public challenges like LivDet (www.livdet.org).
Facial identification systems, according to Boulkenafet et al. (2016) are
subject to presentation attacks, having an equivalent error rate (associated
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with separating presentation attacks from actual samples) as higher as 9%.
The problem persists in fingerprint-based identification systems, having an
average categorization error rate of 2.9%. Iris-based identification, which
is widely regarded as among the most trustworthy biometrics, requires a
more efficient PAD approach. The average categorization error rate in recent
initiatives in this region is still about 1%.

Just a few real incidents demonstrate the concern, in addition to
laboratory verification of the biometric system’s susceptibility to assault.
A physician from the facility of mobile healthcare services and urgency has
been captured red-handed by cops in the tiny town of Ferraz de Vasconcelos,
on the eastern side of Sao Paulo, Brazil, in a fraud that used silicone fingers
to override an authentication protocol and indicate the existence of many
workmates (Gragnaniello et al., 2015).

Source Problem Initial Network Target Problem M:'.?:T""'"’ ; Final C

- a:’% E d“ E
e o -
B o i — : .EE..; f‘ & E

Figure 8.1. Fingerprint, iris, and face detection systems in a generalized flow-
chart.

Source: https://www.taylorfrancis.com/chapters/edit/10.1201/b22524—11/coun-
teracting-presentation-attacks-face-fingerprint-iris-recognition-allan-pinto-he-
lio-pedrini-michael-krumdick-benedict-becker-adam-czajka-kevin-bowyer-an-
derson-rocha.

In 2014, the Brazilian Federal Security probed an identical instance
in which employees at Figure 8.1. Typical pipeline exploited in this
activity. Initially, network topologies, which were initially presented for
other challenges, are fine-tuned individually using suitable PAD samples
from various datasets, resulting in discriminative characteristics. Finally,
classifiers are taught to distinguish between genuine images of fingerprints,
irises, faces, and their assault variants (Lee, 1996).
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They were accused of employing silicone fingers to overcome a timed
attended biometric technology at Paranagua Harbor inside the Brazilian
state of Parana. The biometric hacking team of Chaos Computer Club
successfully hacked the Touch ID of Apple’s iPhone just days after its release
in Germany, indicating that a biometric system lacking proper protection is
unacceptable as a dependable accessibility management technique. Other
incidents of people using 3-D masks to spoof surveillance systems to modify
their perceived age or ethnicity can be reported (Kumpituck et al., 2017).

Once we glance at the literary works and assess the methodologies to
avoid presentation attacks using the three modalities described above, we
notice that even the most impressive in contexts of mistakes and execution
endeavor or cost almost always share a fascinating function: those who
refer to a family of methodologies known as data-driven characterization
methodologies. Approaches relying on data characterization, so according
to Pinto et al. (2015), merely use data from a baseline biometric sensor to
seek for signs of artifacts in a previously obtained biometric template. Such
techniques are preferred since they are simple to integrate with the current
detection system, requiring no additional hardware or requiring human
intervention to identify attempted assaults.

Even though current techniques based on this concept have resulted
in high identification rates, we mention that certain aspects must still be
considered when assessing a PAD methodology, such as various kinds
of attacks, a diverse range of devices to carry out attempted assaults, and
assaults aimed directly at various sensors. Another factor that is sometimes
neglected is that so many detection systems are custom-tailored to certain
sorts of presentation assaults, a process known as feature hand-crafting.
With the rise of deep learning techniques and their effectiveness in activities
such as picture classification, speech recognition, and language processing,
we set out in this chapter to use data-driven approaches to utilize deep
learning techniques for identifying presentation assaults (Rattani & Ross,
2014). In these instances, the biometric developer is in charge of selecting
an acceptable design for training and PAD using just the data that is already
accessible. We feel that this sort of approach is the next logical step in the
development of powerful presentation assault sensors and that if correctly
built, they could better handle the difficult cross-dataset issue. Whenever a
system is prepared with data through one sensor and then evaluated on data
from another sensor, the cross-dataset situation occurs. The main pipeline
we use in this chapter is depicted in Figure 8.1. When creating the ultimate
classifiers to differentiate between legitimate photos of faces, fingerprints,
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and irises from their stationary counterparts, we begin using pre-trained
deeper neural networks and adjust them individually for every modality
(fingerprint, face, and iris) with various datasets (Schwartz et al., 2011).

8.2. DETECTION OF FACE PRESENTATION
ATTACK

Behavior modeling of user (i.e., small face movements, eye blinking),
methodologies that necessitate extra hardware (e.g., depth sensors and
infrared cameras), methodologies relying on usage collaboration (e.g., task
questionnaire), and eventually data-driven characterization strategies, which
would be the target of our task (Sequeira et al., 2014).

This section begins with a discussion of frequency-based techniques,
which are techniques that analyze artifacts that are more evident in the
domain of frequency. This concept was supported by early research but we
currently have several studies that back up the usefulness of this method in
identifying facial spoofing. A facial spoofing identification method, based
on the assumption that photos’ faces are small from actual ones, and their
emotions and positions are unchanging. The authors developed a threshold-
based judgment technique relying on the power rate of the higher frequencies
in the 2-D Fourier spectrum to identify photo-based attempted assaults
depending on these data. The approach described by Li et al. (2004) has
a major drawback in that the higher frequency elements are influenced by
light, making this frequency range excessively noisy (Li et al., 2004). Tan et
al. (2010) used the variation in photo variability in the high-middle spectrum
to decrease this impact. This is accomplished by the use of Gaussian (DoG)
bandpass filtering Difference, which preserves as much information as
feasible while avoiding the introduction of aliasing or noisy artifacts.

Pinto et al. (2015) proposed a method for overcoming the lighting effect
while functioning in the frequency range. Rather than utilizing image pixel
measurements directly, the researchers suggested a facial anti-spoofing
approach for identifying video-based attempted assaults depending on
Fourier’s evaluation of the noise signature derived from movies. After
separating the noise signal contained in the video clips, the researchers
converted the data to the Fourier domain and utilized the visually rhythmic
approach to collect the most relevant frequency parts to identify an
attempted assault by combining temporal and spectral information. Similar
authors built on this method in a much more current paper, employing
the notion of visual codebooks to make use of the temporal, spatial, and
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spectral information from noise signature. The new approach, according to
the scientists, allowed them to identify several sorts of assaults, including
printed mask-based attempted assaults.

Lee et al. (2013) developed an anti-spoofing approach based on video
imaging-based cardiac pulse measures. The authors added a threshold-based
judgment level depending on the entropy measure to prior work presented by
Poh et al. (2010). It was computed utilizing Individual Component Analysis
from the energy spectrum derived from normalized RGB channels following
removing cross-channel noise produced by environmental Independent
Component Analysis (ICA).

Texture-based methods are yet an additional expressive area of facial
anti-spoofing techniques identified in the literature. Such methods, in
general, make use of textural cues introduced in false biometric data
throughout presentation and creation to the biometric detector under assault
(e.g., blurring, printing, and aliasing effects). Tan et al. (2010) developed
a texture-based technique for detecting assaults with printed pictures
depending on the surface roughness difference between a real face and
an attempted attack. The writers use Sparse Low-Rank Bilinear Logistic
Regression techniques to estimate the reflectance and brightness of the
picture under investigation and categories it. Peixoto et al. (2011) built on
their study by include measurements for varied lighting situations.

Kose et al. (2013) assessed a method relying on reflectance to identify
assaults done using printed masks, identical to Tan et al. (2010). The
Variational Retinex algorithm was used to split the pictures into reflectance
and illumination components.

Micro textures were used for facial spoofing identification by Maatta
et al. (2010), who were motivated by the analysis of printing artifacts and
variations in reflecting light while comparing actual samples with presentation
attacks. Relying on the Histogram of Oriented Gradients (HOG), Local
Binary Pattern (LBP), and Gabor wavelets, the authors suggested a fusion
technique. Likewise, Schwartz et al. (2011) presented an approach that uses
multiple properties of the pictures to create a holistic picture of the face
capable of revealing an attempted attack (e.g., shape, color, and texture of
the face).

Maatta et al. (2010) looked at how several versions of the LBP operator
may be employed. 2 histogram comparisons, linear discriminant analysis
(LDA), and support vector machine (SVM) were used to classify the
histograms obtained from such descriptors.
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The use of static masks to execute face spoofing attacks has also been
discussed in the research. Erdogmus et al. (2013) used face information
from four participants to investigate a database containing six kinds of
assaults. The authors utilized two methods depending on Gabor-phase-based
similarity as well as a Gabor wavelet measure to identify attempted assaults.

Foridentifying different forms of assaults, Pereira et al. (2013) developed
a score-level fusion method. The authors implemented the Q statistics to
analyze the interdependence among classifiers after training them with
various datasets. Pereira et al. (2013) offered an anti-spoofing approach built
on the dynamic pattern, which would be a spatiotemporal variant of the
fundamental LBP in a follow-up paper.

Garcia et al. (2015) presented an anti-spoofing technique relying on the
identification of Moire patterns, which arise when digital grids overlap. The
scientists utilized a peak-detector method built on maximum thresholding
to discover these patterns, with high peaks indicating an attempted assault.
Patel et al. (2015) developed a presentation attack identification approach
built on pattern detection of Moire (also known as M-LBP), which employs
the LBP descriptor multi-scale version.

Tronci et al. (2011) combined two types of algorithms, video-based
and static analysis, to leverage the motion information and hints retrieved
from the scene. The static analysis includes many visual properties such as
Gabor textures, color, and edge, while the video-based analysis integrates
basic measures that are motion-related like variation in facial expression,
eye blink, and lip movement. Using a stationary face identification system,
Anjos et al. (2011) presented a method for identifying photo-based assaults.
The strength of relative mobility among the background and face region,
according to with authors, could be utilized as a hint to identify legitimate
access from attempted assaults, since the motion fluctuations among the
background and face regions have a higher correlation in attempted attacks.

Wen et al. (2015) developed an imaging distortions analysis (IDA)-
based face spoof detection method that describes several characteristics like
color variety, specular reflection, chromatic moment, and blurriness. These
characteristics are combined to create feature vectors, that are being utilized
to create an ensemble classifier, each of which is trained to identify a certain
sort of attempted assault.

Kim et al. (2015) presented a technique for detecting attempted assaults
depending on the single picture diffusion speed. Local diffusion speed
patterns, particularly local speed patterns via Total Variation (TV) flow,
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are defined by the authors and utilized as feature vectors to train a linear
classifier utilizing the SVM to assess if either a particular face is fake.
In response, Boulkenafet et al. (2016) presented a color texture analysis-
based anti-spoofing approach. Essentially, the authors extract characteristic
descriptions from multiple color spaces to do a micro-texture analysis using
color-texture information from the chrominance and luminance channels.

8.3. DETECTION OF FINGERPRINT
PRESENTATION ATTACK

There are two kinds of PAD fingerprint techniques: software and hardware-
based solutions. Techniques in the first category employ data from other
sensors to collect artifacts that show a spoofing assault that occurs outside
of the fingerprint photo. Software-based approaches rely exclusively on the
data collected by the fingerprint recognition system’s biometric sensor.

Galbally et al. (2012) developed a collection of attributes for fingerprint
presentation assault identification depending on multiple quality metrics
(i.e., ridge continuity, directionality, or ridge strength), that were fed into a
classifier of Linear Discriminant Analysis (LDA).

Gragnaniello et al. (2013) developed an anti-spoofing approach relying
on the Weber Local Descriptor (WLD), which works in conjunction with
other texture descriptors like Local Binary Pattern Descriptor (LBP) and
Local Phase Quantization (LPQ). Even whether examined alone or in
combination with LBP, the research findings show that LPQ and WLD
complement each other, but that their combined use can substantially
increase their discriminating capacity.

Jia et al. (2013) developed a spoofing identification technique relying
on Multi-Block Local Ternary Patterns (MBLTP), which was influenced by
prior work centered on the LBP descriptor. The LTP descriptor is computed
depending on averaging numbers of block subgroups instead of single
pixels, about the researchers, that made it less vulnerable to noise because
it is dependent on a 3-value code interpretation and mean value of block
subgroups instead of single pixels.

Ghiani et al. (2013) suggested using Binarized Statistical Image Features
(BSIF), a textured binary descriptor based on the LPQ and LBP techniques.
Essentially, the BSIF descriptor trains a filter set from natural picture data,
resulting in descriptors that are more suited to the situation. The LPQ
descriptor was also used by similar researchers to discover a characteristic
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space that was unaffected by blurring impacts.

Gottschlich (2016) presented a different approach relying on a filter
learning convolution comparative pattern. The researchers calculate the
discrete cosine transform (DCT) using rotation unchanging patches and
calculate their binary patterns by matching DCT coefficients pair to identify
fingerprint faking. These patterns were compiled into a histogram and fed
into a linear classifier that is SVM.

In the operational phase, Rattani et al. (2014) proposed a technique for
automatically adapting a liveness sensor to novel spoofing materials. On
an anti-spoofing technology, the suggested technique aims to mitigate the
privacy risk caused by novel spoof materials. The scientists suggested a
new material scanner that is specifically designed to identify novel spoof
materials, emphasizing the necessity to train the system with the newly
discovered material.

Rattani et al. (2014) developed an automated adaption anti-spoofing
system relying on Weibull-calibrated SVM (W-SVM), which included a
new material detection and open-set fingerprint spoofing detection. The open
set fingerprint spoofing detection was trained using attributes dependent
on anatomical, textural, and physiological characteristics, while the new
material detector was constructed utilizing a multi-class W-SVM comprised
of an ensemble of binary SVMs and pairs of 1-Class.

Gragnaniello et al. (2015) suggested a fingerprint spoofing identification
method that used both frequency and spatial information to retrieve local
image behavior and relevant amplitude contrast, which were synthesized by
analyzing the phase of certain chosen transform coefficients produced by the
short-time Fourier transform (STFT). The data was utilized to train a linear
classifier SVM using a bi-dimensional contrast-phase histogram.

Kumpituck et al. (2017) used the LBP operator and a wavelet
decomposition method-based anti-spoofing scheme. The researchers retrieve
LBP histograms from multiple wavelet sub-band pictures in this study,
which are then combined and fed into an SVM classifier. The scientists also
looked at a more traditional technique, which involves estimating energy
from wavelet sub-bands rather than LBP histograms. In addition to obtaining
successful performance with state-of-the-art techniques, the wavelet LBP
descriptor produced higher discrimination than LBP and wavelet-energy
descriptors used individually.

Lastly, Nogueira et al. developed a fingerprint antispoofing approach
relying on the idea of pre-trained convolutional neural networks, which
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differs from standard modeling in that it employs texture patterns to describe
fingerprint pictures. The authors start by acquiring the network weights for
fingerprint spoofing identification using the known architectures of CNN in
the research, such as VGG and AlexNet.

8.4. DETECTION OF IRIS PRESENTATION ATTACK

The earliest work on iris spoofing detection dates from the 1990s when
Daugman (1993) addressed the validity of certain iris recognition structure
threats. In that paper, he suggested utilizing the Fast Fourier Transform to
authenticate the higher frequency spatial intensity to identify such moves.

Options for iris liveness detection, as according to Czajka (2016), can be
classified into four categories as a Cartesian outcome of two aspects: type
of model of the object under dynamic or static test and type of passive or
active measurement. Passive alternatives imply that the item is not triggered
beyond what is required to obtain an iris picture for recognition. As a
result, no additional hardware is usually needed to identify an attempted
strike. Active solutions attempt to boost an eye and monitor its response. It
usually necessitates the addition of some additional hardware components.
As a result, the method can identify an attempted strike utilizing just one
static picture from the biometric sensor, or it must use a series of pictures
to examine identified dynamic characteristics. Hardly static and passive
methods are discussed in this section, as they are the priority of this chapter.

Pacut et al. (2006) proposed three iris liveness detection methods
depending on picture frequency spectrum assessment, regulated pupil
dynamics, and light reflection from the cornea in their paper. These methods
were tested using paper printouts from various printers and printout carriers,
and they were found to be capable of fooling two industrial iris recognition
structures. A narrow hole was created in the pupil’s place, and this tactic was
adequate to fool industrial iris recognition processes used in their research.
The governed pupil dynamics and light reflections acquire zero for both
False Rejection and Acceptance Rate, according to the experimental findings
acquired on the assessment set of 77 pairs of live and fake iris pictures. Two
commercial cameras, on the other hand, were unable to accurately recognize
every iris paper printing.

Galbally etal. (2012) suggested a method depending on 22 picture quality
indicators for instance; focus, pupil dilation, and occlusion. To choose the
best characteristics, the researchers utilized sequential floating attribute
selection, which was then fed into a quadratic discriminant classification.
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The writers used the BioSec baseline to legitimize their approach, which
includes print-based iris spoofing threats. Sequeira et al. (2014) used picture
quality measures and three distinct classifying methods to validate their task
on the BioSec and Clarkson benchmarks and introduce the MobBIOfake
benchmark, which consists of 800 iris pictures. Sequeira et al. (2014) built
on earlier work by adding a feature shortlisting step to get a better description
for detecting an intended strike. The writers also used iris division to get the
iris contour and then adapted the attribute extraction methods to the non-
circular iris regions that resulted.

Wei et al. (2008) used three texture steps to solve the issue of iris-texton
feature, iris edge sharpness (ES), and iris liveness detection for characterizing
the graphic primitives of IT — iris texture, and using chosen characteristics
relying on CM co-matrix. They wore color and contoured contact lenses
with falsely iris in specific. The studies indicated that the ES characteristic
produced outcomes that were analogous to state-of-the-art techniques at
the time, and which the CM and IT measures surpassed the state-of-the-art
methodologies.

To detect printable irises, Czajka (2016) suggested a frequency analysis-
based alternative. Spikes in the frequency range were linked to frequent
trends in printed specimens. This technique, which was adapted to obtain a
near-zero false rejection rate, was capable of detecting 95% printable irises.

Iris spoofing detection has been also investigated using texture
assessment. The winners used three texture identifiers in the MoblLive iris
spoofing detection competition: Binary Gabor Pattern (BGP), LPQ, and
LBP. Sun et al. (2013) lately suggested a hierarchical visual codebook-based
(HCV) structure for iris image classification. The HVC uses two established
bag-of-words prototypes to encrypt the pattern primitives of iris pictures.
The technique outperformed the competition in terms of iris recognition
tasks and other iris spoofing detection.

Doyle et al. (2013) suggested a viable alternative relying on modified
local binary patterns (mLBP) descriptor. The writers demonstrate that,
while pattern data derived by the mLBP descriptor can be used to get good
categorization outcomes, the technique’s performance suffers substantially.
When evaluated on two different databases, the authors obtain roughly 83—
96% accuracy. When the descriptor was evaluated only on a single database,
the accuracy drops to 42-53%. This cross-dataset verification is found in
many validation configurations for detecting presentation attacks. Yadav et
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al. (2014) built on prior research by looking at how textured and soft contact
lenses affect iris recognition.

Yadav et al. (2014) suggested an anti-spoofing technique relying on
Eulerian Video Magnification (EVM) to boost the delicate phase data in the
eye area. The researchers postulated a judgment rule relying on combined
phase information that was implemented to the phase component utilizing
a sliding window strategy for identifying the rate of phase transformation
over time.

8.5. INTEGRATED FRAMEWORKS FOR
DETECTING PRESENTATION ATTACKS

Galbally et al. (2012) suggested a particular strategy relying on 25 picture
quality characteristics for synchronously detecting attack attempts in
fingerprint, face, and iris biometric structures. When compared to state-of-
the-art techniques devoted to single methods, assessments conducted on
famous baselines for three methods demonstrate that the proposed method
is extremely competitive.

Gragnaniello et al. (2013) used the SID (Shift-Invariant Descriptor),
the BoVW (Bag-of-Visual-Word) model, DAISY (105), and SIFT (Scale-
Invariant Feature Transform) to analyze numerous nearby descriptors
for iris, fingerprint-, and face-based biometrics, as well as the inquiry of
successful descriptors.

Menotti et al. (2015) demonstrated that combining filter and architecture
optimization improves understanding of how such strategies interact for
fingerprint, iris, and face PAD, as well as outperforming the best-recognized
strategies on multiple standards.

8.6. DATASETS AND METRICS

The standards (datasets) and chosen accuracy estimators regarded in this
research are described in this chapter. All of the sets of data utilized in this
chapter were openly accessible to us, and we presume that the same is true
for other scientists who contact their creators instantly. The most frequently
utilized baselines for evaluating presentation attack tracking for fingerprints,
iris, and face are the databases that make up our testing environment. We
chose to obey these divides because all of the standards had already been
partitioned by their innovators into testing and training subgroups. We split
each training sub-group into two disjoint subgroups numerous times to
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execute cross-validation-based instruction to improve the winning model’s
generalization capabilities and reduce overfitting. The findings presented in
the following sections are those acquired from testing sets. The following
subsets describe all sets of data concisely (Ojala et al., 2002).

8.6.1. Benchmarks for Video-Based Face Spoofing

CASIA Face Anti-Spoofing and the Replay-Attack databases are used in this
section to analyze the efficiency of PAD techniques for facial modality. This
set of data includes five multiple forms of attempted threats using falsified
specimens of various characteristics (Pacut & Czajka, 2006).

8.6.2. Replay-Attack

This baseline includes 50 multiple subjects’ short video footage of both video-
based targets and valid accesses. Every individual was documented with a regular
web camera in two exercises, one in a regulated atmosphere and the other in an
undesirable atmosphere, to create valid access video clips. After which, utilizing
three approaches, spoofing efforts were created (Peixoto et al., 2011):

1. Mobile target: video clips on an iPhone display were shown to the
acquisition sensor, and these video clips were also chosen to take
with the iPhone;

2. High-definition target: employing the iPad display, high-resolution
video clips and pictures were displayed to the acquisition sensor;

3. Print target: the acquisition sensor was introduced with hard

prints of high-resolution digital images, which were published on
a Triumph-Adler DCC 2520 color laser printer.

8.6.3. CASIA

This standard was created using specimens from 50 people. Authentic
pictures were captured with three distinct sensors with varying acquisition
quality: a long-time-used USB camera, a recently purchased USB camera,
and a Sony NEX-5 camera. The picture resolution was either 1920x1080
pixels (Sony sensor) or 640x480 pixels (both webcams). The researchers
trimmed Sony pictures to 1280720 pixels. Subjects were inquired to blink
throughout the procurement. There were three types of presentation attacks
conducted out (Phan et al., 2016):
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1. Cut photo attack: eyes were cut out of paper printing, and an
assailant hiding behind an artifact imitated blinking behavior
whenever the Sony sensor was used to acquire the video.

2. Video attack: high-resolution genuine video clips were exhibited
on an iPad display with a resolution of 1280%720 pixels.

3. Warped photo attack: high-resolution pictures were published
on copper paper and video clips were captured using a Sony
sensor; the printable pictures were twisted to emulate face micro-
movements.

The information from 20 areas of study was used to create a training set,
whereas the existing specimens (from 30 subjects) were used to create the
testing set (Poh et al., 2010).

8.6.4. Benchmarks for Fingerprint Spoofing

This chapter used two sets of data from Liveness Detection Competitions
(LivDet). LivDet is a sequence of worldwide competitions that use a
standardized testing protocol and significant amounts of spoof and live
specimens to document attack techniques for iris and fingerprint. All of the
contests are accessible to all industrial and academic institutions that have
bio-metric liveness detection software and systems (Rousson et al., 2003).
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